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Abstract: Nowadays, access control has an important rolaen t perspective of Plug-in, the access to applicatigdmssctions
management of access to resources in the networld ds managed. From this perspective, the plug-in exec

applications. The establishment of access contralpplications is
important particularly. Traditional methods of agsecontrol,

manage the users’ access only at data-centric. |véhis paper a
new model is presented in which the access coimtrapplications
is performed not only at data-centric level bubatt component
and plug-in levels. By applying the proposed motie, execution
of plug-ins or components will be authorized omythe case of
enrollment process and in the necessary authoritiegddition,

users can access to plug-ins and components ortlyeircase of
gaining the necessary authorities. By using theqseg@ model, the
access control can be applied based on both opeshthieeds and
applications capabilities accurately.

authority and also authorized users’ access aréraitaa.
Access from the perspective of the component i® als
discussed and it covers the plug-in's capabilititem this
perspective, the users’ access to components isagedn
Finally, at the third level, from the perspectivé data-
centric, the users’ access to data (information pnavided

by application) is controlled.

2. Related Works

In this section, we consider some related workihéaccess
control in the applications and networks.

Keywords: Access Control, Plug-ins, Components, Data-Centricin the research [5], the authors have developegnardic

1. Introduction

The access control is one of the security feattias can
control access to systems and resources [1].defmed as
the act of determining whether a particular priydecan be
granted to the requester of a particular credenfide
privilege can be right of access to a resourceh ag a
communications link, an information database, a mating

machine, or many other things owned by a network @

service provider. The presenter of the credensallme either
a device or a user [2]. Access control is argudbé most
fundamental and the most pervasive security meshaim

use today. Access control can take many forms.dtitian

to determining whether a user has rights to usesaurce,
the access control system may constrain when andthe
resource may be used. For example, a user maydtaess

access control system for cloud computing enviramme
along with policy conflict resolution algorithm arsgveral
access control validation processes. Their propeystem
included four models, namely access right modelicpo
model, access control management model and acor®ic
model. The proposed system introduced a more effici
security scheme using an enhanced access contreingc
The paper [6] proposed a novel access control frarie
that combines trust with risk and supports accesdral in
ynamic contexts through trust enhancement meamanis
and risk mitigation strategies. That allowed toikstra
balance between the risks associated with a dgtest and
the trustworthiness of the requester. If the risiswoo large
compared to the trust level, then the frameworkldou
identify adaptive strategies leading to a decredsthe risk
(e.g., by removing/obfuscation part of the dataotigh
anonymization) or to increase the trust level (eéby.asking

control to a network only during working hours. S®m for additional obligations to the requester). Thesas

organizations may establish more complex contsush as
requiring that two staff members conduct certaighhiisk
operations such as opening a vault or launchingissile

concern that some campuses was not using suchcfivete
systems, hence the paper [7] attempted to resdhie t
weaknesses in such institutions’ by developing rapker

Access control is only one aspect of a comprehensiCAC system using the Radio Frequency (RF) and ctets

computer security solution but it is one of the masible

smart card technologies. The scope of the develspstém

one. Every time a user |ogs on to a multiuser cdmpu was not onIy limited to access control but alsatitize the

system, access control is enforced [3]. A busipeesess is
a combination of structured activities to achieyeecific

purposes. It is set of several related activitieg aiccomplish
the specific goal of enterprises.

In the report [4], which was published by SANS, miye
critical security controls for effective cyber defe are
raised. The second key security control in thisoreps

related to application access control that repissehe
important position of this control.

So, in this paper a new approach is presented hwduntrols
the access to the integrated applications in thearks at
three different levels (three different perspea)vé-rom the

gathered data to automate and potentially to supgtier
processes of the institution, such as lecture sdimgdand
attendance tracking. In the paper [8], the authbooposed an
access control model that combined the two models i
novel way in order to unify their benefits. Thejpproach
provided a fine-grained access control mechanisah riot
only takes contextual information into account whihaking
the access control decisions but was also suitdbte
applications where access to resources was caurddly
exploiting contents of the resources in the politiye paper
[9] proposed “a novel smart access control (SAGta&W,
which can identify and categorize suspicious ufens the
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analysis of one’s activities and bio informatiorheT SAC 3, Proposed M odel
system observed and recorded users’ daily behaviolgs previously stated, one of the issues that iserhias an

activities. From the analysis of the collected datia
selectively chose certain users for additional flayef
authentication
individuals who might pass through scrutiny by ségu
personnel. In the paper [10], was presented sfateceart
survey of the MAC protocols available for vehicutafety.

important challenge in access control is establesttnof

access control model for integrated applications the
procedure and quickly isolated thosgetworks. In this paper, a novel model is preseitashich
the access control can be stated and implementedzely.
The proposed access control model is propoundedhfor

user’'s access in integrated applications. In thep@sed

Auth.orsl classified those p_rotOCOIS based on differe model, we define three perspectives for the accessgol in
applications and the techniques they adopt. Theso alapplications in the networks which have been shémwn

reviewed the performance metrics used for evalgatiese
protocols. Also, they qualitatively analyzed theotpcols
based on different parameters along with relatsdeis and
the challenges they generated. The paper [11] piedea
novel approach to medium access control for sihgle-
wireless sensor networks.

The ALOHA-Q protocol applied Q-Learning to framesbd
ALOHA as an intelligent slot selection strategy able of
migrating from random access to perfect scheduResults
showed that ALOHA-Q significantly outperformed Séat
ALOHA in terms of energy-efficiency, delay and
throughput. In the paper [12], the authors seashles
incorporated the dynamic attributes to the conweati
access control scheme. Inclusion of dynamic attebu
provided an additional layer of security to the wemtional
access control. They demonstrated that the effigiaf the
proposed algorithm was comparable to the efficienicthe
conventional schemes. A user or subject, who wasnga
discretionary access to a resource, was preparedoto
passing the access to another subject. This medeived
the idea of user ownership [13]. One of the basiciefs in
DAC was Lampson access control Model. The access
domains to objects was determined by the accessxmias

Figure 1.

Plig-in Level
Access
Control

Application
Access
Control

Data-Centric
Level Access
Control

Component
Level Access
Control

Figure 1. The Proposed Model for the Access Control in
Applications

B§ can be seen in above figure, the first layahefproposed
model is access control in applications from thespective

rows were labeled by domain names and its columns bf plug-ins. From this perspective, an integratpgliaation

object names [3]. Mandatory access control (MAC)deio
[13, 14] can be characterized as a method for icEsty

is composed of several plug-ins and each new stéayis
defined as a new plug-in. Therefore, the first fagé the

access to resources based on the sensitivity of theoposed model is the access control of applicatioing-

information contained in it and the access corgfaubjects.
The RBAC Model characterizes sets of fundamentah&B
components (i.e., users, roles, permissions, dpestand
objects) and relations as types and capacities weat

incorporated in this standard. The RBAC referenaaleh
serves two needs. First, the reference model ctegiizes the
extent of RBAC components that were incorporatedhi
standard. Second, the model gives an exact andcfabklkd

language, as far as component sets and capaatiesd in
characterizing the useful specification [15]. Sonoé

ins. The second layer of the proposed model isatteess
control from viewpoint of available components ingins.
From this perspective, the capabilities in the ghg are
raised in the form of components. The suggestiorthef
paper in this layer is that the access to thesepoosmts
should be controlled based on their capabilitielse Third
layer of the proposed model is the access contradata
level that we named it data-centric. In this layee users’
access to data provided in classes is controlladthe
following subsections, we will take a closer look the

extended models based on RBAC are Temporal-RBA(, [16roposed model.

Risk-aware RBAC [17] and Budget-aware-RBAC [18].eTh
idea of Attribute Based Access Control (ABAC) hassted
for a long time. It show a point in the space afess control
that incorporates access control list, role-basedess
control, and the ABAC model for giving access basedhe
evaluation of attributes [19]. An extended attriuiased
access control model with trust and privacy [2Qne of the
extended attribute base access control model. Tisk- R
Adaptive Access Control (RAJAC) model was contrived
bring real-time, adaptable, risk-aware access obmdr the
enterprises. It stretches out upon other prior sg@dntrol
models by presenting environmental conditions aist r
levels into the access control decision, notwithdiag the

3.1 Accesscontrol in Plug-in Level

The access control in applications from the viewpaif
plug-ins creates a new vision for the researchktany
traditional researches in the field of access obnto
applications are directed to the data that are sseck
However, we present a new approach in the proposetel
that defines the access to applications in thrdéerdnt
levels. In the first level of the proposed modkEk plug-ins
are defined. Plug-ins are the application partsiclwhare
added to applications according to enterprise fanatities.
From this perspective, it is suggested that eaab-ppl must
be registered and obtain the necessary authoritiebe

concept of "operational need”. RAdAC also utilizecexecutable as a part of applications. After obtajnthe

situational components for the decision making [21]

authorities, only authorized applications allowedeixecute
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beside other Plug-ins. Given that the enterpriseleds are
dynamic, thus authorizing the plug-ins is dynamid & can
be updated. The life cycle of access control iggphs is as

the Figure 2.
W

Enrolment

Y

Revocation

TREVOMED

b oo S
Expiration

-@\)

e

Suspension

Figure 2. The Proposed Life Cycle of Access Control in
Application Plug-ins

< Enrollment: In the registration process, a certificate is

requested to be issued for a plug-in. At this stdlge

required information is collected and confirmed to

ensure the validity of plug-in. This operation i&ea
called plug-in validation.

% Issuance: in the issuance phase, a certificate is assigned

to plug-in and it is issued for it. At this stagespecial
token may be needed and registered.

% Usage: in the usage phase,
authorities to execution by the received certifisaand
it can be executed.

time to use and then, they are expired. This termased
on the plug-in’s need. When the life of a certifecas
expired, it is not valid so the plug-in will notVethe
authority to execute.

plug-in obtains the

% Expiration: certificates usually have a certain period
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affairs, personnel affairs, salary affairs, andomdtion
affairs. We named them as the components of Adtnétige
plug-in. It is important that the access to theneastrolled
and only the authorized components must be executed

3.3 Access control in Data-Centric Level

The third level of the proposed model is the accessgrol at
the level of data that provided by applications. COAL
language is standard from OSSIS [22] and is basexINL
to describe access control policies. Also it isdubg more
than 35 big companies around the world such as IBVI,
to describe organizations policies. General scenanf
XACML in access control is to check if requesteail®wed
to access resources. So, access control policiedaia-

centric level will be defined and expressed in XACM

format. The proposed architecture for the accessraio
which is based on 1SO 10181 [23], has been shovirigare
3.

o
;‘f{ Administrator

D
Requester

Figure 3. The XACML Structure in Data-Centric Level
Access Control

* Revocation: Sometimes a plug-in certificate needs to b&S Seen in above figure, to manage the user's actes

revoked according to certain conditions before egiis Method within classes, it is needed to send theesiqto
expiration time. This case is named revocationha t Policy Enforcement Points (PEP) in the network. The
proposed life cycle. For example, when a token igecision making of this unit is provided based ¢ t

compromised, such a situation will happen.
% Suspension: Sometimes a certificate
temporarily invalid or it may be in the suspensgbatus
before ending its validity. This occurs when a pings
temporarily unenforceable based on security needs.

mode, it should be updated or enroliment shoulddre

response of the Policy Decision Point (PDP). PDé&idds by

becomedgwo main units of both Policy Administration Poi(RAP)

and Policy Information Point (PIP). In PAP all thelicies
are written by the managers and this unit playsrtie of
user policies knowledgebase. Another unit,

network for determining the attributes of the resfae In

for activation. With this, the name or certificateact PDP gives the permission of accessibility Hase

specifications may be changed.

3.2 Accesscontrol in Components L evel

One of the other innovations of this paper is éngph new
perspective on access control in applications. Fitbim
viewpoint, the capabilities that provided by plug-iare
classified and then, the access to these capasilits
managed. Therefore, the capabilities of each plugsi
defined at the second level of the proposed mas, the
access to them is controlled. As an example, supjplost
there aréAdministrative plug-irin an Application. This plug-
in consists of several high capabilities includthg welfare

policies and information in PIP.

4.

In this section, we will explain the implementatiaf
proposed model accurately. Initially, we will inthace the
special test bed for implementation and then,
implementation of the proposed model at the thesel$ is
described. The screenshot of implemented tooler(égin
page) that manage the application access in theorletis
shown in Figure 4.

I mplementation

Policy
* Reenrollment/Update: If a certificate goes to suspend|nformation Point, should be existed beside PDPttia

the
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Welcome to the Main Page of Applications Access Control

This Medule Consist of Three Main Components named Quantifying Cenditions and Rele Deninition Affairs User Definition and Management Affairs and Application Definition and Management

Component

Plesae Click on the Required Below Buttons..

Quantifying Conditions and Role Deninition

User Definition and Management

Application Registration

Plug-in Level Access Management

Data-Centric Level Access Management

User Manual

\
\
\
\
‘ Component Level Access Management
\
\
\

Setting

Application AAA Server version 2016 CopyRighited by Afshin Rezakhani

Figure 4. The Developed Tools for Application’s Access Cohtro

4.1 Case study

It is necessary to give an expression of the implaation
conditions and case study for implementation. s, twe
consider an integrated system and specify some pduit.
The characteristics of this system are as Figure 5.

Welfare Affairs

Personnel Affairs
Salary Affairs
Automation Affairs

Administrative

Case Study

System Reports Affalrs

<
Document Registration

Finance Control
<
Administrative Control

Figure5. Definition of Case Study Structure

As shown in above figure, it can be seen that &gnmated
application is defined to meet the goals of theesys which
includes three administrative, financial, and cohplug-ins.
Each of these plug-ins has different capabilitiézor
example, an administrative plug-in includes theatsifties
of welfare affairs, personnel affairs, salary afaiand
automation affairs.

4.2 The Implementation of Plugin-level Access control

Given the mentioned case study, supposing a negriplu
named administrative plug-in,
integrated application. For the execution authodfythis

is needed to add he t

plug-in, the explained life cycle in the previousctons
should be done. In the following parts, the reqlijpeocesses
are explained to add this plug-in.

4.2.1 The I mplementation of Enrollment Phase

To add theadministrative plug-in the enrollment process
should be run for the plug-in according to the désd life
cycle in section 3.1. To carry out this procesqrafile is
created for this plug-in with the following charedstics.
The details of this profile will be important fodug-in's
access management. For example, it should be detmm
what is the identity related to the plug-in, or whis the
effective and expiration date. We named this pecdi plug-
in profile. This profile is also used to specifyeds
authorities.

X3

% Plug-in ID: 100

< Plug-in Name: Administrative Plug-in

« Enrollment Date: 03/10/2016

Effective Date: 03/20/2016

< Expiration Date: 03/10/2017

< Suspension Conditions: Regulation Updates
% Revocation Conditions: Regulation Changes
< Authorized Roles: Rolel & Role3 and Role5
% Plug-in-Purpose: Administrative Affairs Management
< Plug-in-Introduction: Plug-in Definition

< Plug-in-Scopes: Administrative Affairs

4.2.2 The Implementation of |1ssuance Phase

After doing the enrollment phase for the admintsteaplug-
in, issuance phase should be done. For this purpasgecial
certificate should be setup and exported corresgonthe
discussed plug-in. In this section, we use hardw@kens to
certify the execution of administrative plug-in. éh
characteristics of the applied hardware token avengin
Figure 6.
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Content of Dongl

Serial Number

4312-9406-2535
Special ID [4113763656194113

- _

Max. Network Users [EES Specified Network Users

Counter Timer 65535 |
Dongle Version -
EXE Protector
EXE Counter o]
Key
Road

Read/wiite 6C346BBCAF1DE 9AASEEE95ADCEBDFI1BA

97
Vol. 8, No. 2, August 2016

profile while user logging in. For this purposesitould be
specified after determining the user identity (by
authentication process), whether this user is aizidxd to
login to special plug-in or not (through the pluggrofile).
Therefore, it is clear that we have created a m@shathat
will not allow unauthorized users in addition tcepenting
the execution of unauthorized plug-ins.

4.3 The Implementation of Component-level Access
control

As stated, the second level of the proposed madehe
access control of applications is component leSelppose
that there are four main components wélfare affairs

Figure 6. The Characteristics of the Hardware Token for thgersonnel affairssalary affairs and automation affairsin

Administrative plug-in

4.2.3 The I mplementation of Usage Phase

the administrative plug-in A profile is defined for each
component, in which the execution authority is deteed.
In addition, the authorized users to login are wheiteed in

After doing issuance phase, the access manageridshoiftis profile. Implementing the component accesstrebns

import the designed token to the system through P& to
issue the usage certificate in the mentioned phughn
addition, a condition is provided in which the sare only
authorized to login to the plug-in when this céctfe is
introduced to the application. A part of the Asp.cede for

checking the validity of the certificate is as folls.

string strSafeKeyl =" ... ";

string strSafeKey2 = "... ";

string[] ArrRequest = new string[5000] { ... };
string[] ArrResponse = new string[5000] { ... };

if (found == 1 && axTinyPlus.FindFirstTPlus("... "tsSafeKeyl, strSafeKey2)

::O) {

if (User.Text == "Admin" || Pass.Text == "**xx+) [

if (ArrResponse[irand] == axTinyPlus.GetTRIQuery(ArrRequest[irand]))

strSerialNbr =

axTinyPlus.GetTPlusData(EnumTPlusData. TPLUS_SERUMRER).To

String();
strspacialid =

axTinyPlus.GetTPlusData(EnumTPlusData. TPLUS_SPEIMIATLoString

0;

strdata =

axTinyPlus.GetTPlusData(EnumTPlusData. TPLUS_DATARARN).To

String();
icounter =

Convert.ToInt16(axTinyPlus.GetTPlusData(EnumTPIusD&@LUS_COU

NTER));
itimer =

Convert.ToInt16(axTinyPlus.GetTPlusData(EnumTPIuaD&PLUS_TIM

ER));
inetuser =

Convert.Tolnt16(axTinyPlus.GetTPlusData(EnumTPlusD&PLUS_NET

WORKUSER));
imaxnt =

Convert.Tolnt32(axTinyPlus.GetTPlusData(EnumTPlusD&PLUS_MAX

NETWORKUSER));
axTinyPlus.SetTPlusData(EnumTPlusData. TPLUS_ABARTITION,
strdata);

axTinyPlus.SetTPlusData(EnumTPlusData. TPLUS_RTER, icounter);

axTinyPlus.SetTPlusData(EnumTPlusData. TPLUBIER, itimer);
axTinyPlus.SetTPlusData(EnumTPlusData. TPLUST'WERKUSER,
inetuser);
Response.Redirect("MainPage.aspx”); } }

Else {
Response.Redirect("ErrorPage.aspx"); } }

Else {
Iblerr. Text = “Error in token identificatino”; }

4.2.4 Additional Capabilities

Besides the fact that only the authorized plug-are
executable in the network, the proposed modelim flaper
provides a condition that only authorized userdattagin in
the plug-ins. This is done through checking thegptu

done at this level by using the defined certifisate

If a capability has the authority to execute basedthe
enterprise's security policies, the desired compbne
specifications are placed in whitelisting composenthis
means that this component has the ability to ewechit
addition, the authorized users are specified inctiraponent
profile. The list of created certificates at thengmnent level
for the personnel affairscapability in 11S7.0 is given in
Figure 7.

Ug' Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured for S5L,

-

Name Issued By  Expiration Date Certificate Hash

AC_Application_Management_Main_Page Userl-PC 7/23/2017 4:30:00 ... 167DE3CTES1BFBBOSBFCO44619E59AB344EF..,
AC Role_Main_Page User-PC 7/16/20174:30:00 ..  6DCDCE0SI1FDECTD63CDDTA4T4BC325100.
AC User_Main_Page User-PC 7/16/20174:30:00 ..  2C0B321733E34COCDEF3ABC2340BDGID2ER..,
Automation Affairs Certification User-PC 7/23/20174:30:00 ..  1F689855BDD125900C15D1FF144A55836505..,
TS Express Development Certificate localhost 6/4/2021 4:30:00 A...  EDF3DDIBFCO33FADAICAGTI2F2B1BSI1ES. .
Persannel Affairs Certificate Userl-PC 1/23/2017 4:30:00 ...  56943266087E6BTIECI5FED1335BB2E510BF...
Salary Affairs Certification Userl-PC 1/23/2017 4:30:00 ... FE7BCAAASBFFEQ597601 CFFO1FBEEB260599...
Welfare Affairs Cerificate Userl-PC 1/23/2017 4:30:00 ... 2EE0ASB0G793F705597 ATF4ER58358025EC50..,

Figure7. The Created Certificates for the Administrative
Plug-in

4.4 The Implementation of Data-Centric-level Access
control

XACML language is used to implement the accessrobimt
applications in the network at the data-centricelevihis
language is used to express the access contraligmolio
access the methods within the classes. One of pgheiad
developed policies to access the class methodspthaide
the personnel affairdata for users is shown as follow. This
XACML code expresses the role Afiministrative_Manager
has the permissioget()on Employment_Methodnethod.

<?xml version="1.0" encoding="UTF-8"?><!--## This XCML is the collection of
policies (e.g., POLICY 1) to be merged (by users).-

<PolicySet xmIns="urn:oasis:names:tc:xacml:2.0:mylischema:os"
PolicySetld="MergedPolicySet"
PolicyCombiningAlgld="urn:oasis:names:tc:xacml:1gadicy-combining-
algorithm:first-applicable">

<Target/>

<!--## POLICY START1-->

<Policy Policyld="ABAC1"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0&tcombining-algorithm:first-
applicable">

<Target/>



International Journal of Communication Networks &mfdrmation Security (IJCNIS)

<!-- ABAC Model: ABAC1-->

<Rule Ruleld="rule_1" Effect="Permit">

<Target>

<Subjects>

<Subject>

<SubjectMatch Matchld="urn:oasis:nasme:xacml:1.0:function:string-
equal">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#stringtiministrative_Manager<
/AttributeValue>

<SubjectAttributeDesignator
SubjectCategory="urn:oasis:names:tc:xacml:1.0:sulbjeategory:access-subject"”
Attributeld="Role" DataType="http://www.w3.0rg/200dMLSchema#string"/>

</SubjectMatch>

</Subject>

</Subjects>

<Resources>

<Resource>

<ResourceMatch Matchld="urn:oasiames:tc:xacml:1.0:function:string-
equal">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#stringtaployment_Method</Att
ributeValue>

<ResourceAttributeDesignator Attiteld="Name"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/

</ResourceMatch>

</Resource>

</Resources>

<Actions>

<Action>

<ActionMatch Matchld="urn:oasis:na®:tc:xacml:1.0:function:string-
equal">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#stringet()</Attribute Value>

<ActionAttributeDesignator Atttiteld="MLSDefaultAction"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/

</ActionMatch>

</Action>

</Actions>

</Target>

</Rule>

</Policy>

<!--## POLICY 1 END-->

</PolicySet>

5. Evaluation

In this part, the evaluation of the proposed model
considered. Given that a set of metrics have begedin
the proposed model compared with current existiroglefs,
we will consider these metrics in the evaluatiorthud. We

. ~ k S ky_— kU_~ kU kL ~ kL
have used seven experts to compare different modélﬁaii i) = Tu@ -y ) + (@) |

according to the criteria. For this purpose, wediio explain
the evaluation criteria to experts accurately. Tifgerent
models explained to them and then they determinaklimg
of different models. To evaluate the proposed mosiaine
metrics should be determined as the evaluatiorer@it
These criteria are defined as follows.

2

%

Multi-layer access control Supporting
Whitelisting technology Supporting

Plug-in based access control Supporting
Component based access control Supporting

2

%

2

%

2

%

In addition, we choose some valid methods (altéres) as
following:

Ranking-ABAC [1]
CAC&MS [7]
AE-RBAC [8]
ARL-AC [11]
Proposed Approach

0,
°n

2

%

2

%

5

%

5

%
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To check the validity of the proposed model, seggperts
were chosen in this field and the necessary exptarsaare
given to them. Then, we rank the approaches aaupriti
the described criteria based on special questioemarthe
considered ranking is based on OWA method. Thigingn
method has been examined precisely in our previaper
[1] and is based on [24]. The methodology of ragkihe
above approaches is as following sections. Our iSptaol
is used for ranking, which is shown in the Figure 8

3.l Propose Evaluation Tool (Based on OWD Approach) | %j
Ideal investment ‘ Experts Feedbacks | Distances Calculation | COWD Matrix | Ranking I Hank.mg‘
[5)] uz uz U4
Epert] to to to to
Expert? to to to to
Expert3 to to to o
Expertd to to to o
Expen5 to to to to
Expertt to to to to
Expert7? to to to to

Figure 8. The Proposed Evaluation tools
5.1 Decision-maker Feedbacks

After providing preliminary parameters, feedbackewdd be
taken from the decision-makers. These feedbackdare in

two stages. In the first stage, every decision-maksers
his/her viewpoints from perspective of differentitemia

about the approaches, and in the second stage @eeisjon-
maker enters his/her opinions about the importante
criteria to each other.

5.2 Calculate Distances

After receiving feedback from the decision-makettseir
opinions which are expressed as ranges changeunibers.
These are calculated based on a comparison ofiaecis
makers’ opinions about the approaches (accordimgiteria)
and importance of each criterion. The numbers alaiated
as follow:

1)
i=1,2,...,m j=1,2,...,n k=1,2.,t

5.3 Calculate COWD

After obtaining the distance matrices, we will cdddte
COWD matrix as follow. In this matrix, first dimeos
shows approaches and second dimension shows decisio
makers. In other words, this matrix keeps integratof
decision-makers opinions about approaches.

1
Fu = COWDE" 5 *) = (T, Wi(d(a,* .5 ) ")
i=1,2,...m k=1,2,...,t
The weighting vector w is determined by decisiorkema in
aggregation, also obtained by some objective mathod

5.4 Ranking the Approaches

The importance rate of each approach was calcuktede
point of view of experts in above sections andhis phase
we create the ranking of approaches. For this marpthe
following process will be done:
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1. Determining the weight of Decision-makers' opimi

2. Calculating GOWA to
opinions

3. Normalizing approaches distance
4. Ranking the importance of approaches

At first, the weight vector is determined for démismakers
which is represented their strength in comments iarid
displayed by V. In this regard, opinions of T demismakers
are integrated in accordance with their importanSe.
GOWA is calculated as follows:

7, = GOWA( , Tip s oov, Tir) 1
© 7 =GOWA@L a2, ..., an)EL, wh") (3)

i=1,2,...,m

After calculating GOWA, we normalize obtained vauend
then regard its reveres. Finally, with this caltiola, the
importance of approaches is determined. Howeverause

integrate decision-makers
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the worst possible distance for an attribute wall90, so the
ranking of approaches is as Table 1. As shownérrd¢fated
table, our proposed approach has the most rankidgtas

selected as the best interesting approach accotdiagpert
opinions.

Table 1. Ranking the Approaches

1 Ranking-ABAC 80.55%
2 CAC&MS 74.33%
3 AE-RBAC 60.76%
4 ARL-AC 55.34%
5 Proposed Model 95.76%

Now, we compare the proposed method with other abov
models. This comparison is done based on the number
features including Multi-layer access control Supipg and
Whitelisting technology Supporting, etc. As seeable 2,
the proposed method covers more parameters thasr oth
methods.

Table 2. The Comparison of proposed method with other models

Ranking- FS
ABAC [1]
CAC&MS [7] LS NS NS NS FS
AE-RBAC [8] LS NS NS FS FS
ARL-AC [11] NS NS NS LS LS
(Proposed FS LS FS FS FS
Model)

FS: Full support
LS: Low support
NS: No support

6. Conclusion

In this paper, a new model was expressed for acuagsol
in applications in the networks. According to thisdel, the
access control went beyond the data-centric traditilevel.
The authority to execution and also user’'s acceggug-in
level is proposed. Component levels were raisecatmess
control based on the capabilities, too. By usirgyrésults of
the present research, the dynamic and multi-levekess
control for applications can be created withoutucdg the
applications’ performance. This paper can be usébul
improvement of application level of access control.
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