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Abstract: Zero-day polymorphic worms pose a serious threat ttntrusion Detection System (IDS) database manuabtlythe

the security of Mobile systems and Internet infiasture. In many
cases, it is difficult to detect worm attacks aeanly stage. There is
typically little or no time to develop a well-constted solution
during such a worm outbreak. This is because threng@ct only to
spread from node to node and they bring securitycems to
everyone using Internet via any static or mobildexdNo system is
safe from an aggressive worm crisis. However, maffiythe
characteristics of a worm can be used to defeahdtuding its
predictable behavior and shared signatures. In pper, we
propose an efficient signature generation methaskdban string
similarity algorithms to generate signatures for raZzday
polymorphic worms. Then, these signatures are igedigt applied
to an Intrusion Detection System (IDS) to prevéwet metwork from
such attacks. The experimental results show theiezity of the
proposed approach compared to other existing mésrhan
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1. Introduction

Computer worms are considered to be a major thoeany

IDS can identify the worm later by filtering the tmerk
traffic. However, this traditional method is oftereffective
and unreliable against the fast separation of modero-day
worms. In fact, they do not fit well against obfuscated
worms, they do not use program semantics, and rémgyire
human intervention to update signature databasetefély.
On the other hand, some modern security systemssfon
automating the detection and prevention. This carapme
the delay and mistakes caused by human beingsuBead
the significance of the issue, in the recent yeguige a good
number of efforts have been made by researchegaitoin
the race between worm’s spreading and detection.

Nazario [8] classifies the detection and defens¢haus as
follows:

Detection mechanismiclude traffic analysis, honeypots
and dark (black hole) network monitors and sigrexhaised
detection.

Defense mechanisnere classified as host-based defense,
firewall and network, proxy-based and attaching warm

type of network. As nowadays, thousands of users uSetwork.

mobile devices like laptops, notebooks, tablet caters,

Indeed, one of the most critical fields in complgeience is

smartphones and so on to browse Internet or evedoto network security. Even within the area of netwoekigity,

sensitive electronic transactions, the stakes radeed high.
Unlike ordinary viruses or other types of maliciqaregrams
[1], worms [2], [3], [4], [5], [6], [7] have the aliy to

polymorphic worm attack defense is considered a&safrthe
most challenging fields. Following are the serighallenges
in this area that have been discovered during owey:

replicate themselves without any human interventioh-ack of general knowledgeinformation about worms is

Worms that use the Internet as a propagation medih as
Code Red, Sapphire, and MS Blaster [8] spread geigkly

and can cover a thousand of hosts in a matter ofitex or
even seconds.

Polymorphic worms [9], [10] are special kind of wts that
change their appearance dynamically by scramblivar t
payload. Each instance of this type of worm looKferknt

from the previous ones, but works exactly the savag.

This feature makes detection and prevention froch sa

often the monopoly of big anti-malware companieheyl
reveal what would serve their own interest and copewhat
could be used against them. Crumbs are only letthe¢orest
of the researchers.

Attack is cheap, while defense is expensivéeenager can
launch a fast corrupting worm, while a completenteaf
professionals would be needed to defeat it.

Lack of measurementsThere is no universally accepted
standard to assess the quality of the securitytisaki The

worm hard to implement and maintain. Some of th@uality issue is often considered based on a pdatic

polymorphic worms even use encryption to hide theal

context. While false positiVeand false negativeratios are

intent: which makes the situation even worse foe thused in most of the research works as common raetric

detection systems. Since the invention of Morrisr11],
which gained huge media attention during that tifigdting
worms has become an open research area for expeitg
in. Malicious codes and worms cause huge harm migtfor
individuals, but also for organizations and goveenm
resources. In fact, worm attacks against criticalegnment
institutions, security services, military infrasttures,

intelligence agencies could have enormous impactaon

country’s homeland security.

There are various approaches to tackling worm legtaln
the traditional techniques, the security administraakes
each worm instance, studies its signature, aneésiotin the

many other factors can have considerable effedherfinal
evaluation like for instance, the type of worm ysin@ size
of the normal traffic, signature width, and so on.

Fuzziness in the literatureMany publications (as research
papers) in this area tend to describe their meansn

Zero-day worm means a new kind of worm that haspassed through
an IDS before - thus it is completely new to ttz$]

“Number of incorrectly identified unharmful code mmlicious code.
Detector generates alarm when there is no reakatta

3Number of incorrectly missed malicious code. Detedails to detect
real attack and no alarm is generated.
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abstract or general way. Detailed or clear defemsehanism algorithm is used to extract multiple token sigmesu
is a hard thing to find. Presence of noise changes the computational coitplefx
Deployment difficulty Most of the detection and defensethe problem, and affects the final quality of thedquced
systems are proven theoretically and not evaluatedhe signature. Average and maximum false positive feee
Internet with real-life scenarios. Deployment diffity been shown as 0.095 and 0.75 respectively. Howeker,
comes from the sensitivity of this field. Of coursee are not resulted signature in this scheme could be affettiedhe
allowed to test a harmful worm in an open network! size of the suspicious traffic. In fact, for a wimidc scheme,
Considering all these issues mentioned above, vee d00 samples of a worm would be needed as minimum.
motivated to propose a practical mechanism to defelSABETH [14] is an automated content-based sigrestu
against Zero-day polymorphic worms. Our method prim  generator for Zero-day polymorphic worms. It redags
uses Jaccard similarity algorithm to extract sigratfrom fixed bytes of traffic content, as originally prageal in
the worm instances without finding exact match.the Polygraph [12] and improved by Hamsa [13]. Signatur
testing level, Jaccard algorithm can return sirtifar generation takes 20% less time than that of Haihseeates
percentage between a worm signature and a suspicioeliable signature with low false positive in prese of
packet. Due to the similarity algorithm’s natur@ce it is noise. It reduces computational overhead by avgidin
not based on the exact match, this would allow tagiing redundant signature generation. Still, the drawbamkthis
different levels of security. Network administrat@an approach are the same as of Hamsa. Position-aware
control the security level frorow to strict. As the security distribution signature (PADS) [15], [16] is desigh® fill
level chosen by the administrator reflects the nétwolicy, the gap between signature-based IDS and anomabdbas
sensitive networks like bank or government LANs dalb IDS. This system is based on double honeypot. #bie to
Area Networks) can guarantee high level of securitautomatically detect the presence of a new wornthm
Individuals’ networks that do not have very semsiti normal traffic. PADS inherits the positive aspefttsn both
information, can allow more network traffic to flowith anomaly and signature based schemes. Its signature
relatively lower security level. The proposed metbian is generation is based on counting frequency of oeoer of a
network-basedand host-basedat the same time (i.e., specific byte in a specific position. Instead ofngsa fixed
platform-independent) and it is a signature-basee. @ur string like that is used in signature based apgro#dcuses
main focus is the efficiency and accuracy of theppsed flexible string to catch more worm variants. Itdgimed
string similarity algorithm in its ability to catcimost of the that, it is much accurate than the position-unavssaéstical
Zero-day polymorphic worm instances. signatures. However, the drawbacks are clear &s iitot
The rest of the paper is organized as follows: i8Bec2 capable of detecting advanced worms, it cannot beyed
presents the related works in this area that mitivais to with other IDSs like for instance: Snort [17], abhdoes have
devise our mechanism, Section 3 gives some backdrouhigh computational overhead. In [18], the authorgppse
information about the string similarity algorithn8ection 4 TaintCheck, which is an automated dynamic taintyesismto
presents the design and implementation of our sehentdetect polymorphic attacks. The main functionaliby
Experimental results and comparative analysis basa@al- TaintCheck is performed during the run time, sdaes not
life cases are presented in Section 5 and fin&lbgtion 6 need any code modification on the IDS. Any passifig

concludes the paper with possible future works. traffic that is generated by unknown resource isket as
L tainted. Tainted data are monitored during program
2. Related Worksand Motivation execution. TaintCheck states that it can relial#jedt most

Polygraph [12] is a content-based automated sigmatPVerwrite worms (those cause overwriting operaéttack).
generator for polymorphic worms. It is deployechatwork ~ This scheme is vulnerability-based and host-batiexhn be
level. Po|ygraph Categorizes worms’ Signature ithoee used to .pl’.OVIde exhaustive .||.']f0rmat|0n about thmckt
classes: set of tokens, sequences of tokens, aigtitest set Characteristics. No false positive was found whésting

of tokens. Three algorithms are proposed to gemerat@intCheck as it has been reported in the work. él@w in
signatures for each class. This gives the systenaltiiity to  thiS scheme, signature generation process canrattbeved
deal with worms that use payload encryption. Tteilts of ~automatically and it is very much application-sfiiect a
the work show that it can generate high-qualitynatgres Particular type of server must be used. COVERS (€@n
even under critical conditions like the presence dased, VulnERability-oriented Signature) [19] getes
unclassified noise flows, or the presence of migtiinds of Signatures to capture attacks that are targeteitheiosame
worms at the same time. Polygraph can generateitgualPrevious vulnerability (as it might have had beapleited
signature for noise flows under 80%. However, thgative before). This makes the approach effective against
side of this is that multiple fixed substrings skibe found Polymorphic worms. Unlike network-based techniques,
in all polymorphic worm instances, which is a difit task. ~ COVERS approach is able to produce signatures &iogle
Polygraph and another scheme, Hamsa [13] work en tﬁolymorphlc worm instances, using correlation angut
network-level to detect Zero-day polymorphic worf8§], context identification. One of the advantages of\ERS
[31] and they generate mu|t|p|e tokens as Signatumn: that it introduces !S low overhead. In addition IlllB.t,
Hamsa claims that it has a significant improvemierterms ~deployment of this approach does not require any
of speed and attack flexibility over Polygraph. Ham Modification to the IDS, or access to its sourceecoThe
focuses on content-based signatures. Both of theisemes €xperimental results for all evaluated attacks sibno false
have the same token-based approach, but instead P@fitive and low false negative. In spite of theiceable
relatively slow suffix tree method of token extiaat Hamsa advantages, the down sides of the approach acanitot be
uses a lightweight suffix array method. This impswthe used by IDSs or firewalls; it is not for generalrpose

speed of token generation process up to 100 tilgseedy Implementation as it is application specific; itquires
manual involvement; and it depends on applicatiGosrce
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code.

ARBOR [20] implements a new approach that can ifient

the characteristics of a particular worm, and tfiléer future
traffic from instances of the same worm or its aats. By
using this method, the availability of main netwar&rver
will be significantly increased. ARBOR claims thitis

completely automatic and does not need any human

intervention. There is no need for IDS source cadé, it has
low runtime overhead. During experiments, it waeaifve

against most worms and showed no false positiver Ou

analysis shows that this scheme still cannot e\atticks
that are fragmented through multiple packets.

Vigilante [21] introduces an end-to-end architeetuio

automate worm detection. Vigilante analyzes dynataita-
flow instead of analyzing worm behavior or worm fott

simply detects infection attempts with broad cogerarhis
can evade the three most common infection techsigsed
by worms, including: edge injection, code injectiand data
injection. It does not require access to sourcee casl well.
Under some conditions, it may produce false pasiti&lso
another drawback for Vigilante is that its signatunay lead
to false negative. The success of this scheme dspamthe
threads scheduling order. Another work Double-hoeéws
reported in [22], produces accurate worm signatufiése

205
Vol. 8, No. 3, December 2016

Figure 1. Two sets with Jaccard similarity, 4/9.

3.1 Jaccard Similarity

The Jaccard similarity value of two sets S and: T is
SIMS,T)=[ST|/|Su T|
that is, the ratio of the size of the intersectdrS and T to
the size of their union [24]. And, for string sianity,
Jaccard is computed as the number of shared terarstie
number of all unique terms in both strings. Fortanse, in
Figure 1, we see two sets: S and T. There aredimments
in their intersection and a total of nine elemeahtst appear
in S and T both. Thus, SIM(S,T) = 4/9.

3.2Worm Instancesto Sets

The critical question is: How to apply this set imaery to

method works both as network-based and host-basgmlymorphic worms’ samples? Originally, Jaccardikirity

However, long deployment time for the honeyneta ial

drawback of this work.

Considering all the pros and cons of various exsti
schemes and understanding the significance ofdkearch
issue, we have come up with our proposal that wsaolge

almost all the negative issues as noted in thiticecThe

subsequent sections would describe our approagétail.

3. String Similarity Algorithms

String approximate matching algorithms play a dsiole in
string related research and applications. An umdichi
number of applications depend on this type of pseice,
such as search engines, post classification,
clustering, topic detection, topic tracking, questi
generation, question answering, post scoring, shostver
scoring, automated translation, text summarizatiooyies
and music classification, finding plagiarized doeants and
so on. Similarity finding between two words is

fundamental part of string similarity which is thased as a

damume

algorithm was used to find the likeness ratio betwéwo
sets. But, we would apply it to find the perfecgreture
among different polymorphic instances.
A commonly used approach is to shingle the docujraard
we will use it to process the worm sample. Thishodttakes
a group of characters and considers them as aesoigjéct.
A k-shingle is basically a consecutive set of k dgrThe
following example demonstrates the concept of dbing
division using a normal document (not a worm saple
D_1:1am Norah.
D_2: Norah | am.
D_3: 1 do not like beef and red fish.
D_4: | do not like them, Norah | am.
The (k = 1)-shingles of DulD 2u D_3u D_4 are: {[i],
[am], [Norah], [do], [not], [like], [beef], [and][red], [fish],
[them]}.

The (k = 2)- shingles of DuID 2uD 3uD_4 are: {[I

aam], [am Norah], [Norah Norah], [Norah I], [am [], do],

[do not], [not like], [like beef], [beef and], [anckd], [red

primary stage for sentence, paragraph, and documéish], [like them], [them Norah]}.

similarity tests.

String similarity is classified into two main categs:

character based and semantic based. Character isassed
to measure the similarity between two strings whidepends
on their character structures, while semantic basadarity

k-shingles can also be created at the charactel. [Eke (k =
3)-character shingles of DuD 2 are: {Jiam], [amn],
[mno], [nor], [ora], [rah], [ahn], [hno], [ahi], [&]}.

k is a constant and can be picked as desired fherpasitive
numbers set. However, if we choose k to be too Isitiedn

is based on the meaning of the two words. One of oinost sequences of k characters will appear in rabshe

objectives in this work is about character basethous, to
determine the degree of similarity between twoanseés of
polymorphic worms. A similarity function outputs \wo
similar two strings are and returns a value witfdnl].
Typically, the smaller the value, the more diffares are
between the two strings. If the similarity valuevibeen the
two strings is zero, it means that they do not hawg
common substring [23]. Many similarity algorithmave

documents. In that case, Jaccard similarity willhiggh, and
this is not logically sound. This leads to an inipat
guestion that is: How large should k be? The anslepends
on how long the used documents are. And, how ldrgeset
of typical characters is [24].

For worm instances, choosing k is very criticaf k iis too
small, this will produce high false positive, whithoosing
large k produces high false negative.

been developed among which, Dice, Jaccard, andn€osMany modeling choices should be taken into accourgn

[24], [25] are the most commonly used. For our wonle
have chosen the Jaccard, since it is more suitabléong
paragraphs or whole document.

dealing with worm samples. Here is a list of thgdmant
ones:
White characters: e.g., | am Norah. vs. | am (hie@)



International Journal of Communication Networks &mfdrmation Security (IJCNIS)

Norah.
Case sensitivity: Norah vs. norah.
Punctuation: e.g. them, Norah vs. them Norah.
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3. Signature reducer
4. Flow checker
The following sub-section will describe the desigra

Number of occurrences: Should we count the nunober general form. After that, we will discuss each ghiasdetail.

replicas of shingles or not?

Articles, pronouns, and conjunctions: Words likey
for, the, to, and, that, it, is, ... etc.) are veoynmon. Should
we omit these words or not?

3.3 Jaccard with Shingles

Let us consider the (k=2)-shingles for each of DD12,
D _3,and D_4:

D_1: [l am], [am Norah]

D_2: [Norah 1], [| am]

D_3: [l do], [do not], [not like], [like beef]jbeef and],
[and red], [red fish]

D_4: [l do], [do not], [not like], [like them][them
Norah], [Norah I], [I am]
The Jaccard similarities are as follows:

JS(D1, D2) = 1/3 0.333

JS(D1,D3)=0

JS(D1,D4) =1/8 =0.125

JS(D2,D3)=0

JS(D3, D4) = 2/#% 0.286

JS(D3, D4) = 3/1% 0.273

4. Design and Implementation of Our

Proposed Scheme
4.1 Design Phase

Our detection algorithm is designed in a way teedetost

of the polymorphic worm [34] instances. MATLAB [26]

interactive environment is used to implement thehiéque
practically. With the work, we will examine suffagit

number of polymorphic worms mixed within a normal

packet traffic. False positive and false negativi also be
determined to measure the proposed technique’samcun
general, the final signature will be generated Base the
most common substrings between worm instanceshésrs
in Figure 2, substrings formulate the signatureclhian be
found in two or more worm instances. However, tthies
not mean that the signature substrings can be fouadl of
the worm instances.

$32UejsUl waom dlydiowAjod

]
[ ]

e

153 54 INNSSIN (56
Produced signature
Figure 2. General format of the produced signature.

The proposed solution is implemented with four gisas
1. Shingles divider
2. Signature extractor

[———— e—r—
— s |
il : -
= Shingles i Signature
! Divider Sri—— Extractor
—— 1 e=e=e—n
——— T

Worm Instances

== >

Figure 3. Polymorphic worm detection system overview.
4.2 Detection System Overview

Divided Worm Instances

s eimeubis

—

Signature $2 <

g e
Reducer

Flow Checl

Risk Report

An overview of our polymorphic worm detection systés

shown in Figure 3. The system contains four comptme
shingles divider, signature extractor, signaturgucer, and
flow checker. Here, different worm instances belemgne

kind of polymorphic worm and a mixed network traffi
comes form the system input. The system outputhés t
manager’s risk report.
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Figure 4. (a) Segment of a worm. (b) Segment of a worm
after fragmentation.
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First phase is the shingles dividing process, wheseh
worm instance is divided into diverse shingles. Tmam

instances should be from the same type of worm; for

instance, all of the instances are Sasser worm [R4].
However, the instances may have different sizes.

Second phase is the signature generation processiew
common shingles among different instances are deresl

as the polymorphic worm signature, which should be

achieved after computing the intersection resultwben
different shingles.

Third phase is the signature reduction procesgerAf
generating worm signature from the previous phdke,
signature still has rubbish data that need clippifige
signature will passes through three filters to bengletely
polished. After these three filters, the signatwiié be ready
for use for the following phase.

Fourth phase is a network traffic checker, where ukual
network traffic (i.e., innocuous packets) is exagdragainst
worm signature. Risk report will be generated tovide the
network administrator with the level of danger.

4.3 Design Specification Details and Experiments

In this section, we describe each system compoirent
details.

Phase (1) - Shingles Divider: The worm instance is
constructed from a set of characters, like any typfe
document. There is no benefit from calculating aadcat
character level, since the intersection betweenirth&nces
becomes equal to the union. Therefore, Jaccara waillibe
equal to one, indicating that all instances arestirae, which
is logically false.

Shingling is the first step to find document simitha in
natural language processing (NLP) [24]. It is tmecpss to
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3. The signature must be flexible enough to defend
against polymorphic worms that change their
payloads in every infection attempt. So,
considering single substring as the unique
signature may not be invariant across worm
instances.

The signature must be reliable enough to detect
wide variety of Zero-day attacks.

It should take into account the system resource
limitation and computation overhead such as;
CPU (Central Processing Unit) time of generating
signature and comparing them with the network
traffic. In addition, signature storage space must
not be stressed.

The last point will not be covered in this contedthe
signature extractor will be rather divided into tiple stages

to make it simple and more efficient.

Jaccard similarity calculation: As first step of signature
extraction process, Jaccard similarity will be oédted
between each pair of worm instances. The calculatitl be

as follows:

Jaccard similarity of two worm instancég andW is:

|number of shingles in W1 N number of shingles in W |

]S =

= (M

|number of shingles in W1 U number of shingles in W3|
This will be calculated for each instance pairs. X4V,
Wl)! JSWl! W2)1 ‘]Sle W3)!---\]SW11 Wn)a JSWZa Wl)y
JSWz, Wz), JSWz, Wg),... JSWz, Wn),...JSWn, Wn) are
calculated forn worm instances. For simplicity, the result

could be represented with a two dimensional ma#a
shown in Table 1.

divide documents to a series of tokens based axed &ize
and/or special delimiter(s).

wormFile=import all worm instances after fragmentation
% nested For loop to traverse two dimensional matrix, that is used

Fragment worm instance to shingles: The same concept that to store Jaccard similarity values

is used for ordinary documents will be used on palgphic
worms’ instances. The provided polymorphic worm gkes
are basically a set of characters converted to
corresponding Unicode integer values. A segmeiat\wbrm
is shown in Figure 4(a).

The fragmentation will be delimiter based. Newlimertical
tab, horizontal tab and space characters are used
delimiters. They have the following Unicode repraatons
respectively (10, 11, 9, 32). After processing skgment in
Figure 4(a), the fragmentation will be as shownFigure
4(b), where the segment is divided into nine tokens

The following pseudo code describes the fragmentati
process:

% Loop starts from 1 to the end of folder that contains the worm
instances

tﬁ%r i = 1:size(wormFile);

for j = 1:size(wormFile);

% JacFor2Doc function takes 2 worm instances as input and returns
the similarity between them and the intersected segments as a

véactor

[intersectVec,jacMatrix(i,j)]=JacFor2Doc(wormFile(i),wormFile(j));
% intersectMatrix to store the intersectVector for each iteration
intersectMat{i,j}=intersectVec;
end
end

for each worm instance do
W=worm instance
W'=W.split("'32"','10"','09"','11")
Store W'

end

Phase (2) - Signature Extractor: The main objective of this
phase in the system is to generate a shared wgrmatsre. It
should meet the following conditions:
1.
instances as much as possible.
2.

false negative.

The generated signature should be long enough &
avoid false positive, and short enough to avoid

Any element on the diagonal surely will be 1, sifices a

Jaccard comparison between the document and itSelf.
reduce computational overhead to half, we can tatleu
elements above the main diagonal only.

The following pseudocode describes the processaodaid

similarity calculation for a set of worm instancéd/orm

instances in this step should pass the fragmentg@tiocess
which has been described before.

The signature is common among the wornt’resented below is a part ofacFor2Doc function

pseudocode, which compares two worm samples (after
gmentation process) and returns Jaccard valuiadm. In
ddition, it returns the intersected parts as atoveof

segments:
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JacFor2Doc(W1',W2’)
% intersection of two worm instances stored as a vector
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affect the final results. Figure 6 shows a genérahat of
the process.

int=intersect(W1',W2’);
% union of two worm instances stored as a vector
uni=union(W1’,W2’)

o
®
!

L = length(int);
L2 = length(uni);

o
*
!

Jaccard similarity
o
=

%percentage between length of the intersection vector and unit
vector is Jaccard value

jaccardValue=L/L2;

return (int,jaccardValue); |

0.2

‘1-.
B,

Table 1. Representation of JS for all instances of one tfpe
worm.

worm instance no.

Wi W2 Ws i Wa (a)

1>JS(Wi, W) | 12]S(Wi, Ws) | | 12]S(Wi, Wh)

Wi | JS(W1, Wi)=1 0 i . S0

1>JS(W2, Wi) 1>JS(W2, W) | | 1=JS(W2, Wa) -

W2 >0 JS(W2, W2)=1 >0 . 50 =
2 > > 2 08 -
Ws 12JS(Ws, Wi) | 12JS(Ws, W2) JS(Ws, Wiy |. 12JS(W3, Wh) s
>0 >0 >0

Jaccard similarity
o
o

1>]S(Wa, W) | 12]S(Wh, W2) | 12JS(Wi, W)

Wa >0 >0 >0

TS(Wi, Wi)=1

i. Jaccard for Blaster worm: We have calculated Jaccard DD_‘
similarity for 42 instances of Blaster worm [6], ][7 ’
MATLAB®iInteractive environment has been used foe th

i
| iy
i
il |5

. . . . R 740->T\- e 5 0
implementation. The result is shown with the baarthn wominganceno, % s 45 ° 1w.,.m,.wom
Figure 5(a). The bar chart clearly shows that ttegahal

elements have 1 for Jaccard value, since worm saimgs (b)

compared with itself. Elements around the diagonéh
opposite position have the same Jaccard similarity. Samples from Blaster worm. (b) Jaccard matrix @r 4
Therefore, obviously J8(;, W,) =JS¥V,, W5). So, we can samples from Sasser worm.
conclude that Jaccard algorithm is a commutativatioa.
Detailed Jaccard similarity values are shown inl@&h For
brevity, 10 samples are shown from the 42.
ii. Jaccard for Sasser worm: Like the previous one, Jaccard
similarity has been also calculated for 50 instarmfeSasser
worm. The same MATLAB®iInteractive environment haﬂ -

. . . . ntersectMat contains the shared elements between each two
been used for simulation. The result is shown énldar chart worm instances
a_s in Figure 5(b). Again, the bar chart Clearlymmhat the % choosing the maximum value in each row of jacMatrix
diagonal elements have 1 for Jaccard value, sincemw for i = 1:size(wormFile);
sample has compared with itself. Elements arourel th maxVal=0;
diagonal with opposite position have the same Jdcca o= i+1 :size(wormFile);
similarity. Therefore, here also, Y& W) =JSW,, W,). if jacMatrix(i)) ~= 1 && jacMatrix(i,) ~= 0)
Detailed Jaccard similarity values are shown inl@&bh(10 if(maxVal < jacMatrix(i,j))
samples are shown out of the 50). It should becdhbere maxVal = jacMatrix(i,j);
that the polymorphic worm samples used in this wodte maxR=i;
obtained from the Institute Eurecom in the Frendhidra. maxC=j;
We removed the signatures of the worms from thalmete % maxCell to store intersecting elements in each iteration from
of IDS so that these polymorphic worms play as Z#ap original intersectMatrix
polymorphic worms. maxCell(i)=intersectMat(maxR,maxC);
Choosing the superior Jaccard value: After producing maxInRow(i)=maxVal;

Let Jaccard matrix dimensions lex n. For each rowr,
cellsc with positions betwee(y,j + i + 1) and(i, n) will be
examined to choose the maximum value among them.
The following pseudocode shows the selection poces

Jaccard matrix for all worm instances of the saype. tit is end
time to choose the best results and eliminate poes. For end
each row of Jaccard matrix, the maximum Jaccardevaill end

be chosen as the best match. Apparently, any dllequal end
to value 1 will be discarded since it indicatest i@ worm
compared with itself.

Only the upper half of the matrix main diagonal vk
considered at this stage to avoid redundant valueish will

Now, as we have the intersected elements for
maximum Jaccard value in each row, we have to ctenpu
the time of occurrence for each element. The elémth

Figure5. 3D bar chart representing (a) Jaccard matrix for 42
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the highest occurrence value will be considered gart of
worm signature.

MATLAB tabulate function is used to create tfrequency
of data table axCel) which is presented in Table I
maxCell contains the intersected elements among wo
samples with the highest Jaccard vasortrowsis used to
sort the output of tabulate function in descendinder. In
general, the table generated usitadpulate will look like

Table 4.

Table 2. Part of Jaccard matrix (for 10 samples) of bla

worm.
1 2 3 4 5 6 7 8 9 10
1 1 0.0014 0.0013 0.0044  6.7869¢-04  6.8166e-04 0.0248 0.0262 00227 6.7994e-04
2 0.0014 1 0.4490 0.0044 0.2558 0.0274 0.0019 0.0018 0.0017 0.0245
3 0.0013 0.44%0 1 0.0039 0.0874 0.0347 0.0016 0.0017 0.0015 0.0302
4 0.0044. 0.0044 0.0039 1 0.0034 0.0041 0.0134 0.0077, 0.0126 0.0034
5 6.7869-04 0.2558 0.0874 0.0034 1 0.0377 87000e-04 8.9940e-04 7.3215e-04 0.0324
6 6.8166e-04 0.0274 0.0347 0.0041 0.0377 1 8.7489e-04 9.0463e-04  8.5900e-04 0.089
7 0.0248 0.0019 0.0016 00134 8.7000e-04  8.7489%-04 1 0.0822 0.1481  8.7206e-04
8 0.0262 0.0018 0.0017, 0.0077  8.9940e-04  9.0463e-04) 0.0822 1 0.0725  7.7270e-04
9 0.0227 0.0017 0.0015 00126/ 7.3215e-04  8.5900e-04 0.1481 0.0725 1 8.5627e-04
10 6.79%4e-04 0.0245 0.0302 0.0034 0.0324 0.0896| 8.7206e-04 7.7270e-04  8.5627e-04 1

Table 3. Jaccardnatrix (for 10 samples) of blaster woi

1 2 3 4 5 6 7 8 9 10
1 1 0 0.0154 0.0134 0 0.0028, 0 0 0 0
2 0 1 0 0 0.9856  3.2819e-04 0.9856 0.9856 0.9856) 0.0074
3 0.0154 0 1 0.1623 0 0.0885 0 0 0 0
4 0.0134) 0 0.1623 1 0 0.0248 0 0 0 0
5 0 0.9856 0 0 1 3.2819e-04 0.9856 0.9856 0.9856 0.0074
6 0.0028  3.2819e-04 0.0885 0.0248  3.2819¢-04 1 3.2819¢-04 3.2819e-04 3.2819¢-04  3.2862e-04
7 0 0.9856 0 0 09856  3.2819e-04 1 0.9856 0.9856 0.0074
8 0 0.9856 0 0 0.9856  3.2819e-04 0.9856 1 0.9856 0.0074|
9 0 0.9856 0 0 09856 3.2819e-04 0.9856 0.9856 1 0.0074
10 0 0.0074 0 0 0.0074  3.2862e-04 0.0074 0.0074 0.0074 1
Table 4. General format of tabulate function tal
Value Count Per centage
The unique The number of instances of The percentage of]
values of x each value each value
Ex. 99 97 110
19 0.0567
110111 116
Ex. 1x37 char 23 0.1008

The second row in Table 4 shows the occurrenceuénecy
for cell ‘99 97 110 110 111 116’, where 19 is thamnber of
its occurrence, and 0.0567 is the percentage otitarrence
among other cells imaxCell The third row shows th
occurrence frequency for the 1x37 char array ofadtars
where 23 is the number of its occurrence, and @18Qhe
percentage of its occurrence among other

The complement value of count column in Table 4 ba
considered as false negative parage if this substring
chosen to be the worm signature. Example: If weetX
worm instances from one type and that worm hasnanean
substringS with count valueY, Y < X. If S is chosen as a
signature (X — Y)/100 is the false negative percere.

wa ws 13 wn

w1 w2 |

wi
w2

w3

w4

ws

we Max.JSin row

Wwn

Figure 6. Choosing the superior JS value in each

We have tested the method of choosing the supéaicrarc
values both for Blaster worm and Sasser worm. Ttaespme

209
Vol. 8, No. 3, December 2016

examples, Figures 7(a) and 7(b) show parts oftabulate
table for Blaster worm before and after sortingpestively.
Similar snapshots could also be presented for Saggen.
Phase (3) - Signature Reducer: After generating the
common signaturér specific polymorphic worm, we notic
that there are many conom shingles to be considered as
part of thesignature. In other words, the common signa
contains many substrings, and dealing with big arhaf
shingles/substrings can be difficult and ineffeetin the nex
phase. It will take a huge amount of tito search and filter
normal data flow from those shingles/substri

1 2 3 1 2 3
30 17 0.0527 1 |"105110 35 0.1085
2 14 0.0434 2 11211411135 0.1085
3 1 0.0031 3 '"M4117110° 35 0.1085
4 1 0.0031 4 |137char 35 0,1085
5 1 0.0031 5 |'sg101" 35 0.1085
6 1 0.0031 6 |Ix22char (35 0.1085
7 1 0.0031 7 "6 19 0.0589
8 1 0.0031 g '110111116" 18 0.0558
9 1 0.0031 g |13 18 0.0558
10 15 0.0465 10 |'0" 17 0.0527
1 2 0.0062 1l |10 17 0.0527
12 1 0.0031 12 '102111114' |16 0.0496
13 1 0,0031 13 105115 16 0.0496
14 5 0.0155 14 |'32 16 0.0496
15 5 0.0155 15 |'45 16 0.0496
16 5 0.0155 16 ‘97 16 0.0496
17 5 0.0155 17 |'000 15 0.0465
18 5 0.0155 18 |18 15 0.0465
19 2 0.0062 19 |'37 115 15 0.0465
20 2 0.0062 20 |'60 15 0.0465
21 1 0.0031 21 0320 14 0.0434
2 5 0.0155 22 101110111...14 0.0434
23 5 0.0155 23 |Ix78char 14 0.0434
24 d7 cf 1 0.0031 24 ['11511297.. 114 0.0434
25 1 0.0031 25 |Ix18char 14 0.0434

(a) (b)

Figure 7. Part of tabulate table for Blaster worm (a) bef
sorting, (b) after sortin

As a rule of humb, to choose among multiple sha
shingles/substrings, two conditions must be takato
account;

1. The chosen signature should be the r
common shingles/substrings between wi
instances as much as possil

2. The chosen signature must be long enoto
avoid false positive

The first condition is already achieved (in secté&B) by
calculating the Jaccard values between worm instro
generate the signature. The second condition cathievec
by deleting those cells that contain short strifrom the
final signature (see Figure 8).

Another effective step will be added to assure daigre
efficiency. This step is to compare the resulteghaiure
parts with a known pure normal traffic. This stegsically
searches for the signature shingles/trings in the known
pure normal traffic and if any part of the signatis found ir
the normal traffic, that part will be eliminatedofn the
signature.

The main benefit of the latter step is that we aasure the
any common part shared in specific type of filedl we
eliminated from the signature. For example, thedbegpart
of any .exefile is the same whether it is a worm file o
normal file. Andher example is the beginning of any JA
program, e.g., the sameublic class ... {public static vo
main(String[] args) {..”. Hence, this step will guarantee tl
any kind of common string will not be excluded frahre
signature, and this will give a sng protection against the
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false negative occurrences. Signature reductioogscan phase simulation results are shown in Figure 1IstFi
be done in any sequence which is illustrated inufe . column determines the location of the scanned 8kcond
column shows thedegree of dangerof each file. This
number indicates the number of discovered signature
T substrings in the file.

strings

Signature Reduction Process In Sasser Worm

1323
1400

1200 1000 e i
1000
800
600
400
200

| Final reduced pure signature | °

. . . Remove short Remaove rarely Remove strings that Final reduced pure
F|gure 8 S'gnature I‘ed UCtIOI’I prOCGSS strings occurring strings  canoccur in pure signature

normal traffic

The signature reduction has been tested for twestypf

worms as follows: = Number of shingles/substrings

i. Signature reduction for Blaster worm: For Blaster  Figure 10. Signature reduction process for Sasser worm.
worm, signature reduction step is achieved by ttewing

sub-steps: High number means that the file is definitely a mpmwhich

«  From tabulate Table (see Figure 7), eliminate requ?res a fast response from the network manager.
( g ) In this test case, first 80% of pure normal traffitd 20% of

i <b). . . .
. g?i”n?ir:\gttz (ggllljgtwitsh) 1 2 or 3 characters onl worm instances are blended to form the mixed twaffi
' y Mixed Traf fic = 80 % Normal Traffic

<4).
(V’_dtlu_e 4) . + 20 % Worm Instances
e Eliminate any cell that can occur in normal ' -
wraffic. To ensure the fineness and reliability of the gatest

signature, worm instances that are used in thisgphee new
and completely different from those that were uged
generate the signature.

Here, (count < 5) is considered because average sipe in
English is about 5 letters, which is used in pragrang

languages, hence, the worm samples. Words shiwder 5
letters appear very frequently. So, to build aaysthat runs

as fast as possible, we can have a significanopaence 1 2
boost by ignoring _vvords less than_5 letters; thmeefthe ;Etﬁm:ges::\ﬂe:e::e«,.:e::a:cl: fD’
Worm Slgnature WI” have |eSS Shlngles and that b&n 3C;\U;ers‘EH.Desktﬂ:\Maste!Thasi;‘:mixedtraﬂi:\f{.‘b{t 0
noticeable especially in Blaster worm’s case. Inr ou 4 CA\Users\B\Desktop\Master Thesis\mixed traffic\d ot 0
experiment, normal traffic is 123 MB of pure datathe 5 |C:\Users\8\Desktop\Master Thesis\mixed traffic\5.txt 0
application layer tested against any type of malisiware. 8 CAUsers\\Desktop\Master Thesisimbsed trffc\Gt 0
Figure 9 shows a dramatic decrease in Blaster worm |/ = ce e Tormeer e s :
signature size from 20125 shingles/substrings tp H89. 9 (C:\Users\B\Desktap\Master Thesis\mixed traffic\Blaster 15.5¢ 780
10 C:\Users\8\Desktop\Master Thesis\mixed traffic\Blaster 21.bd 80
11 Ci\Users\8\Desktop\Master Thesis\mixed traffic\Blaster 22.txt 26
SEnanuERedugtion: Process I Master Worm 12 C:\Users\B\Desktop\Master Thesis\mixed traffic\Blaster 33.txt 1
25000 13 C:\Users\8\Desktop\Master Thesis\mixed traffic\Blaster 34.txt 768
20000 it Figure 11. Snapshot from part of the flow checker stage
15000 simulation in MATLAB.
e After this step, mixed traffic will be scanned tetelct worm
5000 a - 1o instances. The scanning process will be done ubiadinal
0 reduced signature generated from the previous &ffpus
Remove short Removerarely  Remove strings that Final reduced pure see some praCtica”y implemented and tested casabkei

strings occurring strings  can occur in pure signature
normal traffic

following section.

ok iiaii i 5. Experimental Evaluation and Comparative
umber of shingles/substrings X
Figure 9. Signature reduction process for Blaster worm. Analysis

ii. Signature reduction for Sasser worm: Same steps as The following cases have been tested using the dloscker:
applied to Blaster worm’s case have be_en applle_(Sf,tss_er 5.1 Elow Checker for Blaster Worm

worm. Signature size after each reduction stefhasva in

Figure 10. In Table 5, we show the amount of normal trafficl avorm
Phase (4) - Flow Checker: This phase will filter out normal instances that are used to generate mixed traffsing
traffic from polymorphic worms and will generate alarm number of files and total size of files in MB (Mdude). The

to the network administrator. Flow checker stageaisically blending step was implemented using randomly chosen
a simulation module of what could happen in a &% Blaster worms and randomly chosen files from theepu
implementation. It also is a stage where the qualftthe normal traffic.

generated signature can be tested. Parts of thedhecker Number of the detected Blaster worms in the mixaffit is
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roughly comparable to the ideal case, where aktBlavorm
instances are found. Apparently, worm instances hiaze
the lowest Jaccard similarity values fail the tésgure 12
shows the number of detected Blaster worm instafroes
mixed traffic.

Number of Detected Blaster Worm Instances from Mixed Traffic

Amount of Blaster Worm Instances
=

10 20 30 40 50 60 0 80 50 100

Amount of Mixed Traffic

Ideal case Detected

Figure 12. Number of detected Blaster worm instances fro

mixed traffic.

Number of Detected Sasser Worm Instances from Mixed Traffic

Amount of Sasser Worm Instances

10 20 30 40 50 &0 70 80 90 100

Amount of Mixed Traffic

Ideal case Detected
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opportunity to escape defense, while false postiveay
cause network shortage by preventing normal tr§flg.

We could assure that our algorithm is false positikee.
False negative percentage cannot exceed 23% in afase
Blaster worm (Figure 14) and 10% for Sasser woriguife
15).

False positives and false negatives percentagesabméated
as follows:

number of files mistakenly detected as a worm

FP% =

x100 (2)

total amount of pure normal traf fic

number of miss_detected worm instances

FN% = x100

®)

total number of worm instances in the mixed traf fic

5.4 Comparative Analysis

he main advantage of our system is that it geasrat
lexible signature. This signature contains différstrings,
of which each string has a different probabilityajopear in
the polymorphic worm body. Assigning different padldity
to each sub string breaks the rule that the mgjaitthe
existing systems follow; which mean that all thgnsiture
parts must exist in the polymorphic worm body.
Different security levels can be maintained in alde
application scenario. After the normal traffic passhrough
the IDS, our algorithm will give the network manadbe
presence percentage of a worm’s signature parts.
The only disadvantage of our algorithm is the pt&én
computational overhead. But, the effect of thisadisantage
depends of many factors, such as the machine &peunt

Figure 13. Number of detected Sasser worm instances frorff the input, and the used programming languageemer,

mixed traffic.
5.2 Flow Checker for Sasser Worm

Just like the previous example, Table 6 is the fas8asser
worm. Similar method is used to test this as well.

Number of detected Sasser worms in the mixed t¢raffi
almost similar to the ideal case, where all Sasgerm

instances are detected, without any false nega®reall

amount of worm instances fail the test. Apparenthgse

have the lowest Jaccard similarity values. FiguBesthows
the number of detected Sasser worm instances froradm
traffic.

5.3 Per centages of False Positives and False Negatives

A good worm scanner should have two core aspei&tiy
it should avoid false negatives. A false negativeaicase
where the detection system declares that soméctiaffree
from worm infection, but in fact it is not. Secondithe
scanner should avoid false positives as well. Agfglositive
is the opposite of false negative which is wronddgclaring
that a traffic contains a worm, but it is actuallgan.
“Avoiding both types of mis-detections is a wortbgldor
virus software, but has been proved to be theatyic

to ensure right level of security, any system cafld¢ourse
spend a bit of extra resources, if need be.

Table 5. Amount of normal traffic and Blaster worm
instances blended with generated mixed traffic.

80 % Normal Traffic 20 % Worm Instances Mixed
Traffic
80 files (total size 104 20 files (total size 38 MB) 100
M B)
72 files (total size 90 MB) 18 files (total size 26.1 90
MB)
64 files (total size 67 MB) 16 files (total size 23.6 80
MB)
56 files (total size 62.1 14 files (total size 15.9 70
M B) MB)
48 files (total size 45.2 12 files (total size 14.1 60
M B) MB)
40 files (total size 41 MB) 10 files (total size 7.22 50
MB)
32files (total size 29.3 8 files (total size 3.32 MB), 40
M B)
24 files (total size 23.3 6 files (total size 3.27 MB) 30
M B)
16 files (total size 14.3 4 files (total size 3.2 MB) 20
MB)
8files(total sze1.62 MB) | 2 files (total size 2.46 MB) 10

impossiblé [28], [32], [33]. Keeping a balance betweenThe comparative advantages and disadvantages fir ea

them is needed. While a high level of false negsatiis
worse in the short term (since it leaves the systdatted),
high level of false positives means the network iadmill be
careless toward the IDS’s warnings, possibly caudin
ignore a real alarm. But, false negatives implyt #aactual
worm is crossing the IDS without action. Therefotee
percentage of false positives and false negateg®sent the
system sensitivity [29]. False negatives give th@ms the

polymorphic worm detection system are presentediable

7. Regarding the false negative and false positigkies

shown in this table, the numbers are according @ohe
work’s reported data. Different systems used dffer
metrics.
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Table 6. Amount of normal traffic and Sasser worm
instances blended with generated mixed traffic.

80 % Normal Traffic 20 % Worm Instances Mixed
Traffic
80 files (total size 104 20 files (total size 2.92 100
MB) MB)
72 files (total size 90 MB) 18 files (total size 2.82 90
MB)
64 files (total size 76 MB) 16 files (total size 2.25 80
MB)
56 files (total size 62.2 14 files (total size 2.26 70
M B) MB)
48 files (total size 45.2 12 files (total size 1.38 60
M B) MB)
40 files (total size 41 MB) 10 files (total size 1.27 50
MB)
32files (total size 29.3 8 files (total size 1.16 MB), 40
M B)
24 files (total size 23.2 6 files (total size 950KB) 30
MB)
16 files (total size 14.2 4 files (total size 842KB) 20
MB)
8 files (total size 1.62 MB) 2 files (total size 112KB) 10

Blaster Worm False Positives and Negatives
Percentages

FaiseNegative  emmfasePostive

Figure 14. Blaster worm false positive and false negative
percentages.

Sasser Worm False Positives and Negatives
Percentages

FalseNegative FaisePostive

3

Figure 15. Sasser worm false positive and negative
percentages.

There are many other factors that would influenbe t
practical implementation cases as well. Some ofntlaee:
types of worms used in the experiments, amount afhw
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standard performance testing platform is theref@meded to
produce a more accurate comparison. We have tridd the
comparison as fairly as possible. Clearly, no datac
system is fully safe, and all will have shortconsng
However, as we have tested several cases, we lbawve f
that our scheme performs pretty well compared kathler
available solutions in this area.

6. Conclusionsand Future Work

In this paper, we have shown that the netwarktent-based
methodologyholds great promise for defending against Zero-
day polymorphic worms. Moreover, we have provent tha
applying Jaccard similarity algorithm is an effgetiwvay to
generate a fixable signature for polymorphic warmée
have observed that it is inefficient to make théypmrphic
worm signature rigid. Our solution contains fourapés.
While the first three phases are to generate aigwrec
signature, the last phase is to evaluate the effayi of the
generated signature. We used two types of polynorph
worms to test the proposed algorithm. The residtgdature
was accurate and produced no false alarm. The tsigna
generated by our system can be deployed with cortymon
used IDSs with ease.

Our main goal in the signature generation proceas i
achieve accurate signature that suits most of ehenprphic
worm instances. There is a potenti@hde-off between
computational overhead and generating a precisesice.
For any kind of mobile system or any network witbhitity,

a critical issue would be the lower resource comsion. As
stated in the subsection 4.3, we took into accthmisystem
resource limitation and computational overhead, ctvhi
makes our design implementable in mobile networkd a
systems.

The performance of our signature could furtherrbproved
by applying code optimization techniques. In futuree
would like to work in this direction to improve tipgoposed
mechanism and test it under various kinds of dynaanid
mobile settings.
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Table 7. Comparisons among polymorphic worm detection system

Networ k/ Content/
Host behavior ngltﬁe N Fa;tsﬁ/e Pros Cons
based based 9
* Applies greedy : )
Low (between 2 » Multiple fixed
92.5% and approa;:_h e S|gnatt:r substrings should be
Polygraph [12] Network Content 0%, depends Low rgn?:]]ﬁrz ?Z'gn Process 19 tound in all
on the used . polymorphic worm
method) gigeﬁ]ust:tlonal instances.
* The resulted
Low (average  The resulted signature gets affected
=0.09%, signature does not get by the size of the
Hamsa [13] Network Content maximum = zero affected by the size off suspicious traffic. 100
0.7%) the normal traffic. samples of a worm as
minimum.
Low « Signature generatior]
LISABETH [14] Network Content (Average= Low process is less than b| « Same as Hamsa.
0.095%) 20%
* Not capable of
« Able to capture any | detecting advanced
Low (did not Low (did pos_S|bIe value of the worms.
PADS[15] Host Content exceed not exceed variable elements in g « Cﬁnnﬁt be merlgked
0.0003) 0.0003) worm. W|t_ other IDSs like
for instance, Snort.
« High computational
overhead.
« Signature generation
process cannot be
achieved
) 5 » Capable of detectindg automatically.
TaintCheck [18] Host behavior | Low (.0017%) Low any overwrite attack | » Very much
application-specific: a
certain type of server
must be used.
« Cannot be used by
IDSs or firewalls.
« Not for general
purpose - it is
COVERS[19] Host Content Low Low « Fast generation of | application-specific.
signatures. * Need for manual
involvement
* Depends on
application’s source
code.
Low » Cannot evade attacky
. (but more | < Fully automatic that are fragmented
AIREOR (127 aleks ST ASiY than signature generation. | through multiple
COVERS) packets.
* Can deal with three | Depends on threads
Vigilante [21] Host behavior Zero Low different worm sche%uling order
infection mechanisms| )
* produces accurate | 8
DTS EAET ! Both Content Zero Ly VBT SEMEITES, deRpeIl?;xilr):tI:i)r?lge for
[22] (0.92%) * Network-based and s [
Host-based. e honeynets.
» Each sub-signature
has a different
occurrence » Expected
Our Scheme Network Content Zero Low P:?:r?/beggzhrate gggﬂgt:élonal
signature.
« Different security
levels.

“Refer to the future work section, where we suggestessolution.



