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Abstract: Resource exhaustion is one of the maicomputation and memory limitation make traditional
challenges for the security of Wireless Sensor Met& algorithms not applicable for WSNs. IDS for WSNse ar
(WSNSs). The challenge can be addressed by usiogithlgns application specific [7].
that are light v_velghted_. In this paper use Of_ HWghted R- Intrusion Detection in WSN as categorized to Misbased,
Contiguous Bit matching for attack detection in W&Shas v-based d  Soecification-based d .
been evaluated. Use of R-Contiguous bit matching rﬁr_lomay- ase an_ pec |cat|9n- gse etection. In
Negative Selection Algorithm (NSA) has improved théVlisuse-based detection a comparison is performedelee
performance of anomaly detection resulting in loalsé the attack pattern. However updating of attackepast and
positive, false negative and high detection rat€be its storage in the memory constrained network is a
proposed model has been tested against some aftéfeks. challenge. Also this technique has limitation imteof novel
The high detection rate has proved the appropeatenf R- .- | qetection.

Contiguous bit matching mechanism for anomaly ditsdn However, the limitation of misuse detection is added in

WSN. ) o >
Keywords: Wireless Sensor Networks, R-Contiguous bitAnomaIy-based detection. The focus in this techaitguon
matching Security, Negative Selection, Attack Detec normal behavior rather than attack behavior. Anyiate®n

in the normal behavior pattern is considered anpnighis
technique has capability of detecting novel attaétdwever
Wireless Sensor Networks (WSNSs) are specialize@ typ complete specification of normal profile is a ckatje and
networks that has small devices called sensor nodgartial specification will not be detecting all theovel
distributed across the network [1]. These nodes liavited  git5cks.

memory, pattery power gnd processing capabiliiagy are In Specification-based anomaly detection, limitasioof
deployed in large quantities to observe the phenanoé the _ .

area. The size of sensor nodes makes them featsjblem!Suse anld anomaly.based de-ztectlon hfas been aekdirdass
observe phenomena unattended in those areas whesssa this technique machine learning technique and itrgitis

of human or the traditional wireless network is possible used to define normal behavior. The specification
[2, 3].However the limited resources constraint e®akVSN description about what operations are allowed imedo

and its application design a challenging task. manual by human is a time consuming task and Is&sofi
There is practically unlimited application of WSNsthe real ¢ e attacks might passes undetected.

world for monitoring the environmental [2, 4, 5].edical . . "
management [6] and many other areas. Accordingpe of Misuse detecthn models have_ low fals_e positivegahan
i anomaly detection. However this detection modelkaanly

data, there_ Is classifications of appll(_:at|(_)ns thast be for those attacks with known attack signature [3]. AAny
assembled in the network. These applications cthéd be . )
. : o new attack pattern or a change in the previouslattattern
arranged in two different categories: event deteciiED) . . . _
with attack signature known, will remain un detécti case

and spatial process estimation (SPE) [7]. . o .
With growing interest of adversaries in WSNs, teeusity of anom_aly detection, the_ .mOdEI can adjust itsgifearning
. ; 2 .. the profiles of normal activities [6].However forSMs, there
issues turn to be more challenging. WSNs have dihnit . : ) X
o : ? . is need for a light weighted detection model tret detect
energy, distributed in unattended circumstances o .
unknown attack patterns. The algorithm needs to be

cor_nputatlonal and memory capabiliies are vulneratu intelligent and light weighted when perform matchimhe
various attacks. According to [8], network suffeirom : : : : . .
Discrete-R Contiguous matching algorithm is a light

insider and outsider threats. In order to p_reve!tacks on weighted matching technique in which the matchifighe
WSNs, different approaches can be applied. Howéhver . L :
. normal against abnormal behavior is performed &ffely
preventive methods on some attacks have no effec8]| e o . .
: ; and efficiently. It is light weighted than other ttiaing
Also more storage and processing capabilities agelired ; . : . .
. . - " techniques like R-Chunk and Hamming distance and is
for preventive methods like encryption and autlwtibns. . AR I ,
. ; . feasible for WSN, keeping in view the limited cortgtion
The Intrusion Detection System (IDS) provides a way
] o N ST capabilities of sensor nodes.
prevent adversaries to initiate malicious actigitigithin the

network [9]. However the challenges like limitedeeyy,

1. Introduction
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taking advantage of the negative and positive faekittoops
from the signal produced regarding its safe andgearus
context and further detecting anomaly signaturé&[B]. The

2. LiteratureReview

Human immunology system has defense at four lemtsits

combination with anomaly detection takes a gooeatfbn algorithm is effective for attack detection in WSt
network securities [3, 4]. The first level of defenis the skin signature storage, updating result in memory and
which stops the infection going inside [1, 2, 6,].11 communication are the main overheads [5, 14]. Eaening
capabilities are missing in this algorithm and Re&Chunk
matching technique used for dangerous signal maichas
high algorithmic complexity which makes it unsui@bor
WSNSs [2, 15]. The false positive and negative rareshigh
due to absence of learning capability in the athariwhich
has impacted the novel attack detection rate of thi
algorithm[5].

An energy aware method to detect anomaly in WSNs ha
been devised by Drozda [18]. The algorithm usesatiing
classifiers with energy cost of each increase asle for
precision in detection. The matching mechanismafaymaly

Physiological is the second level in which someditions
like PH and temperature makes antigens difficulsuovive.
The last level can recognize and learn an antigetaptive
immune system [9, 12, 13].

Memory cells are generated after activation of imouyte
through the phase of clonal selection. The immutedyat
are not activated in their lifetimes will be coraicas dead
[4]. Threshold activation of memory cell is low @reas the
life time is long. Thus the memory cells bind feveertigens
to be active and perform the detection fast [3,14, detection used by this technique is R-Contiguouswéver,
The immunology inspired system performs compleshe matching process as well as the detection roneed
computation in a decentralized way. Further thernle@d centrally which result in computational and comgiotzal
information can be called instantly and learns neWverhead [12]. The central point of failure is @fehe main
information [5, 14]. Researchers have suggesteduimem Cchallenges for this algorithm. _ _
inspired intrusion detection algorithms for LocalreA In Remote Password Comparison (RPC) algorithm ] i

K b f the similarities b | another anomaly detection algorithm in which thefieation
Networ s (LANs) because of the sm_u arities betweatural ¢ 46 |D and location is made to avoid node aapion in
immune system and computer security [6].

any part of network in WSNs. The matching mechanised
The Human Immune System (HIS) can be assumedigista | for anomaly detection is hamming distance matchifige
weighted distributed system with each cell havingals set

algorithm has shown good results for novel attagtection
of tasks calibrating in a decentralized way. Thaenumber
of general purpose algorithms based on Artificimimune
System (AIS). The main concept of these algorithriuman
immunology concept of distinguishing self from neif cell.
This concept is applied in IDS design to distinguasnormal

but due to high algorithmic complexity is not sbit for
WSNSs. Also route repair mechanisms are also migsirigis
algorithm [5].

The Neighbor Listening (NL) is another immune imegdi
anomaly detection algorithm [2]. This algorithmoais the

packet from anomalous one. The matching mechangsed u leader node to inform other nodes about their rghood.
in these algorithms can be considered as the baekbbthe The main goal of this technique is to set channell farther
overall model. There is always need for an intelilg to configure global channel to attacks on WSNs. Ohthe
matching mechanism. For WSN the matching mechanisshort come in this technique is the availability mfilti-
need to be light weighted so that it shall not bdeotile neck channel which results in communication overhead 18],

due to limited computation capabilities of a node.

Also the availability of channel at different node not

In order to simulate immune networks, a bio-ingpireconsidered in this algorithm which leads to lowedtibn rate

network model known as ldiotypic network theory TINis
used. According to this theory molecules and lyngytes in
immune system interacting have variable regions.

One of the anomalous behavior in WSN that leadsatdw
network congestion is the creation of routing lodpsthe
network. The main objective of this anomaly is ngrease
end to end latency by replaying, spoofing and ialtethe
rout information [2]. This scenario can stop themgions of
the network due to congestion. Another anomaly ban
sending faulty healthy packet to paralyze the whaivork
[2, 13] or to move all the traffic through an infed node [3].
In some of the anomaly a flow of traffic receivimgone part
of the network is moved to other part of the netwtorcreate
congestion [15]. In all the flow control anomaligsWSN,
the main goal of the attacking node is to creatgestion to
deny services of the network. In order to achi¢sgoal, the
anonymous node can creates multiple identitiestead to
be present in different part of the network to gfethe flow
of traffic[16, 17].

The Dendric Cell Algorithm (DCA) is known as thecead
generation algorithm and is immunology inspirechtégue
for intrusion detection. This algorithms detectomaly by

for anomaly detection in WSNSs.

The routing and data flow control is the respotisybiof
network layer of the WSN protocol stack. However riost
of the IDS, the detection of anomaly is performe®& that
can result in a single point of failure if it is apromised.
There is also need for IDS design in WSN that askire the
issue of fault tolerance and light-weightiness vercome the
vulnerabilities of Hierarchical IDS architecture3]1 Most of
the existing IDS are short of learning capabilitythe model
and detection of novel attack is a challenge fenthThey
rely on the anomaly pattern which needs updatird) this
result in memory overhead for WSNs. There is neealdbpt
intelligent techniques that have capability of détey novel
attack with low computation [10].

Most of the existing algorithm for anomaly detentiin
WSNs focuses on high detection rate and ignorieglitit-

weightiness of the model in term of computation and

communication overhead [11].
The paper is organized as: Section 2 elaboratedetbgant

work in intrusion detection algorithms for WSNs and
immunology inspired intrusion detection algorithniBhe
architecture of the proposed intrusion detectioatesy is
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elaborated in Section 3. Simulation of the propoked is 3.1. Sef Acquisition

discussed in Section 4. The conclusion is draweiction 5. pyring the training phase, beacons packets arevett from

the neighbor nodes and some key parameters aractdr

Detection with R-Contiguous bit Matching from them. The extracted dat.a is stored in selfl.pdbe

Technique ext_racted parameters comp_rlses of hop count, aeerag

estimated time and parent field. The neighbor’st rep

For WSNs, security has become a research challenggyard the sink is indicated by parent field. Thenjning

However most of the research regarding securitW/8Ns is  sjtyation is represented by the average estimatress the

related to authentications or encryptions. Theeevery less nymber of hops towards the sink is defined by the tount

research out comes regarding intrusion detectiodM8Ns.  fie|d. The attacker tries to affect at least onethef field to

In order to address the environmental and adogtiatsbues  gisyupt the flow of the traffic.

of WSNs, an immuno-inspired Anomaly Detection Syste 3.2 Detector Production

(ADS) is proposed in this paper that have learcmgability

with intelligent and effective matching techniqused. The ~ The detectors generated in this phase are storetiein

proposed IDS can distinguish activities from attadky detector pool. Differentiation of an attack fromnarmal

learning profiles of the normal activities. behavior is ensured by this phase.
The IDS needs to detect the intrusion in a cooperat

manner [19]. However, such IDS may take more tra@ni

time and samples for detection accuracy. Therenzaay

3. Proposed Framework for Intrusion

papers [1, 4, 13, 17, 20, 21] regarding applicgbibf Coniie T
immuno-inspired IDS for LANs that detects intrusioma i Tap

cooperative manner. However there applicabilityM$Ns is m

not suitable due to its challenges. In WSNs; tliereed of a

distributed way to monitor. Secondly, resourcesstaint Figure 2. Negative Selection Process

are not an issue for algorithms proposed for LANS for  Figure 2 shows the process of Negative Selectied irsthis
WSNs heavyweight algorithms cannot be used duienited, phase for detector production. A mature detectoithis
energy, processing and memory. Third, WSNs are moeandidate string that is random and does not matithany
vulnerable to various attacks because of its depémy in self strings otherwise it is rejected for beingtpardetector
inhospitable environments. pool. Anqthe_r important component_of IDS is t_he ¢hing
In order to meet WSNs special requirements fordésign of rule applied in the detector production processs Ttle is

. : ) ) an integral component of detection and negativecteh.
IDS, a detail study of negative selection and disedection e matching rule used in this research work isntiguous

process resulted to propose an immuno inspired IDS. bits [7] as is illustrated below:
The following are the assumptions made for the psep
IDS: M:UxU - {0,1}
1. New nodes shall not be added into the network and O Si, S U,Si=Si1Si2...Sj=S§i2. .. Sjl
nodes are stationary. (Sik, sikk {0, } k= 1, 2,. I).
2. Tree based forwarding procedure is used for routing i _
and directing the flow data packets towards thk. sin M (SiSj) = {1, k, Isks<l-r+ 1 ~Sim= Sjm
3. All the malicious node shows normal behavior excep ' 0, otherwise

when making an attack , . The two binary strings with some length is matchéith a
4. Before an attack start there is enough time fonitng. . .
Each sensor node has small number of neighbots adio function, M where r represents matching length of
range due to finite communication range of sensates. A contiguous bits in the expression. U representsstteof
node hears messages by its detection module, ftsm binary string that have length I. A detector witiver fewer

neighbors in order to monitor behaviors of neigsbas antigens if the value of r is greater. More detextare
shown in Figure 1.

The proposed IDS is divided into three phases: Setrff edjdtsot that the syster;zshallzl_have Zmall nlurlllﬂesm
Acquisition, Detector production and Intrusion Dmien. e detector coverage [22]. Figure 3(a) elabor

typical matching rule in which detectors are getezta
through a process of negative selection with bitngt

Promiscuous Listening
(Tnput)

v comprises of parent, average estimate and hop .cBignire
3 (b) illuminates discrete r-contiguous bit rule exd the
Petecting Detection _. Hlarms detectors with short bit strings are generated. distscrete
e ) o] TS r-contiguous bit matching mechanism decrease the of
candidate set considerably. The size of the catelidat

string is 3 x 2 due to discrete r - contiguous rule. The
matching process can be progressed by having leaber

Figure 1.The Flow Control Intrusion Detection Model
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of candidate strings. A sensor node can store hal t Pseudo code 1:

candidate string because of using discrete rulertduces
the number of self string. Hole in the detectorerage will
also reduce. The use of short length detectoralsanlower
holes in the detector coverage [5].

i R ey

(a)

Hegative
Selection

_
[ b com_ |

(b}
Figure 3. The discrete r-contiguous bits matching rule

Negative
Selection

The proposed algorithm meets the challenges oftdami

storage and processing capabilities in WSNs by gusin

discrete r-contiguous bit matching rule which islight
weighted pattern matching technique.
3.3. Detection

The system shifts its status to detection phadeaiter the
training period is complete and the detectors aady.
During this phase key parameters are extracted filoen
beacon packets which are called antigens. The tdeted|
die if the number of matching antigens is less thiag
threshold that is pre-defined in the life time adtettor.
However, the detector will trigger an alarm if thember of
matching antigens is greater than the thresholdin&osion
alarm is issued in conventional detection systerscas as

PSEUDOCODE FOR INTRUSION DETECTION

Intrusion_Detection()

{

while (training is continued) if (Receive_Beacon(Msg))
Self_Acquisition(Msg, Self)

Generate_Detector(Self Detector)

while (true)
if (Receive_Beacon(Msg)) if (Mateh(Msg Detector))
Detector Count+

if (Detector.Count >= Detector Threshold)
Trigger Intrusion_Alam()
else
if (DetectorLifetime  0) DetectorLifetime—
else
Update_Detector(SelfDetector) else if (Receive Co_Stimulation

(Msg))
Self Acquisition(Msg Self)

}

Table 1. Simulation Parameter

Parameters Values
r (Matching length) 7 bit
Self pool size 256 bytes
Detector pool size 128 bytes
Initial lifetime 3cycles
Initial threshold 10
In order to evaluate our proposed IDS, false pgsitnd
detection rates are calculated from the simulated

environment. To evaluate the performance of proghdBsS
different attacks are simulated.

Consider the scenario of evaluating Sybil attackl ds
detection using the proposed model shown in Figurén

this attack a node having multiple identities ia tietwork is
considered anomalous. The attacking node assumes th

the detector is active. However this procedure evhilidentity of another node in order to create reduggain

detecting an intrusion takes a long time that caetmeal
time requirements. A fast detection procedure {gémented
using discrete r-contiguous bit matching to overeothis
issue. Also, whenever a malicious activity appedhe
memory detectors can even trigger an alarm [16, 20]

In the proposed IDS, there is less communicaticmvéen
neighbor node and the power utilizes results omnly
overhearing packets and processing the detectgoridms.
The power usage is thus less than that of sendingceiving
messages [5, 6, 14]

4. Discussion

The proposed IDS is simulated in OMNET++. It hanadel
of interference for radio simulations and has ancadi
CC1000-based stack. The 40 nodes are distributetbnaly
in the simulated network with a field of 100 X 166. The
radio range of each node is 80m. Every simulatiartswith
an attack cycles of 10000. The network has a legrpériod
of 7200 sec in the beginning. During the trainiregipd no
nodes can trigger an alarm for any detected attatie
pseudo code for proposed IDS is shown.

The adversaries start their attack after the legriieriod.
The attack interval used is the first 20 % of aack cycle.
The network data in the simulation is fixed initjehs 4 % as
malicious packets that is gradually increased teckhthe
performance. Details of the simulation parameteesshown
in Table 1.

routing and traffic flow control. The scenario shoim the
figure is designed with 40 nodes distributed ranigoamd
using LEACH organized into different clusters. N&feand
35 are the cluster heads where node O is the lasens
Each cluster head have its detectors received frenbase
station upon completion training. The cluster haéitd send
each node of its locality &lELLO message indicating the
inode birth time in the network. The entire nodespoad
with RES messagsith its ID, timestamp and location. Once
all cluster head receives response messages fsdocility,

it uses the negative selection algorithm in which R
Contiguous bit matching matches the response messag
received with its detectors. Upon matching an alaressage
will be send to all the nodes of the locality. Ive tsimulation
shown in figure 6(b) and (c), node 17, 27 and #/dmtected
sybil node. An alert message will also be sentasebstation
for updating the blacklist and further dissemingtithe
information to other cluster heads of the netwadbkd the
identity of anomalous nodes and its location.

The proposed model achieves 95 % detection ratalfone

attacks if the self sets are full and the pooltf@ detectors
are large enough. Figure 4 shows details of ttsefpbsitive
and detection rates evaluated for the five diffeetacks.

Some of the reasons for achieving performance are:
1. The holes in the detection coverage are reduceailsec

of discrete r-contiguous bit matching rule.
2. Since the detectors have different coverage omadme
self set. The detector presence on each node
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complement to neighbors.

3. The detectors promoted as memory detector, validate

attack signatures and thus performing detectionkdjui
and precisely.

Detection/False-positive rate

100 %

'60 %

80%

20 %

Detection Acenracy

m—
I Detection rate [llFalse-postive rate

Route loop Sinkhole Wormhole Blackhole Syhil

|

Figure 4. Detection and false-positive rates

TABLE 2. Comparison of the techniques with Sybil Attack

Detection Models

Number of Cycles

Evaluation Proposed DCA NL RPC
Technique
Detection 98.7 91.2 94.3 86.3
Rate 7%
False 3.2 4.2 35| 56
Positive Rate
%
False 2.9 4.7 36| 35
Negative
Rate %
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Figure 6. Sybil Attack Model in OMNET ++

N = Network Size
SN — Sensor Node
MN — Malicious Node
CH - Cluster Head
BS - Base Station
M Cluster Member
NC - Cluster Heads list
x = Integer value between 0 and N - 1
VSN, 0 < i < N, compute T(SN,) and random ey,
IF (ryy, < T(SN,)) THEN
SN; = CH
ELSE
SN, = CM
ENDIF
VCHj, jeNC

CH;j br the advertisement message (ADV_CH)
x CMs will join CHj
CHj creates TDMA schedule
1 CMs send data to CHj in the corresponding TDMA time slot
}
IF CHj = MN THEN
Performs the attack by dropping all packets
ELSE
Sends aggregated data to BS
ENDIF

Figure 7. Sybil Attack Model

BRouting Loop B Sinkhole N Wormhole | Blackhole [Sybil [

I I mal
Detection rate False-positive
Figure 8. Detection and False-positive rates of flow
control attacks
In table 2, the detection rates of different methpdoposed
for flow control anomaly detection are compared.eTh
detection rate is higher for our technique with Idaise
positive and negative rates than the other flowtrobn
anomaly detection techniques as shown in Figurdt&
DCA, RPC and NL has good performance with less rarmb
of nodes but degrades quickly as the number of siode
increases [2]. Also the detection mechanisms are
computationally expensive and can be bottlenechkAf&N if

the field is populated with large number of nodes.
In the simulation, the number of false positivesaganction

of number of attack cycles is evaluated. The ingpeafter
every 2000 cycles performs co-stimulation. Figurehbws
the simulation results. The number of false posgiv
decreases slowly for attacks because of the miaguo&l of
memory detectors by network memory. The numbeatsef
positive reduces because of it. There are 74 fadsitives
between 8000 and 10000 when the number of co-stioal
is four. This elaborates that for every 27 cyclak,the
detection functions have almost one false positive.
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