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Abstract: Mobile Ad-Hoc Network (MANET) is an infrastructure-
less network that has the ability to configure itself without any
centralized management. The topology of MANET changes
dynamically which makes it open for new nodes to join it easily. The
openness area of MANET makes it very vulnerable to different types
of attacks. One of the most dangerous attacks is selfishness attack.
In this type of attack, each node tries to save its resources, behave
selfishly or non-cooperatively by not forwarding packets that are
generated by other nodes. Routing in MANET is susceptible to
selfishness attack and this is a crucial issue which deserves to be
studied and solved. Therefore, the main objective of this paper is to
study the impact of selfishness attack on two routing protocols
namely, Ad hoc On-Demand Distance Vector (AODV) and
Destination Sequenced Distance Vector (DSDV), as a try to find the
most resistant routing protocol to such attack. The contribution of
this paper is a new Selfishness Attack Model (SAM) which applies
selfishness attack on the two chosen routing protocols in the NS-2
simulator. According to the conducted simulation results, AODV
shows higher performance than DSDV under the effect of selfishness
attack.
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1. Introduction

Mobile Ad-Hoc Network (MANET) is a set of mobile
wireless nodes that communicate with each other, possibly via
multi-hop paths, without any infrastructure like base stations
[1, 2]. MANET can be used in several areas such as military
areas, sensor networks, rescue operations and conferences [3].
Regardless of geographic location, due to self-configuring
networks, MANETSs are independent of central network
administration offering access to information as well as
services.

Specific routing protocol types are used in MANET. These
can be categorized into reactive, constructive and hybrid
routing protocols[4-6]. The objective of this paper is to study
two routing protocols namely, Ad hoc On-Demand Distance
Vector (AODV) and Destination Sequenced Distance Vector
(DSDV) under the effect of selfishness attack [7]. To the best
of our knowledge, no researcher has introduced such a study
until now. The contribution of this paper is a new Selfishness
Attack Model (SAM) in which the attack is applied to
MANET routing using network simulator-2 (NS-2).
Specifically, SAM has been applied on both AODV and
DSDV to experiment with their resistance under a selfishness
attack. The results gained in this paper shows the
outperformance of AODV over DSDV.
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The rest of this paper is organized as follows. In Section 2, we
provide the background and related work. In Section 3, we
present the proposed simulation settings. In Section 4, we
explain the results and evaluations. Finally, the conclusion
and possible directions for future work are in Section 5.

2. Background and related work
2.1. Mobile ad hoc network (MANET)

Mobile nodes in MANET are movable (dynamic) forming a
temporary network. If the source and destination nodes are
distant from each other (outside direct transmission range),
they communicate using a sequence of intermediate nodes,
which co-operate to forward the traffic to the destination.
MANET is easy to set up in short intervals. This can be useful
in natural disasters and wars. Furthermore, MANET has
several beneficial advantages such as low budget and
effortless installation due to the absence of infrastructure and
wires, also for the same reason it has an easy deployment and
configuration [8, 9].

2.2. Ad hoc On-Demand Distance Vector Routing
(AODV) protocol

AODV s a reactive routing protocol where the network
establishes routes at a communication startup [10]. AODV
was designed specifically for MANET. It obtains the strictly
on-demand routes which make it a very useful and desired
MANET algorithm. AODV uses two distinct operations to
find and maintain routes: the operation of the route discovery
process and the operation of route maintenance. AODV uses
two messages to monitor the route discovery process and the
maintenance of the routes. AODV's control messages are:
Route Request (RREQ), Route Reply (RREP) and Route
Error (RERR).

Route discovery relies on the RREQ and RREP. The
intermediate node route information is stored in the entries of
the routing table. The process for the route discovery is
depicted in Fig. 1. In Fig. 1, The source initiates the discovery
of the route by transmitting the RREQ message. In Fig. 2,
when the destination or intermediate node has the path to the
destination receives the RREQ, it sends the RREP to the
source node and updates its routing table with the total hop
count and the destination node sequence number. The RREP
message is later unicasted to the source node. When the RREP
is received by the source node, a path is then set. The message
includes the full route to the destination, and the next-hop
addresses to reach the destination are retained. Path
management is therefore based on the RERR message and this
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can handle the topology of the complex network in MANETS.
The RERR message also maintains the routes by transmitting
an alert of a communication failure to the other nodes.
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Figure 2. AODV replies RREP packet

2.3. Destination Sequenced Distance Vector (DSDV)
protocol

Every node in DSDV has its own routing table. Every mobile
node advertises its routing table to its current neighbors (e.g.,
by transmitting their entries). The entries in the routing table
that change dynamically over time, so the routing information
should be advertised to ensure that all other mobile nodes are
always located by each node. Furthermore, every mobile node
agrees on the request to relay data packets to other nodes. The
mobile node raises its sequence number by 2 prior to each
advertising of a new routing table [11]. The Fig. 3 is an
illustration of DSDV routing protocol. In this illustration, a
packet is sent (node 3 is not shown) from node 1 to node 3.
The next hop for the packet from node 1 is node 4 (Fig. 3a).
When node 4 receives the packet, it looks up its routing table
to the destination address node 3 (Fig. 3b). Node 4 then
transmits the packet as defined in the table to the next hop, in
this case node 5 (Figure 3c). This process will be repeated as
needed until the packet reaches destination node 3.
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Figure 3. Routing procedure in DSDV [12]. (a) Node 1
transmits a packet to node 4 for forwarding, (b) Node 4
looks up the destination in its routing table, (c) Node 4
retransmits the packet to the next-hop
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2.4. Selfishness Attack

In a selfishness attack, a malicious node preserves its
resources; as the battery, by not engaging in the operations of
the network. A selfish node affects network performance, like
routing or data packets based on the routing protocol are not
handled correctly. The selfish node usually drops all data and
controls packets even if those packets are sent to it. If a selfish
node needs to send data to another node, it will start to work
as a standard AODV process. The node returns to its silent
mode and selfish behavior after it finishes sending its data [13,
14].

The major problem of selfishness is of great interest because
the nodes of a MANET are often powered by batteries and
energy is a valuable resource [15]. In terms of consumed
resources, the effect of this attack model is that these greedy
nodes will save a significant portion of their battery life by
ignoring huge data packets.

2.5. Related work

In [16], the authors studied and analyzed the performance of
AODV in MANET, the malicious selfish node is introduced
in the network to analyses the selfish node attack. Network
parameters are evaluated and compared using a simulation
tool. the selfish node does not forward the packets of other
nodes and decreases the performance of the network and the
author compares the packet delivery ratio and end-to-end
delay with and without the presence of the selfish node in the
network.

In [17], the authors studied and analyzed the performance of
DSDV, AODV and Zone Routing Protocol (ZRP) under
blackhole attack [18]. Blackhole attack is a kind of active
attack that an attacker first introduces into the forwarding
group and then, instead of forwarding the data packet to the
correct destination, it simply drops all the packets it receives
resulting in a weak packet delivery ratio that affects DSDV,
AODV and ZRP performance.

In [19], the authors analyzed and compared the following
AODV, Dynamic Source Routing (DSR), DSDV,
Personalized Ad hoc On-Demand Distance Vector
(RAODV), Ad Hoc On-Demand Multipath Distance Vector
(AOMDV) and Temporally Ordered Routing Algorithm
(TORA) routing protocols. The focus was on the TORA,
AODV attack on MANET under the Distributed Denial-of-
Service (DDoS). They evaluate these protocols based on the
metrics of load, packet loss, delay, throughput, packet
delivery ratio. The results found have shown that TORA has
performed much better under normal conditions than TORA
under DDoS attack. Likewise, AODV performed much better
under normal conditions.

In [20], the authors examined and analyzed the performance
of blackhole, gray hole, selfish and flooding attacks routing
protocols for both AODV and Secure Ad-hoc On-demand
Distance Vector Routing (SAODV). They concluded that the
blackhole and flooding attacks have a dramatic impact on
the network performance by using a fake RREP. On the other
hand, SAODV's efficiency in the presence of blackhole, a
gray whole, is better than AODV [21] and selfishness attacks
because the routing packets are not forwarded by SAODV
without maintaining authenticity and integrity.

3. Simulation settings and results

To determine the effectiveness of the selfishness attack, the
research scenario was designed using NS-2 [22] and obtaining
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the simulation experiment results. The experiments have been
applied by varying one factor which is the number of attackers
(2, 4, 6 and 8) the attackers were placed near the destination
which helps clarify the effect of Selfishness attack. The
Constant Bit Rate (CBR) connection [23] starts from 1.0s
until the end of simulation using a traffic load of 2 packets/s
the size of the packet is 512 bytes and the attacker starts at the
30s into simulation until the end. The mobility model and
radio propagation model used are random waypoint and two-
ray ground reflection models [24, 25], respectively.

Both the simulation parameters and their values are
summarized in Table 1.

Table 1. Simulation parameters

Parameter Value Unit
Simulator NS-2 (Version 2.34 ) -
Number of runs 5

Channel type Channel/Wireless channel -

Radio-propagation model | Propagation/Two ray round wave

Network interface type Phy/WirelessPhy -
MAC Type Mac /802.11

Interface queue Type Queue/Drop Tail -
Link Layer Type LL

Antenna Antenna/Omni Antenna -
Simulation Area 1000 X 1000 m?
Routing Protocols AODV, DSDV -
Mobility Model Random Way Point

Source Type CBR -
Number of nodes 50

Bandwidth 11 mbps

Packet rate 2 packet per second

Node speed 0-7 m/s

In this paper, each result is collected from the average of 5
runs for the experiment in NS-2. For each routing protocol,
two performance metrics have been calculated which are:

3.1. Average E2E delay

Average E2E delay refers to the average time, in second,
consumed to successfully transmit a data packet across the
network from source to destination. It encompasses all
possible delays, namely, buffering during the latency of route
discovery, retransmission delay at the media access control
(MAC), queuing at the interface queue, the propagation delay,
and the transmission time delay. The average E2E delay is
computed with the following formula:

Avg E2E delay = w [@))

where n is the number of data packets which are transmitted
successfully over the network, i is the unique packet
identifier, R; is the time needed to receive a packet that has a
unique identifier i, and S; is the time consumed in sending a
packet with a unique identifier i.

3.2. Average Throughput (Avg-Throughput)

The average throughput metric is the average of received
successful data packets to the total simulation time period.
This determines the efficiency and quality of routing protocol
when the destinations receive data packets. Avg-Throughput
reflects the average of data packet throughput values over the
5 experiment cycles. The equation used to measure the
throughput is as follows:
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Throughput = Y, Packets received by destination (2)

The network simulation topology used in the simulation
experiments is as shown in Fig. 4. The source node is node
number (41), the destination node is node number (42). All
the selfishness attackers are located beside the destination
node transmission range.
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Figure 4. Network simulation topology
3.3. Evaluations

Figures. 5 and 6 show throughput and average E2E delay vary
with the number of selfishness attackers in the AODV and
DSDV protocols. Selfishness CBR traffic affects MANET,
where there is overloaded traffic transmitted to the destination
causes congestion in the targeted link, thereby leading to
dropping data packet, as a result of selfishness impacts the
network performance metrics.

The results of experiments show that AODV is better than
DSDV. AODV has higher performance than DSDV, which
has a high result of throughput and less end-to-end delay from
DSDV. Results show that DSDV collapses to selfishness
attacks. The results show that increases in the number of
attacks on both protocols reduces the throughput and increase
the end-to-end delay values.

The simulation results of throughput versus several attackers
are shown in Fig. 5. The experimental results, in Fig. 5, prove
that when the number of attackers increases as a result the
network throughput decreases. when 2 attackers are applied,
AODV throughput has been reduced by around 9.20%
compared to the normal scenario (zero attackers). In the case
of DSDV, its throughput has been reduced by 18.6%. DSDV
has lower performance than AODV. In the case of 4 attackers
applied, AODV throughput has been reduced by around
21.40% compared to the normal scenario (zero attackers). In
the case of DSDV, its throughput has been reduced by 30.70%
In the case of 6 attackers applied, AODV throughput has been
reduced by around 29.80% compared to the normal scenario
(zero attackers). In the case of DSDV, the throughput reduced
by 41.30%. The worst-case of this simulation experiment is
when 8 attackers applied, the throughput of AODV has been
reduced by 37.50% compared to the normal scenario (zero
attackers). In the case of DSDV, it has been reduced by 50%.
AODV outperforms DSDV under the effect of all numbers of
attackers.

Fig. 6 illustrates the impact of selfishness attack on the end-
to-end delay versus the number of attackers, DSDV has the
highest effect compared to AODV where in the case of 8
attackers the delay grows around 98.71%, as a result, AODV
outperforms DSDV in terms of end-to-end delay.
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Figure 5. Average throughput vs the number of attackers
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Figure 6. Average E2E delay vs the number of attackers
4. Conclusion and future work

This paper examined the performance of ADOV and DSDV
routing protocols in the presence of the selfishness attack
affects in those protocols. Average throughput and average
end-to-end delay performance metrics were used to compare
the performance of two protocols under selfishness attack.
The results and their analysis has shown that AODV
outperformed and more resistant to selfishness attack than
DSDV in terms of throughput and end-to-end delay.

As future work, we will evaluate the performance of these
protocols using other performance metrics such as jitter,
routing overhead and we are looking for doing the real
implementation.
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