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Abstract: Popularity of wireless sensor networks (WSNSs) is

increasing continuously in different domains oflgdife, as they
provide efficient method of collecting valuable alafrom the
surroundings for use in different applications. Rogiin WSNs is
the vital functionality that allows the flow of isfmation generated
by sensor nodes to the base station, while consgl¢he severe
energy constraint and the limitations of computaioand storage
resources. Indeed, this functionality may be vidbé and must be
in itself secured, since conventional routing pcots in WSNs
provide efficient routing techniques with low powasnsumption,
but they do not take into account the possibleck#taAs sensor
nodes may be easily captured and compromised, ldesical
cryptographic solutions become insufficient to pdev optimal
routing security, especially, for cluster-based VESiNhere cluster
heads can be still among the compromised nodekidrwork, we
propose a hierarchical, robust and well-adaptedisign detection
system, named THIDS (Threshold Hierarchical InsnsDetection
System), which is intended to be integrated inte tecure
hierarchical cluster-based routing protocols. Weehahosen the
protocol RLEACH to be equipped with the proposed I0®e
results of simulation performed under NS2 simulatoow that the
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Figure 1. Simple model of cluster-based WSNs
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Recently, the incorporation of WSNs to nowadayerimét,
what is so-called Internet of Things (IoT), is sesly
investigated. Although this novel trend improvies tuality
of service and living conditions, there are stiveral
applications [1] that continue to use isolated WSNkere
Internet can be used just as a communication agecdg
sensing reports to the task manager). This papesrio
consider 0T scenario.

resulting protocol ORLEACH is much more resistant tqn certain applications, the mission of a WSN isyveritical

compromised nodes exercising the most dangeroarkatt
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1. Introduction

The reason of being of a WSN is to monitor and madnt
different events (or phenomena) in deferent enviremts.
For this, the network is composed of a set of ensor
nodes, often randomly deployed, which are able ditect
data of various types from the deployment fieldnsgel data
are then, communicated to the base station (BSjugfr
wireless communications. The BS represents a dogarst
of all information coming from the sensor nodes.
According to the network topology, we distinguisivot
categories of WSNs: flat and hierarchical WSNSs. fllat
WSNSs, all sensor nodes are in the same level oflgye;
they are all charged of sensing and communicataskst
Moreover, data messages are communicated in a-hoyti
policy. However, in hierarchical WSNs (HWSN) thewerk
is organized in clusters. Each cluster contains gmecial
node called cluster head (CH), and its member notles
CH is the router of data sent by its members tdBiBeln this
type of WSN, member nodes sleep the most of timeat@
energy. The figurel illustrates the topology model
HWSNSs.

such as military, health-care and industry autammatin such
a case, data as well as the process routing thetimet®S

secure

must be secured. The hard imposed constraints \MSE
(especially: node size and the restrictions on ehergy,
computational and storage resources) make the iseeur
extremely challenging task.

Recent studies and researches in WSNs, addressitigg
aware techniques [2], and security solutions [3 emch
more interested in HWSNs as an infrastructure beeduey
present an appropriate and well-organized modelthef
network, providing easy control ways of network’s
functionalities, in addition to the included netkdifetime
prolonging. In this paper, we address the problérsecure
routing enhancement in HWSNSs.

Most of the existing secure hierarchical routingptpcols
focus only on the cryptographic solutions to achiesuting
security goal. But, if the network includes compreed
sensor nodes, these solutions become insufficienthis
context, we propose an intrusion detection systeiet part
of the hierarchical secure routing principle.

In the following sections, we give a literature iesv of
routing, security and routing security in HWSNstekfthat,
we express the motivation behind the need in imdrus

detection in HWSNSs; we give also an overview on the

relevant IDSs. We specify then, how secure routing
HWSNs could be optimized. Finally, we analyze and
conclude the obtained results from the performeuaiksition.
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2. Routingin Hierarchical WSNs

In WSNs, routing mechanism of the generated dathed®BS
should be efficient. This efficiency relates to slegower

consumption, limited inundation of messages andetow

requirements on memory and computation resources.

Typically, hierarchical routing class, which targeluster
based networks fashion; comply better with scaitgbdnd
energy efficiency features. In such routing cladata are
routed in tow steps: intra and inter-clusters. Witkach
cluster, member nodes communicate their data messady
to the CH. CHs perform then, an aggregation opmmatin
the received messages and relay afterwards, thétings
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nodes are organized into chain structure. Thisctira is set
up in a greedy strategy, so that, each sensor sexds its
data to the closest neighbor node in the next lmaiing a
chain towards the BS. Data are gradually aggregasetthey
transit on the established chain. This routing oot has the
advantage that it saves the spent energy in perddsters
formation in LEACH. Nevertheless, it suffers frazartain
anomalies, in terms of the significant delay foe tfar
situated nodes from the BS, and the ignorance ekttergy
status of the next hop node.

2.3. Hybrid Energy Efficiency Protocol (HEEP)
HEEP [6] protocol combines advantages of both LEA&Id

messages to the BS. The communication between @Hls #EGASIS protocols. This is achieved through thdiegipon
BS may pass by several hierarchy levels. Besides, tof chain concept inside clusters, between membdesand

ordinary nodes which have no data to communicatieo
CH (or which have already done it) turn off tempiyaheir
radio devices. This allows network lifetime prolamgy

The main goal of a hierarchical routing protocotdsspecify

their cluster heads. In each cluster, remaining esod
communicate their data messages to the CH ovectthim.
The CH doesn't transmit directly his aggregatedsags to
the BS, but it forwards it to a neighbor CH, andafees the

how the network hierarchy should be formed and (ttien BS after a multi-hop communication. HEEP maintains

dictates the steps of data communication. Indbaidion, we

present some of the well known hierarchical routin%I

protocols in WSNs.

21.Low Energy Adaptive Clustering Hierarchy
(LEACH)

LEACH [4] is among the first and well-known clusteased
routing protocols. Its operation is divided intovesl
rounds. In each round, we find two phases: sethgs@ and
steady-state phase. In set-up phase, clustersyaeanitally
elaborated. Each sensor node decides if it acdsCGis or not
in the present round. This decision takes on whethis
node has recently acted as CH, and on if it hagffecient

LEACH's principles related to the dynamic elabavatiof

usters, while reducing the transmission distangedoth

tra and inter clusters communications. For thesson,

energy consumption and network latency are morelylik
improved.

3. Background of routing security in HWSNs

Since that sensed data in a WSN may be decisivh, daia
messages and sensor nodes have to be protectatstagai
malicious alterations and susceptible subversit¥igeless
communication, resources limitations make the WSN
vulnerable to several threats. In this section, prvesent
briefly security issues, including, the secure irguissue and

residual energy. Each CH sends an advertising messdts context in HWSNSs.

(ADV) to the nodes of its neighborhood, informingem
about its current state. Each member node chatsselsister
head, basing on the signal strength of the corretipg

3.1. Thebasic security requirements
To achieve security in WSNSs, the following requismts

ADV message that should be the greatest. This ehisic Should be guaranteed:

concretized by sending a joining message (JOIN}th®
elected CH.

scheduling frame and sends it to its member nodibs
process allows the indication of the right dataxgraission
time for each of them.

In steady-state phase, data collected by sensoesnade
communicated to the base station in two stepst, Firgach
cluster, if the member node allocates a TDMA dtosends
its data to the CH. Otherwise; it keeps its radiwice turned
off to save energy. Further, all CHs apply aggriegatnd
compression functions on all data messages thegiviest
and finally, they send the resulting messages tjréc the
base station.

By using the concept of the random rotation of @éroles,
LEACH prevents that nodes acted as CHs die rapathg
ensures a uniform dissipation of nodes energetierves.

2.2. Power -Efficient Gathering in Sensor Information
Systems (PEGASIS)

PEGASIS [5] protocol is a variant of LEACH protocdt
adopts rather a particular hierarchical topologywihich,

On receiving all JOIN messages, eath C
generates a TDMA (Time Division Multiple Access)’

» Confidentiality: only authorized nodes access nétiso
messages.

Integrity: prevent all
falsifications of messages.
Authentication: the ability to verify the validityf
messages source’s identity.

malicious alterations and

e Freshness: control messages recentness and prevent

message replay attack.
* Availability: ensure the accessibility to netwak’
services and resources.

3.2. Threat models

Attacks in WSNs may appear under different modehey
can be classified into the following classes [7]:

3.2.1.Outsider and insider attacks

Outsider attacks are launched by nodes that dbelohg to
the network. Whereas, insider attacks (that are riwest
dangerous) are due to the bad behavior of legiinsahsor
nodes that have been captured and spoofed by aionali
person. This operation is called node compromising.
Compromised sensor nodes benefit of all authodmati
exactly like the legitimate nodes.
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3.2.2. Mote-class and laptop-class attacks

In mote-class attacks, attacker is a resourcegreamisnode,
quite like network nodes. In laptop-class attaekkjersary is
much more powerful, it disposes a greater procggsinwer,
a very large transmission range and a sufficiengrgyn
reserve.

3.2.3. Passive and active attacks

Attacker’s mission in passive attacks consistsigrception
(or eavesdropping) and traffic analysis actionst@oiwise,
in active attacks, attacker alters, misroutes,ayepbr blocks
arriving packets. Hierarchical routing protocols WiSNSs,
could allow efficient and resources constraintsrawauting,
but they don't consider any risk in terms of thesgible
threats. In other words, these routing protocoluem that
there will be no dangers, and all sensor nodeshanest,
which is not always the case.

3.3. Routing attacks

Routing function in WSNs is vulnerable to varioypés of
attacks. In the following points we enumerate tlssible
routing attacks in HWSNSs [7] [8].

3.3.1. Alter, spoof and replay routing infor mation
Attacker may alter, spoof and replay routing infation, in
order to empoison routing tables of attacked nodes.

3.3.2. Sinkhole

Attacker attempts to attract an important part efwork
traffic by broadcasting attractive routing informoat after
that, it drops, alters or spoofs packets.

3.3.3. Sybil

Attacker announces multiple identities or
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explicit and wormhole attack couldn’t have placeoribver,

the mechanism of node sleeping prevents DoS attack.
However, an attacker can eavesdrop, delete or fooggris
messages. So, sinkhole, black hole, selective foling,
sybil and other attacks are very possible. Consgtyeit

was necessary to secure routing function for HWSWemny
hierarchical secure routing protocols have beepgsed. In

this section, we give an overview of a set of them.

34.1. SLEACH:

SLEACH protocol [9] is the first secure versionldACH
protocol, which prevents sinkhole, selective forlag and
HELLO flooding attacks by using the protocol SPINS
(Security Protocol for Sensor Networks) and MAC for
authentication. SLEACH prevents, thus, an intrudede
(member or cluster head) to send falsified datesagess. But

it doesn’t guarantee confidentiality and availapil{insider
adversary can decrease network’s throughput byutisg
the time slot schedule of a cluster).

34.2. SSLEACH

SSL-EACH [10] is another secure routing protocadzhon
LEACH protocol; its main goal is to offer securityhile
being energy efficient. For that, it defines stastlamulti-
paths cluster heads chains to communicate with btse
station, which prolongs better the network lifetirme ensure
security, It employs key pre-distribution and detfalization
techniques. SS-LEACH is protected from selective
forwarding, Hello flooding and sybil attacks, btitcbntrols
neither data integrity nor freshness.

3.43. RLEACH

geogrephi

positions to maximize its chances to be part ofesgy RLEACH protocol [11] attempts to apply Random Raise

routing paths.

3.3.4. Selectiveforwarding

Attacker inserts at first itself into data flow waysing
sinkhole or Sybil attack, then, it drops randonhig teceived
messages.

3.3.5. Black hole
The malicious node drops all messages it receings the
legitimate nodes.

3.3.6. Helloflooding

A laptop-class adversary broadcasts a powerful ohel

message to a large number of sensor nodes to lyive the
impression that it is their direct neighbor. Victisensor

nodes may not use, thereafter, routes advertisedhby

attacker if it is outside their radio range.

3.3.7. Denial of service (DoS)

In this attack, attacker may delete received messags it
can behave in such a way to provoke exhaustionodé's
resources (causing exhaustion of battery or theflove of
routing table).

3.4. Overview on the secure hierarchical

protocols
Hierarchical routing protocols are by nature imigliic
protected against some routing attacks. Once cfisiee
established, routes linking sensor nodes with t8ebBcome

routing

Key (RPK) scheme [12] onto LEACH. On the fact tR&K

is a probabilistic key management protocol, it ddes
guarantee that all adjacent nodes have shared keyshis
reason, authors have proposed an improved vers$iBPK,
so that it ensures security and connectivity inrtgvork. In
the modified RPK, nodes are pre-defined in sevegraiips.
Nodes within the same group can establish secuntes li
between them. Prior to deployment, each sensor ri®de
loaded with its identifier (ID) , an original key m keys
chosen randomly from the entire pool, and otheewvaaht
jnformation. Like in LEACH, RLEACH operation is rod
based. It has three basic phases: shared-key discphkiase,
cluster set-up phase and data transmission phasehel
shared-key discovery phase, nodes establish theeséioks
between them. Each sensor node broadcasts its tD
receives those of its neighbors. After that, itaksefor each
received ID whether the related node belongs tostrae
group. If it belongs, the shared-key is calculat®therwise,
the two nodes exanimate their sub-pools of keyfinid if
they have a common key. In the cluster set-up ph@bks
emerge with the same conditions as in LEACH anéliskf
their advertisement messages. The ordinary nodeselso
then its CH, where the criterion is about whetther €H has
a shared-key. If many CHs have shared-keys, theesie@H
will be chosen. Once clusters are all set-up, CElsetate
TDMA schedule for their members. Data communication
between the CH and its members is authenticatettidyse

an
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of shared-keys. After the validation of the autfeation, the very prone to theft (just like WSNSs), it receivesfew
CH aggregates and compresses received data, andithe attention in researches. In this section we emphasi main

sends safely the new message to the BS, usingigsal

key. RLEACH has the ability to resist to severgheks such
as selective forwarding, sybil and hello
Nevertheless, it is possible that an insider egescsinkhole
attack to be CH. Compromised node can also coB&pby

the falsified data messages it sends.

In [13], authors highlight new research area focuse
routing issue, in WSNs. In the opened trend, Buggested
that future secure routing protocols take into aotsensor
nodes mobility and/or base station replicationnfoibility).

3.5. Problem statement

The existing secure hierarchical routing protodol3VSNs
present security systems focused on cryptograpiigiens
and key management schemes. These security systems
very efficient to combat the external attacks. Hosve it is
remarkable that most of the secure hierarchicaltimgu
protocols don't treat the insider attacks (exedtisy the
compromised nodes) as a serious problem in thengut
security issue, which presents a major drawback.

Since an insider adversary disposes, by its nawfrehe
relevant cryptographic keys and any possible sscuri
material, it can despite everything be part ofringing path.
In this way, a compromised node may success toCi¢ and
thus, it can perform several attacks on an entiru of
sensor nodes. Consequently, cryptographic and
management solutions which resist to outsider lettacand
reduce the impact of the insiders [12] [14], respety,
couldn't provide the desired security level for ting in
HWSNSs, even

hierarchical routing protocols integrate intrusidetection
mechanisms, so that malicious behaviors may bectete
and the responsible nodes could be isolated.

4. |ntrusion Detection in HWSN

In order to respond to the need to intrusion préeanin
WSNSs, researchers have investigated several sadytfoom
among, we find tamper proofing solutions like irb[1to
convert the executable code of sensor’s prograrohecking
its integrity as in [16], so that any possible ifadation gets
harder. These solutions are judged too expensiterins of
complexity, overhead and energy dissipation. Irtlaeroside,
researchers are carrying out massive studies t &n
alternative and challenging solution which is
development of tamper-resistant sensor nodes,
maintaining their low cost. The last solution isubject of a
recent research work [17]. Untl the
countermeasures could be effectively realized aptaved,
the present researches are much more oriented €o
development of logical intrusion detection systd®]. An
intrusion detection system (IDS) is by definitiosystem that
handles the detection and the isolation of intrageesent in
the network through a collection of monitor nodisB\NE). A
MN is a sensor node which has to control netwottasfic
and to transmit alarm messages on detecting mistmrha
Although intrusion detection is an indispensablpeas$ in
network’s security, especially in networks wherae® are

flooding,

A

if the network contains only a feV\}
compromised nodes. For this reason, we suggest A

thé®
whil&

points of IDS in HWSNs. The principal constraints9]
imposed on IDS design in WSNs are summarized in the
points below:

Less energy consumption: IDS must spend the mimimu
possible of energy.

Lightweight and less overhead: the IDS programtaed
volume of control messages to be exchanged mudtenot
very important.

Effectiveness: IDS must still fulfill its mission ith
robustness even if the network contains a largebeunof
intruders.

Resistance: IDS should
compromising of its MNs.
Scalability: the IDS should be able to preserve its
efficiency if the network expands.

There are four aspects to be considered when degign

IDSs:

The specification of the intrusion detection palicy
specifying how the IDS detect misbehaviors.

The selection of monitoring agents (MNSs).

The specification of the alerting system: indicatiof
when to generate alarms and, how to communicate the
in the network.

The isolation mechanism: how the IDS isolates the

detected attackers from the network.
rusion detection systems can detect differemqtesy of
licious behaviorg20] targeting different levels in OSI
model, using conventional or special technique$. [2tleed,
in wireless networks, IDSs architecture may besifi@sl in
hree categories [19]: Stand-alone IDS; where MN$ a
(qependently with each other, the distributed and
collaborative IDS; MNs exchange and share theievaaht
detection information, and finally, the hierarchitiaS.
The hierarchical IDSs concern HWSNSs. In this typé&dss,
CHs and clusters members can monitor each other.
Presentation of the recent hierarchical IDSs.

In [22], an isolation table intrusion detectionteys (ITIDS)
for HWSNs is presented. It is characterized by diqdar
architecture; the network should have one primduster
head (PCH) and the remaining sensor nodes areedefin
multiple monitor groups, with secondary cluster dealn
ITIDS, sensor nodes of all kinds are concerned by
monitoring task and control each other, to deteetldd
flooding, DoS, denial of sleep, sinkhole and worfeho
ttacks. Basing on residual energy of sensor naddsthe
lI-known attack patterns, insider malicious nodm®
detected. Besides, they are deposed using trustmation

resist to any susceptible

preventivestored in - monitoring node’s isolation tables. Isioig

information are gathered in the PCH, which commaigis
them to BS. If the raised alerts reach a givenstiwkl, the
topology changes to ignore intruders. The partitiylaf the
assumed architecture, as well as, the importantbeurof
MNSs, risk complicating the IDS, which affects thtise
energy consumption average. In [23], energy efiickeybrid
IDS (eHIDS) is introduced. The detection scheme lnoes
both misuse and anomaly rules in order to ideriipormal
communications in HWSNs. eHIDS agents are implanted
only on clusters heads, which reduces significaitglgnergy
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consumption. The anomaly detection model includaeetal
attacks on integrity, delay and transmission raNgkenever
an intrusion is detected, MNs generate alarm. Anstlotaim
that the proposed IDS has high detection rate,enhihasn’t
been evaluated with specific and various attacks.

In [24] a novel model of IDS architecture is deysd for
intrusion detection in WSN, which presents an aléve
solution to layered IDSs. It is about a cross lap¢musion
detection model to detect various types of attaltksonsists
of a module that brings together information spectb
several levels in the protocol stack (routing, MAfd
physical layers). Interactions between cumulatéokimation
are exploited so that detection accuracy, latenuy eost
would be improved. The proposed IDS which is destito
HEEP based networks, has the ability to detectsilek data
falsification and sybil attacks at network layerdk and DoS
(energy exhaustion) attack at MAC layer. In thisS|Dall
network’s sensor nodes can play the role of a Mid, @pon
each intrusion detection, an alarm is generateddamattly
communicated to the BS. Performances of the prapt3g
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MNs affects the detection accuracy, where a langmber
introduces network overhead and energy exhaustion.

MNs are selected in a dynamic and pseudo randonmenan
for security (resistance to MNs compromising) and
simplification reasons. Moreover, a MN is not dedéz to
the detection task; it performs monitoring, datasssy and
communication functionalities. In addition, eaaheiclusters
change, the selected MNs change as well.

In THIDS, the CHs don’t monitor their members. The
justification is that if the compromised node cauldbe a
CH, its effect is often not important. Whetheraports bogus
data messages or it reports no messages, it cHalt,a
significantly, data consistence and/or network grenfince,
unless the number of intruders is large.

5.2. System model

In THIDS, it is required that each sensor node l(idiag
MNs) has a local list called the isolation list (oiacklist).
Selective forwarding and black hole attacks areaet after
that member nodes relay their data messages. MNadh

have been evaluated with a fixed and reduced nurober cluster start monitoring their CH, by hearing exued

adversaries. Authors haven't taken into considenatihe

case of increasing number of intruders, howeversuch a

case, there will be a large number of both detaatiembers

and the generated alarms, which may augment tla¢ obt

energy consumption and decrease the effectivendss
detection.

5. The proposed IDS. Threshold Hierarchical
Intrusion Detection System (THIDYS)

In order to address the problem of insider attackior
routing security in HWSN, we propose an HIDS thetedts
selective forwarding, black hole attacks, and pnévethe
sinkhole attack called THIDS. These three attadlks as
well, the most dangerous, especially when appligdCbls

1 S
attackers, because of their enormous impact on amktw 1 CHid : cluster head ID.

performance. Unlike the most existent IDSs (evd)) tiat

have energy-expensive alerting systems, where alarr

messages are directly sent to the BS each timetarsion is
detected, our IDS presents a lightweight alertiggtesn,

composed of two types of alerting messages: local a

general alerts. Local alerts, which have a litihergy cost,
are generated frequently. However, general alegsased
periodically, depending on threshold reaching.

THIDS is intended to be integrated into hierarchgecure
routing protocols. So, it has to fully respond he different
requirements, in particular those related to thapscity and
low energy consumption.

5.1. Network ar chitecture

The proposed IDS is destined to cluster based WSNs
especially those where clusters are dynamically ang

periodically formed. THIDS suggests that each elushould
have a certain number of MNs that control the belraef
their CH.

The number of MNs that should be defined in eadbtel is

messages, during a period of time. If the MN fittakst there
is no data message sent by its CH, this last ixdferth
considered as attacker. Consequently, the MN @lits
identifier in its blacklist, and diffuses a locded message,
containing the related ID to the neighboring nodehkich
may be part of adjacent clusters). On the receptibthe
alert message, nodes update their blacklists byingdd
attacker ID. The monitoring and detection algorithim
detailed as follows:

1 Threshold : value of the threshold..

. BL : the blacklist.

: T : time of intrusion detection beginning.
: Slot-time : time of TDMA slot.

1 Mmsg : message.

| Begin
T < (length (TDMA) * Time-slot) + random delay.
1 if ((time =T) and (ID != CHid)jhen
Wakeup ().
if (iISMONITOR = true Xhen
listening ().
if (no data message of CH is heattien
Add_in_list (BL , CHid ).
msg [data] = CHid.
Send_local_ alert (msg).
if ( (length_liste (BL)mod Threshold) = Oyhen
msg [data] = BL.
Send_general_alert (msgilingttly to BS.
end if.
end if.
end if.
end if.

________________________________ -

Detected attackers, whose IDs appear in node’«ldgaowill
never be chosen as CHs in the future clusters stemtions.

determined according to a tradeoff between detectiorhis allows then sinkhole prevention. Insider nialis

effectiveness and energy saving. Choosing a fewbeurof

nodes finding themselves isolated from being CHsy m
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transmit falsified reports to the BS. So, for a ptete
isolation, MNs as well as the legitimate sensorasoshould
send general alarms carrying their blacklists,h BS. On
account of the important energy cost of
communications with the BS, general alert messagesent
only if the number of the detected intruders, ia tacklist,
rises by a step equal to a specified threshold,it as

described in the algorithm of isolation :

AttackerID : identifier of the malicious node.
ADV : an advertising message sent by a clusted.hea
JOIN: the joining message to be sent to a seladtestier head.

Begin

Receive_message (locale alert) ;
AttackerID = msg [data].
if (Is_in_list (BL , AttackerID ) = falsethen
Add_in_list (BL , AttackerID ).
if ( (length_list (BL)mod threshold ) = Ojhen
msg [data] = BL.
Send_general_alert (msg) .
end if.
end if.

- In a new clusters reconstruction phase.
Receive_message (ADV) //from cluster headitiCH
if (Is_in_list (BL, CHid) = false dhen

Send_ message (JOIN)
end if.

The threshold value should be carefully definedg@uced
value leads to overload the network and a big valffiects
the process of isolation coordination with the B each
time it receives such a general alert messageB$hapdates
its proper black list by adding the new intrudexowing it
to revoke the susceptible incoming malicious messag
Since the detection mechanism of our IDS is relatethe
ability of a MN to intercept CH’s data messages ipossible
that a false positive detection occurs. In thisecahe CH
reports, normally, the data message to BS bugaat lone of
the MNs couldn’t hear it, due to a susceptibleisah. The

probability of false positive?r for a cluster MNs is estimated
in equation 1:
(2% — 1)

2Crw

fr =B

F coll

(1)

Where: Fzaii is the probability of collision in a transmission®

link, and & represents the number of MNs in a cluster.

The probability of false positive detectidzz, on one CH is
calculated using the Binomial rule as:

Coran
Pop = ( MN

1 2
Basing on equation 2, we can deduce the probalbilifglse
positive detection on X CHs in the entire networ

)1 - By, et

Thaw
Py = (2

FD ¥ (3)
Where: Ty is the total number of MNs in the network.

)1 - By B TwE

By its simplicity, the proposed IDS reduces extrmtae
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induced cost for attacks detection. The limited hamof
MNs conscripted in each cluster, as well as, th®dhuction
of threshold notion on general alarms generatiomakem

direcTHIDS energy efficient. The consumed energy by THI@n

a monitor noddV; is calculated as:

E:,-‘r_w'rl: = E': + Eﬂ + EE (4)

Where: £z is the consumed energy to detect the intrusion on
the CH. &z, is the processing energy on the blacklist (the

checking and updating operations3, is the needed energy
for the alerting mechanism; the sending of bothalcand
general alarms.

6. Secure routing optimization in HWSN: case
study RLEACH optimization

For an optimal and enhanced routing security lenethe
HWSNs, a secure hierarchical routing protocol stioul
integrate adapted IDS. In other words, the secuotopols
have to implement intrusion detection systems agceond
line of defense, in addition to cryptographic toolEhe
integration of our IDS, in secure hierarchical pauls, takes
place just after data communications within clustand just
before a new phase of topology reconstruction.
In order to validate our assumption, we have chasen
protocol RLEACH to be equipped with our intrusion
detection system (THIDS). RLEACH is considered as of
the most robust secure hierarchical routing prds2p]. It
gathers the basic security characteristics thatldvbave a
secure routing protocol (a probabilistic key mamaget
protocol RPK, the symmetric cryptography and so. on)
Although it resists against several attacks, #tib not well
protected against sinkhole, selective forwarding @&tack
hole attacks. A compromised node could be a clustad,
since it establishes communication links with nodes
belonging to its group, and it shares, probablyskeith
other nodes. In this case, network performancdstdsbe
influenced, even if there exist few numbers ofdess in the
network. To optimize RLEACH security, we add the
proposed intrusion detection system as an additjgmase in
RLEACH operation, where nodes should execute THIDS.
The resulting protocol is henceforth named ORLEAGt,
Optimized RLEACH. ORLEACH operation is, therefore,
divided into the following phases:
Shared-key discovery phase.
* Cluster set-up phase, isolation of previously detbc
attackers and MNs selection.
« Data transmission phase.
» Intrusion detection and alerting phase.

7.

In order to evaluate performances of ORLEACH protoc
including THIDS, we have used the network simuldi&?2.
We have implemented both RLEACH and ORLEACH
protocols on the MIT's NS2 extension for LEACH [28]he
assumed network model is composed of 100 sensasnod
randomly deployed on a surface of 100 m2, wheraadles
are supposed fixed. The rest of simulation assumgtare
presented in the table 1 below.

Evaluation and Simulation results
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Tablel. Simulation parameters

Parameter Value

L ocation of the base station (20,175)
Number of clusters 5

Packet length 500 bytes
Simulation time 600 s

Initial energy 3J
Transmission technology IEEE 802.15.4
Number of groupsin RLEACH 10

Number of MNsin each cluster 2

Threshold valuein THIDS 5

184
Vol. 5, No. 3, December 2013

—+—LEACH
50000
45000 - —\ —8-RLEACH
L \-*\ ORLEACH
P
£ 35000
2 30000
£ 25000 e
3 oom
£ 20000
E \
Z 15000 &
£
£ 10000
5000
0 : : . 4
5 10 15 20 25

number of attackernodes

Figure 3. Total delivered data in ORLEACH.

The total of the delivered data in the network dases,
considerably, in LEACH and RLEACH protocols, eairthet
the number of insider attackers augment, which th& case
with ORLEACH protocol. This last (ORLEACH), seems
much more resistant, thanks to the integrated THIDS

In the figure 4 results corresponding to the tatakrgy

In the figure 2, we present the results of detﬂCtIOdissipation in the three protocols over the tinegiven.

effectiveness evaluation for THIDS in the proposed
optimized RLEACH protocol. - —+—LEACH
75 . —#-RLEACH
Hcluster heads attackers 300 /‘/. 7/, —+—ORLEACH
B{etected & 1solated attackers 150
20 - E
false posttive detected CHs it //

15

10 —
| H l
D "l_. T e 1o “meC¥
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number of attacker nodes

munber of nodes

5

Figure 2. Detection evaluation in THIDS.

The above results, confirm that although the adopwtf
RPK scheme by RLEACH, insiders could still act a4sC
The proportion of detection and complete isolatainthe
intruders is 100% for a few numbers of attackerhisT
proportion becomes 91% when number of intrudengery
important. This is justified by the possible catiiss on the
local alarms stemmed from adjacent clusters, walldws to

150

100

50

Total energy consumption (J)

50 100 150 200 250 300 350 400 450 500 550 60O
Time (5)
Figure 4. Total energy consumption in ORLEACH.

Logically, the integration of an IDS in the protbéd EACH
increases the energy consumption rate, which dsesedy
consequent, the network lifetime. Our goal is tmimize as
much as possible this rate. This goal is achieleaugh the
simplification of the incorporated IDS. We find the
additional devoted energy in the protocol ORLEACS i
acceptable for an optimized routing security.

8. Conclusion

In this paper, we have presented an approach fasti@ints-

the detected attackers to be CHs more than ondee Fe@Wware optimization of routing security in HWSNs. \Wave
positive detections on legitimate CHs are littlehey are first proposed an IDS (THIDS) that is prevented ke
caused by collisions preventing messages heariraf Bast integrated in secure hlerarchl_cal routing prot_a(_:dTBIIDS
one of the MNs in each cluster. We can judge THiD&as the ability to det_ect malicious (_IHs exerms_hhg most
detection process as sufficiently efficient. dangerous attacks (sinkhole, selective forwardimd black

The figure 3 shows the comparison results, betweg‘oﬁl[?%iz\év;bhi\éi tr:(e)n;);::é)fgg the protocol RLEACH¢o
ORLEACH, RLEACH and LEACH protocols in term of the 2P y the prop :

. . ! . Since the simulation results on the resulting proko
g)r:gl delivered data to the BS, with the existeatgariable ORLEACH, prove the validity of the prior assumptoie

increasing number of compromised nodes. Tho'ls.g

commend that each secure hierarchical routingopob
attackers attempt to be CHs at each new clustampsphase, 4opts adapted IDS. So, the design of the secararbhical
and exercise selective forwarding or black holacks.

routing protocols should consider intrusion detattas a
necessity.
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As a future work, we will extend our IDS to deteather
types of attacks and thus, we think to adapt it@raluate its
performances in internet enabled WSNs, so-called
6LOWPAN networks.
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