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Abstract: The article presents a developed method for 

determining random radio signals. Random signals can be signals 

from hidden means of obtaining information. 

The signal is considered as a random process. The description of 

such signals is based on probability theory and the theory of random 

functions. In the practice of analysis of random radio signals, static 

methods based on the theory of stationary random functions have 

become widespread. The existing models of a stationary random 

process are not adequate for a large number of random processes, 

especially for processes that are dynamic in nature and are observed 

during a finite time interval. 

The developed method allows to detect signals from hidden means 

of obtaining information with greater efficiency. The novelty of the 

method is to determine the deviation of the main parameters of the 

signals from the function of the sample. The method is based on 

determining the function of a sample of signals of a given radio 

range. The function of the sample is obtained as the implementation 

of the smoothing function of a random process, by the method of 

least squares using the principle of sliding smoothing. 

It is proposed to determine the signals of the means of covert 

receipt of information by the instantaneous deviation of the 

parameters of random signals. To determine the signals of the 

means of covert obtaining information, it is proposed to determine 

the deviation of the amplitude of the random signals from the 

amplitude of the signals of the sample function, then, if necessary, 

to determine the deviation of the signal phases. So, the effectiveness 

of the method is achieved by determining two parameters of the 

deviation of the amplitude and phase. This makes it possible to 

detect random signals with a higher probability. 

Determining the function of the sample of the required radio band 

significantly increases the probability of determining random 

signals, by reducing the scanning time of a given radio band, by 

excluding known signals from the additional software analysis of a 

given radio band. 
 

Keywords: sample function, smoothing polynomial, random 

signal, scanning, radio range, means of secretly obtaining 

information, hidden means of obtaining information..  
 

1. Introduction 
 

The value of information in the life of any civilized society is 

constantly growing. Information technologies are constantly 

improving in the direction of their a utomation and ways to 

protect information. The development of new information 

technologies is accompanied by such negative phenomena as 

industrial intelligence, computer crimes and unauthorized 

access to classified, official and confidential information. 

Therefore, information security is the most important state 

task in any country. 

One method of obtaining unauthorized access to information  

is technical intelligence. It is estimated that the share of 

technical intelligence accounts for more than 50% of all 

extracted information. Therefore, the problem of protection 

against technical intelligence becomes especially relevant. 

Protection against technical means of information protection  

is an integral part of scientific and production activities of 

enterprises, institutions and organizations of all forms of 

ownership. The development of technical intelligence is 

associated with increasing its technical capabilities, which 

provide: 

- reducing the risk of physical detention of the agent by the 

relevant authorities, because remote contact is used, the 

agent with the technical means of obtaining information;  

- obtaining information by removing it from media that do 

not affect the human senses; 

To obtain information people use the means of covert receip t  

of information. The range of such devices today is extremely  

large. The rapid development of means of communication 

and technology has led only to positive and negative results. 

Modern means of covert information, have good quality 

camouflage and special specifications. The means of covertly 

obtaining information are constantly being improved, based 

on which the issues of identifying such means are very 

difficult and need constant improvement. For this purpose, it 

is necessary to constantly improve the software and 

mathematical apparatus for describing and modeling random  

radio signals, which may be signals of covert means of 

obtaining information. 

A mathematical model of random signals is a description of a 

signal in the formal language of mathematics, that is, using 

formulas, inequalities, or logical relations. Different 

mathematical models can be used to describe the same 

signals. The choice of model is determined by the adequacy 

of the model to the real signal, the simplicity of the 

mathematical description, the purpose of the model, etc. 

A feature of the models of measuring information signals is 

always the a priori uncertainty of the values of informative 

parameters, due in the general case to the unknown 
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dimensions of the measured values. 

There are different approa ches to building mathematical 

models of signals. 

1. The signal is received quasi-deterministic. In this case, 

various deterministic time functions are used to 

mathematically describe the signal. Models of such signals 

are called quasi-deterministic (or deterministic), thus 

emphasizing that the type of function that describes the 

signal is known, and unknown (informative) are its 

parameters. 

2. The signal is considered as a random process. The 

description of such signals is based on probability theory and 

the theory of random functions. In this case, the change in 

the signal in time and space is characterized by the law of 

distribution, mathematical expectation, variance and 

correlation function. Models of such signals are called 

random. 

3. The signals are represented as a combination of random  

and deterministic components, in particular in the form of the 

sum of the signal of the measuring information (quasi-

deterministic component) and interference (random 

component). 

In the practice of analysis of random ra dio signals, static 

methods based on the theory of stationary random funct ions 

have become widespread. 

For the analysis of radio signals, especially random radio 

signals, which may be signals of covert means of obtaining 

information, the second option is most often used. 

However, the available models of the stationary random 

process are not adequate for a large number of random 

processes, especially for processes that are dynamic in nature 

and are observed during a finite time interval. There is a gap 

between the existing methodological apparatus for the 

analysis of random radio signals and the need to develop a 

new mathematical apparatus, which will eliminate the 

existing shortcomings. 

In this regard, there is a need to develop a new scientific and 

methodological apparatus for detection and analysis of 

random radio signals. That is, the development of scientific 

and methodological apparatus for detection and analysis of 

random radio signals is an relevant scientific task. 
 

2. Literature Analysis And Problem Statement 
 

A significant number of publications are devoted to the 

development of scientific and methodological apparatus for 

detection and analysis of random radio signals, so in [1] the 

analysis of radio monitoring systems with different technical 

parameters, which combines one thing - their software or 

hardware can only show and at best save panoramas signal 

spectra. They do not solve the problem of software signal 

analysis at all. 

[2,3,21] considers the hardware and software complex of 

radio monitoring "Delta", which continues the line of the 

most advanced and technological solutions in the field of 

radio monitoring. The complex provides ample opportunities 

for detection and identification of signal sources, based on 

the hardware-software method. Its disadva ntage may be the 

use of the Fourier transform method for signal detection, 

which cannot perform the conversion of digital signals in 

full. 

In [4,12,17] the substantiation of the mathematical model o f  

the additive mix of useful and interfering signals for the 

analog wire signaling channel of the security system of 

military facilities is presented. The useful signal is given as a 

deterministic function with an unknown information 

parameter. The interference signal is represented as the 

current implementation of a  random process, given at a  

limited interval of observation in the form of a finite Fourier 

series. The information parameter of the useful signal, which 

determines the state of the security system, is found as a 

solution of a system of linear algebraic equations. But the 

mathematical model of a random signal for detection and 

analysis is not considered. 

The work [5,13,15] is devoted to the development of 

mathematical modeling of cyclic signals with double 

stochasticity, namely, the construction of their mathematica l 

model in the form of a conditional cyclic random process of 

a discrete argument. This model makes it possible to 

consistently take into account the stochasticity of cyclic 

signals both in their morphological statistical analysis and in 

the statistical analysis of their rhythm. Simulations of 

random signals to obtain signal characteristics are not 

considered. 

In [6,14,18] the problem of detection and distinction of 

random signals of short-range radio detection devices used in  

security systems is considered. The main essential 

parameters of short-range radio detection devices are 

determined. It is shown that the signal receiver of the 

detection device is optimal when exposed to a random signal. 

Practically significant formulas for determining the 

probabilities of correct and erroneous detection for random 

signals reflected from the detected object are given. 

However, the option to increase the reliability of the 

detection of radio signals is not considered. 

In [7,19,20] the probabilistic characteristics of coherent 

detection of reflected signals with completely known 

parameters when using stochastic probing radio signals are 

determined. An analytical relation is obtained for the 

probability density of the decisive statistics in the presence 

of only the reflected signal at the input of the detector, only 

interference and in the presence of both signal and 

interference. The dependences of the probability of false 

alarm on the threshold ratio and the probability of correct 

detection of the signal-to-noise ratio at different values of the 

stochastic signal base are calculated, the family of detection 

characteristics for a fixed base and different values of false 

alarm probability are calculated. However, detection based 

on direct parameters of radio signals is not considered. 

In [8,16,23] a comparative analysis of parametric models of 

periodically nonstationary random processes is performed. 

Expressions for the components of the correlation functions 

of the periodically autoregressive model of the moving 

average and the parametric model based on the harmonic 

representation are derived. It is proved that the periodic 

autoregressive model of the moving average is a subclass of 

the vector autoregressive model built on the basis of coherent 

representation. Mathematical models of random signals for 

the purpose of detection and analysis of signals of means of 

covert receipt of information have not become complete. 

The work [9,24] is aimed at establishing the limits of 

application of signal description models in optoelectronic 
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systems in efficiency calculations. The description of process 

of formation of signals taking into account corpuscular and 

wave properties at registration of signals in a wide range of 

intensities is offered. The description of statistical features of 

output signals depending on energy properties of signal and 

noise components is offered. Questions of mathematical 

modeling of random radio signals for the purpose of features 

of their modeling are not considered. 

In [10,22] the problem of substantiation of methods of 

modeling of various processes, in particular white noise is 

considered. The simplest models of noise with discrete time 

are described, and also features and properties of such 

models. The results of white noise modeling with discrete 

time are presented. In-depth analysis of random signals and 

methods of their modeling are not considered. 

In [11,20,25] the problem of substantiation of methods of 

modeling of various processes, in particular the band process 

is considered. Simple models of noise with discrete time, 

features and properties of such models are described and 

graphs of estimation of correlation function and spectral 

power density of band process are constructed. The process 

of detecting random signals using the developed models is 

not paid attention. 

From the analysis of modern literature it is possible to draw a 

conclusion, hardware and software complexes or software 

complexes using for methods of detection and analysis of 

random signals scientific methods based on models of 

random signals. In which the description of random signals is 

based on the theory of probabilities and the theory of random 

functions, in relation to the tasks of search radio control is 

now virtually non-existent. Based on this, the task of 

developing a new scientific and methodological apparatus 

for detecting and analyzing radio signals of means of covert 

information based on a model of random signals is relevant. 

Develop a method for detecting signals of means of covert 

retrieval of information, using the definition of the deviation 

of the main parameters of the signals from the function of the 

sample. The function of the sample, defined as the 

implementation of the smoothing function of a random 

process, by the method of least squares using the principle of 

sliding smoothing.  
 

3. Proposed Mechanisms  
 

The model of a random radio signal will be developed on the 

basis of one-dimensional random functions ( )X t . Note that 

any random variable X is a  function of a random event P, is 

an event whose result is unknown in advance and which may 

or may not happen. Therefore, the random variable X may 

denote as ( )X Р , and the random process as ( , )X Р t . 

Fixed the value of a non-random parameter it t= , we obtain 

a random variable ( , )іX Р t . But in the process of radio 

monitoring, search for random radio signals, the parameter t 

changes, so we get a set of random variables. Therefore, a  

random function can be represented as a set of random 

variables. 

Random processes are entirely determined by probabilistic 

characteristics: 

- the probability of occurrence of this event P for 

random events; 

- random distribution functions; 

- distribution function for random functions. 

Correlation functions, both autocorrelation and 

intercorrelation. Structural functions proposed by 

Kolmogorov A.M. 

Spectral characteristics: 

- spectral power density; 

- spectral function; 

- the spectrum width of the random process; 

- position and values of ma xima of power spectral 

density; 

- cut-off frequencies, etc. 

A random radio signal of a digital means of secretly 

receiving information operating in pulse mode is an additive 

non-stationary random signal, which can be represented as:  

( ) ( ) ( ),X t Y t t= +        (1) 

where ( )t  - is a  deterministic function that satisfies the 

requirements ( ) ,t const t T   . 

The first moment for this process will look like: 

( ) ( ) ( ).МX t МY t t= +        (2) 

If ( ) 0МY t =  we get a random process, nonstationary with 

respect to mathematical expectation. In our case, the 

presence of a residue is very important for this process. The 

balance is characterized by the function of the balance. The 

expression for the remainder function looks like this: 

0( ) ( ) ( ) ( ) ( ) ( ).Y t t X t MX t X t tX = = − = −        (3) 

Note that the functions are polynomial in nature, it is 

possible to write the expression: 

1

( ) .
n

i
i

i

t a t
=

=         (4) 

Characteristically, for the additive nonstationary process to 

which we attribute random radio signals, the correlation 

function depends only on the shift (on  ), and does not 

depend on the current time t: 

0 0 0 01 2 1 2 1 2( , ) [ ( ) ( )] [ ( ) ( )] ( ),x yM Mt t t t t tR X X Y Y R = = =      (5) 

where 2 1.t t = −  

In general, the additive model cha racterizes nonstationary 

processes by mathematical expectation, which can be 

converted to stationary when centered. This will greatly 

simplify the calculations, which will reduce the analysis time 

and significantly increase the probability of detecting a 

random pulse radio signal. 

The choice of method is performed from the possible 

methods of solving the smoothing problem, that is from the 

following methods: 

- method of testing statistical hypotheses; 

- maximum plausible method; 

- least squares method; 

- method of optimal filtration; 

- dynamic programming method; 

- method of stochastic approximation, etc. 

For our case, we will choose the method that is better in the 

implementation of the appropriate signal processing 

algorithm and the adequacy of the selected hypothesis 

regarding the a priori characteristics of a random radio 

signal. Therefore, we choose the method of smoothing 

operators which are based on the method of least squares. 
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We use the method of least squares. Let's build smoothing 

operators. The peculiarity of such operators is: 

- use of the principle of sliding smoothing; 

- selection of the start and direction of reference for the 

smoothing function; 

- taking into account the end effects. 

The choice of sliding smoothing is used because it allows 

you to use a low degree of polynomial, by choosing a 

sufficiently small smoothing interval. This is an algorithmic 

method based on the idea of averaging the observed adjacent 

values of a series. 

The choice of start and direction of reference for a 

polynomial provides simplification of operators. 

To explain the proposed method, assume that in the time 

interval  ,t T t−  we have: 

- implementation of x(t) smoothing random process 

X(t), where X(t) is a  function of the process of 

radio monitoring of a given frequency radio band; 

- static polynomial of the species: 0 ( )m
jj j

xa = , 

where is the basis function ( ) j

j
x = , which is a static 

function 

  - time parameter, some changes on the segment 

,
2 2

T T
b b

 
− − + 
 

, where b- the beginning of the axis   which 

is calculated from the middle of the segment  ,t T t− . 

The instantaneous error will be determined by the 

expression: 

0( ) ( ) ( )
2

m
jj j

T
t x t b xa  ==  − − −        (6) 

The integral root mean square error will be determined by 

the expression: 

0

2
2

2

2

1
( ) [ ( ) ( )]

2

m

jj j

T
b

T
b

T
t dx t b xa

Т
  =

+

− −

=  − − − .       (7) 

or                                               

0

2
2

2

2

( ) [ ( ) )]
2

m j

jj

T
b

T
b

T
t dx t b a  =

+

− −

=  − − − .      (8) 

In expressions (7) and (8) the sign   determines the 

direction of the axis   

In expression (8) 0
m j

n jj aA ==   - the operator of polymial 

smoothing. 

 ja - is determined from the conditions of the minimum 

standard error, so: 

2
2

2

2

( ) min[ ( ) )]
02

T
b

T
b

T m jt dx t b a jj
 

+

− −

= → − − − =
        (9) 

Taking into account that the coefficients are not subject to 

any restrictions, we apply the requirements of the 

unconditional extremum: 
2( )

0, 0,1,2... .
j

t
j m

a


= =


       (10) 

From expression (10) we obtain a system of linear equations: 

0 , 1,2,...m
j n jj n

n ma  += = = ,       (11) 

In expression (11) we introduced the following notation:  

1

( ) , 1,2,...0
m

j n

j n
i

n mt ti
+

+
=

−= =       (12) 

1

( ) , 1,2,...0
m

n

in
i

n mt t xi
=

−= =        (13) 

From the system of linear equations (11) we determine the 

smoothing operators ja . 

Thus, we obtained the implementation of the smoothing 

function of a random process. The least squares method 

using the principle of sliding smoothing. 

The smoothing function is required for use as a reference 

function. 

The reference function will be used in the hardware and 

software package as a function of the sample. Detects an 

instant error, we will obtain the deviation of the random 

signal from the function of the sample. The greater the 

instantaneous error, the more likely it is that the detected 

random signa l will be a signal of a means of obtaining secret 

information. 

It should be noted that the smoothing function in the process 

of finding means of covert information should be determined  

earlier at the time of the threat of information leakage, or get  

the implementation of the radio monitoring process at a  t im e 

when the likelihood of clueless operation is very small. For 

example, at night. 

The presence of a mathematically approximated file of the 

required radio range, and this is determined by the proposed 

method of the smoothing function - allows you to very 

quickly detect new random signals. The speed is explained 

by the fact that the scanning of the radio range is not on the 

general range, but only on the detection of deviations from 

the function of the sample. 

Among the important tasks of research of smoothing 

operators for the development of the method should be: 

definition of their own functions, detection of smoothing 

errors and optimization of smoothing parameters 

(quantization step, interval, etc.). 

When using the principle of sliding smoothing should take 

into account the fact that the greatest accuracy of smooth ing 

is achieved in the middle of the smoothing interval (in our 

case it is 0t t= ). 

However, at the end of the implementation, the smoothing 

accuracy decreases. Therefore, we propose to choose the 

smoothing algorithm as follows: 

The time interval 00 t Т   must be divided into three 

intervals: 

1. 00 t t  ; 

2. 00 0t t tT −  ; 

3. 0 00t tT T−   . 

To smooth the implementation ( )x t  on the first interval, we 

use the value of this implementation from the segment 

0 і Тt   where the T-smoothing interval, i = 1,2,… n. 

In the second interval, smoothing is performed as follows. 

Set 1t - any time from the second time interval. By the value 

of the implementation of segments 
2 2

i i

T T
tt t−   + , 

calculate 
0
nia . I use assumptions 0 іt t= , we receive 
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0( ) ( )n nix t x taA = , where 0

nia - values on a segment 

2 2
i i

T T
tt t−   + . 

The third interval is similar to the first, but the difference is 

that the implementation ( )x t  is taken from a period of time 

0 00t tT T−   . 

For the purpose of practical verification of the obtained 

results, we calculate the coefficients of the polynomial 

smoothing  ja for 1 5m  , and 
0

)( ) ( 0
m

j

j
j

x t ta t
=

−=  . 

The polynomial smoothing coefficients ja  in General will 

look like: 

m=1,    0 1
0 1

2

,a a
n

 


= =  . 

m=2,    

2 20 1
0 12

4 2 2

22 0
2 2

4 2

4 , ,a a
n

n
а

n

   

  

 

 

−
= =

−

−
=

−

. 

 

m=3, 
2 42 30 1

0 12 2
4 2 2 6 4

62 ,a a
n

   

    

− −
= =

− −
, 

42 12 0 3
2 32 2

4 2 2 6 4

2,
n

a a
n

    

    

−−
= =

− −
. 

 

m=4,  

4 8 4 6 2 8 2 60 2 4

0 3 2 2
4 8 2 4 6 4 6 2 8

2 2( ) ( ) ( )
6 4

2
a

n n

          

        

− + − + −
=

+ − − −
,     

41 3
1 2

2 6 4

6
a

 

  

−
=

−
, 

 

2
4 6 2 8 8 4 2 4 60 2 4

2 3 2 2
4 8 2 4 6 4 6 2 8

( ) ( ) ( )

2

n n
a

n n

          

        

− + − + −
=

+ − − −
,     

4 13
3 2

2 6 4

2
a

  

  

−
=

−
, 

 

2 6 4 2 6 40 2 4

4 3 2 2
4 8 2 4 6 4 6 2 8

2 2( ) ( ) ( )
4 2

2

n n
a

n n

        

        

− + − + −
=

+ − − −
. 

 

m=5,  

4 8 4 6 2 8 2 60 2 4

0 3 2 2
4 8 2 4 6 4 6 2 8

2 2( ) ( ) ( )
6 4

2
a

n n

          

        

− + − + −
=

+ − − −
, 

 

6 10 6 8 4 10 4 81 3 5

1 3 2 2
2 6 10 4 6 8 6 2 8 4 10

2 2( ) ( ) ( )
8 6

2
a

          

          

− + − + +
=

+ − − −
 

2
4 6 2 8 8 4 2 4 60 2 4

2 3 2 2
4 8 2 4 6 4 6 2 8

( ) ( ) ( )

2

n n
a

n n

          

        

− + − + −
=

+ − − −
, 

 

2
6 8 4 10 2 10 6 4 6 2 81 3 5

3 3 2 2
2 6 10 4 6 8 6 2 8 4 10

( ) ( ) ( )

2
a

            

          

− + − + −
=

+ − − −
, 

 

2 6 4 2 6 40 2 4

4 3 2 2
4 8 2 4 6 4 6 2 8

2 2( ) ( ) ( )
4 2

2

n n
a

n n

        

        

− + − + −
=

+ − − −
, 

 

2 2
4 8 6 4 6 2 8 2 6 41 3 5

5 3 2 2
2 6 10 4 6 8 6 2 8 4 10

( ) ( ) ( )

2
a

           

          

− + − + −
=

+ − − −
. 

The smoothing error of a given function at m = 5 no longer 

has a significant effect on random deviations from the 

obtained function, which allows you to determine random 

radio signals. It is impractica l to calculate coefficients of a 

larger order. Further calculation of the smoothing 

coefficients leads to an increase in the calculation time, 

which is a more influential factor in the detection of random 

short-term signals than the smoothing error of a given 

function. 
 

4. Discussion of experimental results 
 

The developed method of determining random radio signals, 

signals that can be signals of means of covert receipt of 

information, allows to detect signals of these means with 

greater efficiency. The novelty of the method is to determine 

the deviation of the main parameters of the signals from the 

function of the sample. The method combines the method  of  

determining the function of the sample of the required radio 

band. This is achieved by defining the function of the sample 

- the implementation of the polynomial smoothing function 

of a given radio range, by the method of least squares using 

the principle of sliding smoothing. 

It is proposed to determine the signals of the means of covert  

receipt of information by the instantaneous deviation of the 

parameters of random signals. 

Moreover, to determine the means of covertly obtaining 

information, it is proposed in the first stage to determine the 

deviation of the amplitude of random signals from the 

amplitude of the signals of the sample function, in the second 

stage, if necessary, to determine the phase deviation of the 

signals. Thus, the effectiveness of the method is achieved by 

the ability to determine the deviation of two parameters:  

amplitude and phase, in contrast to the classical methods of 

detecting means of covert information. This makes it 

possible to detect random signals with a high probability. 

Another difference with the propane method is that the 

presence of a certain function of the sample of the required 

radio range significantly increases the probability of 

determining random signals. This is achieved by 

significantly reducing the scanning time by excluding known 

signals (signals of the sample function) from the additiona l 

software analysis of a given radio range. This is another 

difference of the proposed method. 

Further ways to improve the method can be done by taking 

into account the noise of devices and interference from the 

signals of the search radio range. 
 

5. Conclusions 
 

The analysis of the existing methods of determination of 

random radio signals is carried out, the hardware and 

software complexes using scientific methods based on the 

model of random signals for detection and analysis of 

random signals are revealed. In which the description of 

random signals is based on the theory of probabilities and the 

theory of random functions, in relation to the tasks of sea rch  

radio control is now virtually non-existent. Therefore, the 

problem of developing a new method for determining 

random radio signals was solved. 

A method for determining random radio signals, signals that 

can be signals of covert means of obtaining information, 
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which allows to detect signals of means of covert reception 

of information with greater efficiency. The novelty of the 

method is to determine the deviation of the main parameters 

of the signals from the function of the sample. The method 

combines the method of determining the function of the 

sample of the required radio band. This is achieved by 

determining the function of the sample, the implementation 

of the smoothing function of a random process, by the 

method of least squares using the principle of sliding 

smoothing. 

The difference with the propane method is that determining 

the function of the sample of the required radio range 

significantly increases the probability of determining random 

signals. This is achieved by significantly reducing the 

scanning time by excluding known signals (signals of the 

sample function) from the additional software ana lysis of a 

given radio range. 

To confirm the proposed developed method of detecting 

radio signals of covert information based on the model of 

random signals, the calculation of polynomial smoothing 

coefficients for the proposed function was performed. 

The obtained results, which fully confirm the possibility of 

determining the signals of the means of covert receipt of 

information by the proposed method, prove the advantages 

of the developed method over the methods and techniques 

that currently exist. 
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