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Abstract  
  

A fundamental component of cloud computers from a business 

perspective is that users are allowed to use any desire and pay with a 

product that desire. Its cloud services were accessible anytime and 
anywhere consumers needed them. As a result, consumers are free to 

purchase whatever IT services they want, and they don't have to worry 

about how easy things can be managed. The remote server is used in a 
new information storage computing architecture that is considered an 

Internet generation. Ensuring security, material at resource providers' 

sites is a challenge that must be addressed in cloud technology. Thus, 
rather than reliance on a single provider for knowledge storing, this 

research implies developing construction for protection of knowledge 

stockpiling with a variation of operations, in which knowledge is 

scrambled and divided into numerous cipher frames and distributed 
across a large number of provider places. This support was applied to 

provide greater security, scalability, or reliability that was suggested 

according to the new structure. This paper, presented an encoded 
model for the cloud environment to improve security. The proposed 

model comprises the parity metadata for the database management 

provision to the provider. In the developed encoder chunks parity is 

not stored within the single resources with the provision of the 
available information chunks. The constructed security architecture in 

the RAID layer increases the dependability of the data with the 

deployment of the RAID 10 deployment. The developed RAID-based 
encoder chunks exhibit improved efficiency for the higher uptime at a 

minimal cost.  
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1. Introduction 
 
Computer technologies have evolved tremendously and evolved progressively during the last 

century. For instance, the web has progressively expanded the velocity of its offerings by replacing 

ancient computer paradigms (Shankar, A., et al, 2021). Owing to its difficulty of both procedure and 

high expense, these ancient commercial proposals have increasingly been acknowledged as obsolete. 
Aside from that, the sheer number and variety of equipment and programming required to run them 

are unsettling (Chen, J., et al, 2018). By managing hardware and software transfers from consumers 

to skilled Service Suppliers, the newest era of clouds providers spanned the divide in computer 
technologies and abolished conventional systems limitations. Cloud storage is a current computer 

paradigm that proposes a new economic strategy for institutions to use in the lack of explicit capital. 

With clouds technology, all databases and software applications are turned into large data towers, 
making information delivery and administration ineffective (Ibrahim, I. M.et al, 2021). The 

traditional storing solution has fewer advantages and advantages than cloud storing, notably in terms 

of cost, flexibility, mobility, and applicability. Internet storage is defined as a service that manages 

and preserves information on the internet (Tian, Z., et al, 2019). 
That application may be found on the web. The visitor has the authority to save and retrieve 

documents from any website that uses the network. If the submitted documents are held on an 

outside computer by the provider business, the user can receive data digitally. Clouds storing 
solutions may be made available for businesses to use quickly and simply, but they are likely to be 

pricey. Because data retrieval through internet stores is slower than physically-backed, customers' 

information must still be backed up if cloud storing solutions are used (Wang, X. V, et al, 2017). 

With clouds storing, breaking information into tiny pieces and storing these in several places keeps 
the information safe; as such result, if information portions in one information facility or a disc are 

damaged, the data may have restarted using the left chunks. Information privacy is limited in clouds 

computers since data is stored at open in-service provider facilities (Xu, B, et al, 2017). Clouds 
technology makes the advantages more appealing than ever, but it equally brings with it a slew of 

new safety concerns for consumers' information. The primary security issue is that the whereabouts 

of the users' information are not monitored (Qi, Q, et al, 2019). It is risky to rely on a single service 
provider as information storage in internet technology. 

Contribution and organization of paper: 

 In this paper developed a security model for the cloud computing environment. The proposed model 

integrates the RAID for the security.  
 

1. The proposed model comprises of the encoder model ton increases the data security in the 

cloud environment. 
2. The proposed model comprises the parity metadata for the database management provision to 

the provider.  

3. In the developed encoder chunks parity is not stored within the single resources with the 
provision of the available information chunks.  

4. The constructed security architecture in the RAID layer increases the dependability of the 

data with the deployment of the RAID 10 deployment. The developed RAID-based encoder 

chunks exhibit improved efficiency for the higher uptime at a minimal cost.  
 

This present paper is organized as follows: In section 2 the research background for cloud computing 

is presented. The materials and methods involved are presented in section 3 is explained followed by 
the proposed architecture in section 4. The cloud security problem statement is presented in section 5 

followed by the description of the results. Finally, the overall conclusion with the proposed model is 

presented.  
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2. Research Background 
 

The cloud technology is considered as one of the advanced systems in the data storage system, the 

network is accessed to store the data in cloud system it can be accessed from any place in the world 
and at any time using the internet, as this process is made in the network some security concerns 

need to be checked and so few articles were considered for research are as follows, 

The researcher Ibrahim IM. (2021) stated that cloud computing provides huge resources it can be 
accessed only through the internet for using resources of cloud-like storage, application and other 

services that need to be managed and scheduled, the main idea of the scheduling is to minimize the 

time of loss, workload and so on, the author has given the idea of different task scheduling 

algorithms in cloud computing the comparative analysis is made with these scheduling algorithms. 
Wang XV (2017) made research on the recent cloud services like cloud manufacturing and cloud 

robotics are reviewed, the block-based integrations were developed to integrate with various types of 

manufacturing methods. The mechanism and frameworks were evaluated using both the machines 
and robotic applications, it is found that it provides a flexible structure of integrated methodology 

and is ubiquitous for cloud systems of manufacturing. 

Dong L  (2017) designed a pre-alarm system based on real-time monitoring using the internet of 
things and cloud storage. As IoT is an evolving technology that uses various sensors, the cloud is 

used to predict the state of the phreatic line based on the real-time monitoring process. In this 

system, the numerical simulation models are established to consider the predicted equations. The 

main solving method for the key parameters and the pre-alarm process is presented through a case 
study. It is proved that the pre-alarm system is an efficient and real-time platform for tailings dam 

stability while using IoT and cloud storage systems. 

Santamaria AF.  (2019) considered an IoT surveillance system based on a decentralized architecture, 
in this research the author proposed the novel based method to create decentralized architecture for 

managing the patrolling drones and cameras using the lightweight protocols in the IoT domain, 

hence it provides high scalability, feasibility, and security.  
Arunarani AR (2019) made a survey based on the task scheduling methods on cloud computing 

systems. In the cloud clients may use different visualized assets for each task, hence felt that the 

manual scheduling method will not suit and hence research were made on different task scheduling 

methods. In the proposed system the survey is taken for task scheduling methods with the metrics 
which is suitable for cloud environment, it studied various issues which are related to different 

scheduling process to overcome the limitations, in this paper the survey is made based on three 

perspectives like methods, applications and the parameters which are based on the measurements 
and the future issues related to cloud-based on scheduling were identified as the result of survey. 

 

3. Materials and Methods 
 

Every networking or equipment failure at the resource provider site causes information loss; 

however, information may be restored employing a dispersed integrity system and a Redundant 
Array of Inexpensive Disks (RAID) is a storing strategy that use multiple hard disks to store data 

and different method are used for storage are helps in achieving various levels of redundancies. 

(Dong, L., et al, 2017) Explored how you distribute information over many servers in a way that 

allows an adversary to disrupt just one connection. Within (Shankar, A., et al, 2021), the 
fundamentals of the RAID memory technique in clouds computer were covered namely mirroring 

combination, striping, parity technology, and duplexing, each level uses different algorithms to 

implement fault tolerance mechanisms. Since it is insufficient for ensuring personal secrecy with 
clouds computers, cryptography limits alone will not be able to meet the privacy requirements. The 

idea of disseminating knowledge across several clouds resource provider locations rather than a 

single main site was put out (Mezni, H., et al, 2018). Admissions level and user interaction level 
make up the cloud storage framework's architecture. The use of internet storage in conjunction with 

a personal server was considered. 
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Figure 1 cloud computing structure 

 

Figure 1 shows types of cloud computing, and different type of service provided by it. Security 

provided by cloud computing is because of nearby server or remote server. 

 (Lee, D., et al, 2018) Proposed internet storing to hide the complexity of equipment and 
programming from its administrators. The utility and feasibility of the Hadoop-based secret clouds 

storing system were investigated. Hadoop is the framework based on java that helps to manipulate 

data in the cloud, as cloud systems cannot manage a huge amount of data thus Hadoop can be used 
in the cloud to manage big data. Service Level Agreement (SLA) is introduced in (Mushtaq, M. F, et 

al, 2017) for a uniform baseline for service providers and consumers to ensure data security in cloud 

storing structures. The architecture to securely keep user data in public clouds or isolated clouds 
completed using cryptography (Peng, K, et al, 2018) is presented in (Liu, S., et al, 2019). The 

incorporation of the RAID in the redundant array applied over the independent disks comprises 

storing data in various places with the multiple hard disks. In case of the drive failure to secure data 

to improve redundancy and reliability. RAID is considered a standard level with the data striping in 
the block level between two or more independent disks and the performance of the parity disk 

evaluation. The evaluation demand for the storing parity data and redundancy. With the 

implementation and computation of the parity calculation, the datasets are retrieved in the disk when 
one or more array fails. With the appropriate mirroring, RAID is involved in the copy of data from 

one disk to another disk with the additional process in the available data from one place to another. 

The incorporation of the SLA agreement involved in contractual mechanism for holding the service 
providers for accountable and extraction of payment and penalties.  
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According to digital computer conceptions of environments of, the security issues in online storing 
were investigated. Its data load structure is shown in Figure 1, comprising the hosting computer as 

the client and the resource providers shown as SP1 to SPn. 

 

 
Figure 2: Framework for Cloud storage 

 

The above Figure 2 states the cloud storage framework, 

• The cloud data transmission process is intiated from the client side where client will sent the 

request by accessing the internet to the service provides whenever the client is in need of 
service. 

• The request will be received by the service provider through network as there are many 

 service providers the client can choose any of the providers to store huge amount of 

 data which will be easy to retrieve when it is needed. 

• In return a response will be sent to the client to use the resource provided by the  particular 
service provider as the whole process takes place with internet the security plays a big 

constrains. 

The clouds computer safety threats & issues, as well as proactive methods which a company may 
undertake to decrease potential risks and safeguard its assets. They've also gone through the 

advantages & disadvantages of clouds technology, as well as the areas where it may be used in 

informational security control. (Garikapati, P, et al, 2021). published a study in which they attempted 

to assess cybersecurity by first defining individual safety needs and then attempting to propose a 
feasible answer that removes these possible vulnerabilities. The study recommended the use of a 

Verified Third Party to ensure safety features in a virtual context (Zekri, M, et al, 2017), To assure 

the authenticity, authenticity, & secrecy of all related information & interactions, one suggested 
system uses encryption, especially Public Key Infrastructures working in conjunction with SSO and 

LDAP. SSO is a process wherein the authentication occurs by a user having the accessibility of 

multiple systems through a single login. LDAP is a process wherein the authentication of that 

protocol occurs by using an application that helps in receiving information from the server. This 
technology provides a horizontal degree of services and was accessible to all involved parties and 

creates a safety fabric that maintains critical confidence. 

(Arunarani, A. R, et al, 2019), warranted the significance and encouragement of safety in heritage 
scheme migrations, and they conducted an assessment of various strategies to safety in sky migratory 

procedures intending to identify the necessities, worries, prerequisites, facets, possibilities, and 

advantages of safety in heritage scheme migrations. (Shaw, S., et al, 2021).  offered a classification 
of safety concerns for Clouds Computer based on the SPI paradigm (SaaS, PaaS, and IaaS), 

highlighting the more common weaknesses in these platforms as well as the more common dangers 

reported in the research connected to Clouds Computation and its ecosystem. (Martín-Garín, A, et al, 

2018) provided an overview on clouds computer fundamentals and also safety challenges that arise 
while using clouds computers and public architecture. (Yan, H., et al, 2018) Offered a theoretical 

examination on information safety difficulties and problems in clouds computers, as well as a 

discussion on numerous safety problems and problems. 
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(Latchoumi, T. P, et al, 2019) Provided an overview of many safety challenges like confidence, 
secrecy, validity, cryptography, key distribution, and asset pooling, as well as the attempts done to 

address these difficulties. (Jiang, D. et al, 2020), Suggested a regulatory organization structure 

intending to resolve safety and transparency problems by building relationships between services 

suppliers and generating information about potential risks depending on existing assaults on similar 
services suppliers. The Governance Board was in charge of Information Centre management, 

Policies regulate, regulatory regulate, customer knowledge, efficiency assessment, solutions design, 

and incentive for the many institutions engaged. The pattern matching in the IDS system need to 
provide the appropriate signature scheme for the attack and malware environment. With the 

implementation of the pattern-matching in the IDS performance of system is decreased with the 

additional overhead in CPU, power and memory.  
 

3.1. Network Security 

 

Concerning providing goods, like digital trade, systems are becoming increasingly complicated. As a 
consequence, systems are becoming increasingly vulnerable to a variety of complicated safety 

assaults. The activity which is designed to protect the data's usability and integrity in the network is 

stated as network security, the effective security system protects the data from various threats which 
take place in the network. As most of the process is now takes place using the internet the protection 

of data is considered as the main schema, it might get exploited if not secured properly. Existing 

safety scheme reactions had also attained one's boundaries in terms of sensing and guarding against 
numerous internet backbone threats but since existing threats are distributed, digitalized, and smart, 

and these processes were also silent throughout reaction to connectivity assaults even though users 

were also restricted to becoming regional; since there is neither automatic vehicle, network-wide 

reaction to discovered assaults. Several shortcomings of present technologies highlight the need for a 
fresh era of technologies that are better suited to a fluid context. Developed a dynamic networking 

technique for dealing with all those needs that has some intriguing aspects, it is the network that gets 

changed with respect to time. The safety of computing networks is crucial for today's computing 
technologies. 

A variety more computer technologies are now being designed in an attempt to impose high degrees 

of security from harmful attacks. Because of the capacity to identify and block assaults by hostile 

network users, an Intrusion Detection System (IDS) is a network security method that is built for 
detecting vulnerability and lately has become a hot study issue. Regarding networking safety, a 

pattern-matched IDS was suggested. Routers may help meet the three basic objectives of networking 

safety: privacy, consistency, and resilience. Routers offer protection through implementing a safety 
rule to incoming frames, known as safety regulations. The applications raise the number of risks to 

database safety in firms and companies' day-to-day knowledge platforms concerning their everyday 

operations, putting them at greater risk of safety attacks. Established a complete networking 
protection strategy for an internet store that has experienced safety intrusions. 

 

3.2 Cloud Computing 

 
Cloud computing is a technology that uses the internet for storing and managing data on remote 

servers and then accessing data via the internet. ...  

Clouds computers are a concept for providing on-demand internet connectivity to common pools of 
customizable computer assets (e.g., networking, computers, storage, programs, and functions) that 

may be quickly supplied and delivered with no administration labor or resource operator contact. 

The National Institute of Standards and Technology (NIST) in the United States has offered this 
description National Institute Standards & Technology. Based to Wikipedia, cloud technology is the 

provision of computation as a service instead of a commodity, in which common facilities, 

programs, and data are made available to machines and different gadgets across the web. Everything 

which includes offering housed resources via the Web is referred to as clouds technology. Windows 
innovation enables internet suppliers to transform one computer into multiple virtualized computers 

rather than using a monolithic systems design. Cloud computing is the evolving technology that uses 

the internet for storing data and managing data on remote servers. 
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Its open clouds enable customers to connect the clouds via browser applications, it can be accessed 
from anywhere and at any time of requirement. There are four different types of cloud storage 

systems they are private, public, hybrid, and community cloud storage. Customers must pay only for 

the time they employ the product, which is known as compensation or pay peruse. This may be 

likened to the power grid that we have in our houses; the same principle holds. A group's corporate 
information facility hosts a proprietary computing operation. The key benefit is that safety, 

management, or updates are simpler to handle, and you have more authority on installation and 

usage. 
 

3.3 Cloud Storage Architecture 

 
The public ends or rear ends of a cloud’s computer platform can be separated. People were all linked 

to each other via a system, which is generally the computer. The cloud architecture is the process of 

connecting various technological components to build the cloud system, the resources of the cloud 

are pooled with virtualization and shared through the network. A user (user) gets a public side, while 
its rear end is the internet service. Both patient's machine and the interface needed to connect the 

clouds (Browser) are at the public side, while its rear completion contains clouds computers 

capabilities such as computation and information storing from numerous locations. The clouds 
computer systems design is depicted in Figure 3. 

 

 
Figure 3: Framework for cloud storage system 

 

The Framework of cloud storage system is shown in Figure 3, which is explained as follows, 

Step 1: The computer system or client is in the need of cloud service to store, retrieve or transmit 
 data from one point to the other. 

Step 2: There are many service providers like AWS, Google cloud, IBM and MS cloud system 

 thus the client can choose any of the service providers and if there is a need for cloud by  the 
client the request will be sent to the cloud by them. 

Step 3: Then in return the clients can access all process that are provided by them like data 

 storage, processing, transmission and so on. 
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The developed model uses the IaaS cloud Service provider for the data security in the cloud network. 
Clouds computers is a web business model in which consumers employ the web to obtain a variety 

of products through a Cloud service provider (CSP). Whenever a client connects to a service and 

begins using its capabilities. However, internet computing seems unconcerned with the safety of the 

data transferred. These were several stages at which a privacy violation might occur, compromising 
the accuracy of data. Figures 4 and 5 below show different degrees of safety risks in a virtual system. 

 

 
 

Figure 4: Security in Cloud computing in different levels 

 

The above figure 5 determines the different levels in security of cloud computing system, it consist 

of 5 levels  
 

Step 1: The first level is the network security as the entire process takes place in internet it begins 

 with it. 

Step 2: The next level is VM security refers to security solutions that are software-based and 
 designed to work within a virtualized IT environment. 

Step 3: Third level in cloud security is interface security system as the applications are created on 

 this layer. 
Step 4: The four level is Compliance in cloud is to complying to apply the rules and regulation for 

 cloud system. 

Step 5: The last state is privacy of cloud helps to reduce the risk of personal data during the 
 process of storing, retrieving, collecting, sharing the data through cloud. 

 

The structure of cloud security levels is stated in Figure 5 is explained as follows, 

 
Step 1: In cloud security the network security is the first level of the process it contains  authorized 

data sharing, Security protocols and information transmission. 

Step 2: Next level is VM security level it contains VM management, Virtualization and the VM 
 identifications. 

Step 3: Security interface is the third level in cloud security it consists of Admin interface, Secure 

 UI and Secure API. 
Step 4: Fourth level in cloud system of security it consists of following process namely audit, 

 service level agreement and the trust management. 

Step 5: The final and fifth level of cloud security is privacy system it consists of data privacy, 

 backup, and encryption techniques. 
 

Given a user's perspective, internet computer faces serious safety dangers; in fact, one may argue 

that security is the single significant downside of internet computer. The pooling of assets was 
arguably among the most serious safety concerns with the cloud’s computer concept. If personal or 

critical data was kept in a personal cloud, there is a far higher possibility that anyone may read it 

than most people think. Customers should only share their information or employ the internet 

company's technology if they are confident in these. 
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Figure 5: Cloud security levels 

 

 

4. Proposed Architecture 
 

These encoded chunks of communication, as well as the parity metadata connected to the dispersed 
knowledge, are stored on the knowledge database of the provider. That knowledge parity is not 

stored on a single resource provider's computer but is scattered across all available services providers 

to allow for a well actually of information using the available information chunks. Every information 

server on the services company's facilities would employ RAID layer architecture to improve the 
data dependability. Depending upon the effectiveness at many RAID levels, RAID 10 is a 

recommended RAID grade for deployment. The disk stripping is used for the process of data not 

chunks and hence it is separated across multiple disks. Although its syndicate all best advantages 
both striped & reflection, RAID 10 generates huge rows that good efficiency for many purposes & 

higher uptimes. RAID 10 has been theatrically gaining in adoption as hard drives get cheap shown in 

Figure 5. 
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Figure 6: Proposed 6 service provider system 

 
Figure 6 shows the proposed 6 Service Provider system is determined as follows, 

 

Step 1:  The process begins at the client side if the client requires cloud storage, then the request  will 

be sent from the client to the service provider. 
Step 2: There are many services provided the client need to select any of the services provided to 

 utilize the cloud service, they are stated as SP1, SP2, SP6. 

Step 3: Each service provider contains 3 set of disks like (A1, A2), (E1, E2) and (T1, T2) for SP1 
 similarly all other providers will contain similar storage disk. 

Site processes for business providers, as well as storing and servers’ processes regarding information 

storage, choose Raid level 10. Suppose if (Z) represents all initial information that the customer 
wishes to save on the internet. The cipher block (Z) is then broken into variation cipher pieces and 

decrypted to (Z') The dispersed equality approach is employed in this case. Because RAID 10 will be 

used, the data and fairness chunks were prohibited and displayed individually. SP1's data block A is 

split into two blocks, A1 and A2, and a mirrored duplicate is also placed. Similarly, the data and 
equal bans on the websites of further services providers are banned and mirrored. In the RAID 10 

packaging scheme shown in Figure 6, an even number of discs is needed.  

 

 
Figure 7: Storage system with 4 SP with RAID 
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Figure 7 determines the storage system with 4 SP with RAID is as follows, 

 

Step 1: The RAID 0 packaging scheme contains the even number of discs that is RAID 0 is 

 divided into two packages for storage purposes. 
Step 2:  The divided two packages of RAID 0 is again split into even numbers hence it has 

 four packages of RAID 1. 

Step 3: The separated RAID 1 package can be again divided and formed eight set of even 
 packages to store data, with 120 GB storage space, it will be helpful in storing large 

 amount of data. 

  
Every disc array has a replica disc array, which is a reflected version of the original. To apply RAID 

10, an estimate of 4 floppies is sought. Since double-disc keeps a mirroring duplicate all striping 

information, it can tolerate single disc failures. It is difficult to retrieve information with RAID 10 in 

event of a triple-disc loss. As a result, a balance system was included in our suggested design. The 
RAID 10 storing strategy is seen in Figure 8. Suppose the client information is shared across six 

services suppliers (SP1, SP2, SP3, SP4, SP5, and SP6). Tetrahedral stores the integrity knowledge 

(P) of storage blocks (A) recorded in SP1 with (B) recorded on SP2, whereas SP6 stores the integrity 
material (Q) for data blocks (C) recorded in SP4 and (D) written in SP5. The encryption of data takes 

place using the Advanced Encryption System [AES] method is a block cipher algorithm in which the 

data are divided into 128-bit chunks, the data will be converted using key ciphers after the process of 
encryption the data be joint together to form a ciphertext. The process of encryption plays a vital role 

in the security of data, in this proposed system the encrypted data will be scattered using the RAID 

method to provide well security for the cloud system. If any material in reference frames (A) from 

SP1 or (C) in SP4 is destroyed, material frames (A) or (C) can be rebuilt using other raw frames as 
illustrated in figure 8. 

 

 
Figure 8: 6 SP's and their parity scheme 

 

Figure 8 shows the 6 Service Providers and their scheme is stated below, 

Step 1:  The process begins at the client side if the client requires cloud storage, then the request  will 

be sent from the client to the service provider. 
Step 2: There are many services provided the client need to select any of the services provided to 

 utilize the cloud service, they are stated from A - F. 

Step 3: The original data is encrypted for the security purpose while accessing the cloud for 

 storage the encrypted data will be stored in the cloud. 
As a result, whenever a dual disc fails, its information may be successfully reconstructed using this 

integrity approach. The system is used to resolve equipment faults and information losses due to 
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networking difficulties at any services company's location. As a result, the suggested architect's 
dependability is guaranteed. Even if the system provider is genuine, a large number of malicious 

users will inevitably cause a safety issue. As a result, essential information such as health or 

economic information is exposed in an unprotected danger since cloud services company workers 

have direct contact with the stored information. The danger of a singular source of failures is 
generated by any singular services company's administration of computer capabilities as a service, 

and the breakdown can be generated through a variety of factors such as equipment, programming, 

or networking malfunction. Sometimes providers' trusted data is corrupted or lost, which has an 
impact on properly retrieving material. 

 

The effectiveness of internet store will be improved by: 

• Guaranteeing the safety of data saved in the internet store, & addressing the privacy problem 
by encryption the underlying information and then dynamically spreading the pieces among 

many services suppliers. 

• Using numerous internet store sources can achieve the principle of accessibility, where in no 

unique complete duplicate of the information remains in one place and only a fraction of 

sources is required to rebuild the information. 

• The symmetry system achieves the principle of dependability by allowing the program to 
accurately receive information even if any of the suppliers mistake or lose the provided 

information. 

 

5. Problem Statement 
 

One of the most important factors for assessing the susceptibility of a clouds computer system is the 
distribution methodology. According to the American Institute of Standardization and Technologies, 

there are three service methods (NIST). The three distribution methods are IaaS, PaaS, and SaaS. 

The IaaS service layer is billed on a per-use basis. Its clouds services company's specialized 
capabilities are pooled with customers for a price. The infrastructural needs are not linked to the 

users in this paradigm. Developers may simply shape their applications around the technology that is 

provided. Nevertheless, on that layer, it takes both the cloud's services supplier and the customer 
liable for the cloud's safety, creating this layer a divided danger paradigm. 

 Platform as a service (PaaS) refers to a concept in which a public services company offers both a 

programming environment and an operational system. It is a pay-per-use approach, similar to IaaS. It 

is one of the cloud computing models it is provided by third parties but the software and hardware 
tools can be accessed through the internet, thus the PaaS provider host the software and hardware 

applications into the cloud infrastructure. The PaaS is often employed by individuals who lack the 

necessary equipment. 
Infrastructure as a service (IaaS) in terms of how risk is distributed among the services supplier and 

the customer. An internet services supplier becomes primarily responsible regarding safety under 

this arrangement. This method of computing provides the following services namely compute, store, 

and utilize the resources of the network only when it is required.  
The ultimate distribution paradigm recommended by NIST and adopted by the market is SaaS. These 

internet services suppliers supply entire end-to-end capabilities in this architecture. It is usually an 

internet application or a system technology. It is mostly employed by customers who lack the time or 
skills to construct and manage complete cloud infrastructure. In this instance, the customer is just 

required for ensuring client privacy; the supplier of the service is liable for the remainder. SaaS 

allows the user to use cloud-based applications through the internet, it provides the solution based on 
software that is based on pay as you use from the service providers. 

To make the clouds computer systems work efficiently, various safety concerns that exist in each of 

the levels must be handled meticulously. This clouds computer concept could only be embraced & 

exploited in its fullest capacity if these safety issues are addressed. To aid address that, a unique 
strategy for coping against safety concerns has been presented for each of the service types 

separately as much as the public cloud overall. 
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6. Description for Security 
 

The following is the suggested safety architecture for maintaining the safety and validity of different 

clouds computer platforms. Below Service Level Safety: As a firm entering the clouds computer 
market, impose a stringent first licensing and certification procedure. The industry's history must be 

confirmed by searching the UDDI (Universal Description Discovery and integration) online register. 

x Keep an eye on the official watchlist: Allowing registries or untrustworthy services into the clouds 
from the start is a bad idea. The National Purchasing Regulation Agency, or PPRA, maintains a list 

of illegal bidders. Keep an eye on credit card theft and unwanted transactions or customers. Upon 

entering your card's address, an OTP will be issued to the associated cell phone amount. A clear 

specification of the Service Level Agreement (SLA) is required. At EACH tier, a POP-UP notice 
should be issued to a user in case event of a safety breach. Credentials for entry should be highly 

secured. Mechanisms for credentials exchange must be properly established. The API connections 

between IaaS and PaaS must be properly stated. Networking safety criteria such as data protection, 
consistency of data, privacy protection, reliability, and foreign denunciation must be met by the IaaS 

Safety Level. To validate the person attempting to obtain information on the IaaS level, robust 

identification and permission mechanisms should be employed. To avoid connection swapping 
assaults, any changes towards a clouds storage company's URL should be communicated to all 

internet users. At periodic intervals, perform vulnerabilities scans and setup audits for the IaaS layer. 

Recovery and preservation techniques must be implemented regularly. PaaS Safety Coat: Use a two-

stage authentication method to get access to PaaS applications. To prevent individuals or companies 
from exchanging account information. Improper behavior is detected by close monitoring. For a 

component of the SLA, identify people resources needs. The API connecting PaaS and SaaS must be 

described correctly. Comprehensive data safety and governance policies, as well as adherence 
monitoring, must be transparent. A layer of security for SaaS: Appropriate encrypting mechanisms 

are required to guarantee data secrecy. The user's mechanisms are designed or impersonating must 

be avoided. Information separation must be done with extreme caution. x All API requirements must 
be documented precisely. x Real-time POP-UP notice in the event of a safety incident. The following 

is a diagrammatic depiction of our prototype: 

 

The security model of the cloud exhibits significant performance in the SaaS layer with the user 
privacy and data corporate upon the cloud subscription. As the SaaS layer comprises of a huge 

amount of sensitive data those needs to be protected with sensitive information with an appropriate 

privacy scheme. With the use of PaaS layer responsible communication between the service provider 
and customer is developed. The PaaS layer in the network is responsible for the maintenance of the 

user access, record maintenance and records in the physical infrastructure. IaaS layer provides the 

heavy information maintenance to manage the cloud environment those need to be accessible easily.  

Figure 9 states the cloud computing security model the security of each model is checked, the step-
by-step explanation of the system is as follows, 

 

Step 1:  As the protection of each layer is important, the analysis is made for each layer of cloud- like 
IaaS, PaaS, and SaaS. 

Step 2: At first the IaaS is checked for the security constraints of data by employing robust 

 identification and permission mechanisms in the layer. 
Step 3: Next after determining the data protection in the IaaS layer the process moves to PaaS to 

 verify the security of this system, two-stage authentication mechanism is used. 

Step 4: The security of SaaS is analyzed using an encryption mechanism the security of data is 

 determined in this layer. 
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Figure 9: Cloud Computing Security Model 

 

 
Table 1. network security 

Factor Authentication Device Protections User Security 

20 5 120 

25.56 16.9 40.79133 

30 27.5 8.695652 

35.67 31.2 13.36922 

40.67 38.3 6.002279 

45.815 41.5 9.883754 

50.96 47.6 6.818182 

 

Table 1 shows, network security, in this table representation based on factor authentication, device 
protections and user security. 
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Figure 10. network security 

 

Figure 10 shows, network security, in this graphical representation based on factor authentication, 
device protections and user security. 

 

Table 2. encryption method 

Data size Time 

12.5 0.5 

20.3 1 

28.1 1.5 

35.9 2 

43.7 2.5 

51.5 3 

59.3 3.5 

 

Table 2 shows, encryption method, in this table representation based on data size and time. 
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Figure 11. encryption method 
 

Figure 11 shows, encryption method in this graphical representation based on data size and time. 

 

Table 3. cloud storage system 

File size Time Impression 

3.67 0.5 25.6 

15.78 1 32.8 

27.89 1.5 40 

40 2 47.2 

52.11 2.5 54.4 

64.22 3 61.6 

76.33 3.5 68.8 

 

Table 3 shows, cloud storage system, in this table representation based on file size, time and 
impression. 

 

 
Figure 12. cloud storage system 

Figure 12 shows, cloud storage system, in this graphical representation based on file size, time and 

impression. 

 

Table 4. traditional storing solution 

Drive Dropbox 

3.61 3.04 

3.86 2.67 

2.5 3.36 

99.2 34.3 

2.94 1.64 

1.56 1.12 

0.91 6.9 
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Table 4 shows, traditional storing solution, in this table representation based on, drive and dropbox. 
 

 
Figure 13. traditional storing solution 

 

Figure 13 shows, traditional storing solution in this graphical representation based on, drive and 
drobox. 

 

Table 5. task scheduling methods 

Processor Speed up 

12.5 25.6 

20.3 32.8 

28.1 40 

35.9 47.2 

43.7 54.4 

51.5 61.6 

59.3 68.8 

 

Table 5 shows, task scheduling methods, in this table representation based on processor and speed 
up. 

 

 
Figure 14. task scheduling methods 
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Figure 14 shows, task scheduling methods in this graphical representation based on processor and 
speed up. 

 

7. Discussions and Conclusion 
 

The suggested method encodes material and separates it into cipher pieces. The encryption pieces are 

then distributed throughout the available services company's websites. The decryption procedure 
would be carried out using this Advanced Encryption Standard (AES). AES is a cryptographic 

method that may be used to safeguard digital data. This technique was symmetrical in that it may 

apply both encrypting and decoding operations to user data. The encrypting system transforms client 

data to an unreadable version known as cipher-text, which may then be decrypted back into normal. 
This technique may be used with three different main ranges: (AES-256), (AES-192), or (AES-256) 

(AES-128). In addition to being employed as safety, the AES method may also be employed as 

exorbitant performance. Despite all of this, all software and hardware apps remain quicker. 
Rather than keeping the entire material at one particular phone company site, then the safety of the 

data may be assured by dispersing their operator's data across available services suppliers. Assume 

that consumer data (F) will be obtained from external resources. With a shared file arrangement, all 
of the information is kept on a single services provider. As a result, data will not be secure under this 

arrangement. According to the safety viewpoint, initial data (F) will be encoded to (F') and then split 

down into cipher components (A, B, C, and D) in the suggested design. Assume there are 4 public 

cloud providers to choose from SP1, SP2, SP3, and SP4. This encoded data was distributed across 
services providers, with the cipher component (A) being saved in SP1, (B) being stored on SP2, (C) 

being stored on SP3, and (D) being saved on SP4. The memory in the suggested design is RAID 10. 

Parts (A, B, C, and D) are stripes and duplicated as a result (A: A1, A2, B: B1, B2, C: C1, C2, D: 
D1, D2). 

It's vital to remember that data saved on a particular services supplier's system can be restored. 

Moreover, clouds services companies may work collectively to retrieve and restructure the 
information held by their clients. Both the decryption and transmission procedures are carried out in 

this suggested design, with the understanding that data reconstruction is difficult, even if a couple of 

service providers (A and B) or (C and D) plot against one other, making the suggested design secure. 

Information retrieval will be possible if the information saved on any storing media is duplicated, 
and is dependent on the speed of retrieval. The collected information influences the networking 

train's capacity. As a result, elevated internet links are used to access the data. 

Within that subject or clouds computer safety, here exist several real issues to be resolved. 
Consumers would stand in quandary about how or never are they using this cloud's computers 

paradigm with networking apps unless and until a strong answer was developed. As a result, our 

study has developed a safety paradigm that gives a resolution at both the macroeconomic and 

microscopic levels. It is a type of comprehensive safety solution which operates just on various 
distribution tiers as much as the entire network. As a result, it could offer a complete safety solution 

to address cloud services challenges. The following step is to put the concept that was developed and 

described in the previous article into reality. 
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