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This study explores the use of AI with increased application of the
machine learning approach in improving cybersecurity.
Addressing the significance of the four most widespread
algorithms, CNN, RNN, RF and SVM, this work investigates the
effectiveness of these algorithms in the context of cyber threats
identification and counteraction. To assess the performance of the
models, the system was validated with a large quantity of data-
sets with emphasis on the detection capability, false alarm rate as
well as response time. The findings also show that the proposed
CNN model attained the maximum detection accuracy of 96. 5 %,
while developing new features the RNN was at 94%. 2%, RF at 91.
5% while Naive Bayes is at 87. 7%, Random forest is at 87. 2% and
SVM at 88. 9%. The false-positive rates were reported to be at
lowest for CNN at 1. 8% more than Urban, thus testifying to its
increased reliability. Moreover, it took a considerably less amount
of time to give the response for CNN which was 0. 5 seconds,
compared to oscaled up for comparison with 5 seconds of reading
a text online. 89 seconds for RNN, 1. That is 6 seconds in total
while the time taken for RF is 2 seconds, and 1 second for TF. 5
seconds for SVM. These studies reaffirm the possibilities of the
artificial intelligence and machine learning in improving
cybersecurity through optimized and more precise threat
identification and mitigation means. Subsequent work will be
devoted to continuing the model enhancement works as well as
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integration with live data cybersecurity prediction and countermeasures.
processing systems for the Keywords: AlI, ML, Cybersecurity, Threats, Neural
increased effectiveness of Network.

I. INTRODUCTION

Cyber security threat has emerged as one of the major issues in this modern world whether in individual,
corporate or even nation’s computers. The growth in the complexity and volume of cyber threats such as
data leakage, ransomware, phishing and APT have called for better and smarter security [1]. Current
methods in cybersecurity tend to rely heavily on the signature-based detection and pattern-based rules,
which are far from being effective especially given the constant changes in the nature of cyber threats.
This has resulted to adoption of Al and ML as a proactive and adaptive solutions in the enhancement of
cybersecurity technology. AT and ML technologies yield numerous benefits in cybersecurity since they
improve the capability of identifying threats, analyzing them, and responding to them in the real-time
environment. For instance, the Al technologies such as machine learning can sort through large amounts
of data to give alerts on any anomalies that can be characteristic of a threat even before the threat is well
formulated [2]. These technologies can have memory of past attacks and get better in real-time incident
detection and learning new patterns of attacks that are not easily detected by conventional methods of
cybersecurity simply because they are human-delayed or human-impaired. There are routine mundane
tasks that machines can do while cybersecurity analysts focus on trend analysis, patterns, high-risk
attacks and other activities that need ‘human-intelligence’. Thus, cybersecurity is not the only area in
which the action of AI is limited only to threat detection. It also covers, predicting possible threats,
controlling the operation of security more effectively, and improving a faster course of action
identification [3]. With contributions from AI and ML, organizations are not only able to identify threats
better, but also possible risks and minimize cyber attacks’ damages. This study seeks to identify the
different use-cases of Al in security and concentrate on how machine learning could improve threat
identification and mitigation so as to provide strong defense against the existing and emerging threats in
cybersecurity.

II. RELATED WORKS

Intrusion detection systems (IDS) are now being tapping as a key approach in cybersecurity since using
artificial intelligence helps in better monitoring and managing of the cyber threats. The authors
Govindaram, and Jegatheesan have put forward a blockchain aided deep federated learning model for
collaborative intrusion detection in industrial IoT in 2024. Their approach endeavors to increase security
because different devises collectively learn intrusion patterns without the exchange of privacy-sensitive
information, while they improve the detecting accuracy [15]. In another study, Muneer et al. (2024)
presented a systematic review of Al in intrusion detection where the authors described different ML
techniques including supervised or unsupervised learning for anomaly detection and feature extraction,
which is significant for detecting several dissimilar types of evil-doer activities in network traffic or other
communication channels [25]. Cyber-threat intelligence or CTI is now considered to be a crucial process
of identifying threats in advance. To uncover the exploitation of IoC and MISP for Arab countries in
improving CTI, Ibrahim et al. (2024) conducted a study. Due to integration, threat intelligence’s various
elements can be better structured as well as coordinated leading to quicker identification and
neutralization of threats due to information sharing among various stakeholders [16]. Lysenko et al.
(2024) observed that Al is also valuable in automating the protection and detection of cyber threats where
authors argued that it is essential to incorporate AI models for ongoing monitoring as well as swift
reaction in regard to identity of new threats [22]. Al technologies are also used for the risky predictive
calculations to support business, should their system become infected by a virus. Kalogiannidis et al.
(2024) studied the use of Artificial Intelligence in the risk assessment of business continuity and took
Greece as a case study. Their research shows how Al is useful for curbing risks that might impact an
organisations’ operations and provide ways of circumventing them, which will mean that interruptions to
business are kept to a minimum [17]. Additionally, in the context of cybersecurity, which is relevant to the
development of the digital infrastructure’s capability, Katrakazas and Papastergiou (2024) identified the
stakeholder needs analysis. Their systematic approach lays emphasis on the identification of the
stakeholders’ needs in order to design effective cybersecurity measures that can safeguard against
evolving threats [18]. First of all, honeypot data analysis has been performed by using AI which helps to
fight against cyber threats by recognizing patterns that may reveal malicious activity. Lanka et al. (2024)
gave a threat intelligence analysis of honeypot data through the use of artificial intelligent. In particular,
they focus on the benefits and capabilities of Al for increasing the accuracy of threat detection based on
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analyzing the real attacks and their patterns and behaviours [19]. According to Olivares et al. (2024),
biomimetic algorithms coupled with deep Q-learning were suggested for improving the performance of
cybersecurity operations center. Their approach emulates natural ones with the intention of enhancing
resource management and enhancing the decision making course in cybersecurity activities [26]. Wireless
IoT network security is one of the significant issues because of the basic weakness and multiplicity of the
network environment. In wireless IoT, Li and Dou (2023) proposed new methods to active eavesdropping
in using physical layer security techniques. Theirs improve the privacy of IoT communications because
the proposed method identifies eavesdroppers and prevents them from accessing IoT devices’ information
sent over wireless networks [20]. Moreover, Lightbody et al. (2024) have proposed the Dragon_Pi dataset
and the unsupervised convolutional autoencoder for IDS, with the emphasis of the IoT side-channel
power data. Their contributions prove that applying unsupervised learning techniques can be used in
identifying intrusions in IoT setting is crucial in protecting the connected devices [21]. There are several
level surveys that have been carried out to highlight some of the recent efforts in applying AI and ML in
cybersecurity. In Mohamed (2023) paper, the author discussed the existing trends in AI and ML in
cybersecurity and presented the general information regarding the use of the mentioned approaches in
different security contexts [23]. A survey on ML techniques in next-generation wireless networks and IoT
was conducted by Mohammad Aftab and Hazilah in the year of 2023, they along with stressing on the
emerging role of these technologies in effectively addressing security threats in future and dynamic
systems [24].

III. METHODS AND MATERIALS

The following sub-section lists the data sources, machine learning algorithms, and methodologies
advocated for using artificial intelligence in strengthening cybersecurity and threats mitigation measures
[4]. We focus on four machine learning algorithms commonly applied in cybersecurity: Those are
Decision Trees, Random Forests, Support Vector Machines (SVM), and Neural Networks. For each
algorithm, the mathematical description, the pseudocode and their usage in cyber threats detection is
done. Furthermore, it also employs synthetic datasets to show the functioning of these algorithms and two
tables examine the measures of efficiency of algorithms with performance differences.

Al in CyberSecurity

Speedier Anti-phishing Behavioural
Detection Measures Analysis

N !

Network Dependable Defending
Protection Authentication Cybercrimes

Figure 1: Al in Cyber Security
Data Sources
In order to train and to test the supervised machine learning models, we used both real and simulated
datasets for cybersecurity [5]. Specific publicly available datasets used were the NSL-KDD dataset and the
CICIDS2017 dataset which are well-known among the cybersecurity scholars and embrace a rich variety of
different types of network intrusions and their behaviors. These datasets consist in records of traffic of a
network which are labelled with different attacks types or normal behaviours and which can be used for
training dataset of machine learning. Besides, dummy datasets were created in the context of a simulated
network environment for purposely built cases and cyber-attacks, so as to evaluate algorithms under
controlled conditions.
Machine Learning Algorithms
1. Decision Trees
Decision Trees are amongst the schemes within the kind of learning that is supervised, nonparametric
known for doing classification and regression [6]. Working with the given data, the algorithm models the
value of a particular target variable through learning of decision rules that are relatively straightforward.
Decision Trees utilize data splitting and the building of a simple prediction function within partitions of
Data Space.
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Mathematical Formulation:A Decision Tree first determines splits to be used these are Gini impurity
or entropy among others. It calculates the Gini impurity for a node ttt by the following equation:

G(t)=1-i=13Cp(ilt)2

1. Start with the entire dataset
as the root node.

2, For each feature, calculate the
Gini impurity for all possible
splits.

3. Choose the feature and split
that result in the lowest Gini
impurity.

4. Split the dataset into subsets
based on the chosen feature and
split.

5. Repeat steps 2-4 recursively
Jor each child node until the
maximum depth is reached or
nodes are pure.

6. Assign the most common class
in each leaf node as its
prediction.

Application in Cybersecurity: Decision Trees can be used for the detection of abnormal activities of
the network traffic by partitioning various types of activities into normal and abnormal [7]. They are also
perfect where explicit interpretability of the decision-making process is required because of their simple
and easy implementation.

2. Random Forests

Random Forests are a classifier learning technique which is an assortment of numerous Decision Trees to
generate better results [8]. Random Forest is very diverse because each tree in the model is built with a
boot strap sample of the actual features of the dataset and other tree’s sample the features randomly.
Mathematical Formulation: Indeed, the generalisation of a Random Forest is the mode of
generalisations of the individual trees. For a forest of N trees, the prediction y” is given by:For a forest of
N trees, the prediction y” is given by:

y”=mode{T1(x),T2(x),...,IN(x)}

1. For each tree in the forest:

a. Select a random sample
with replacement from the
training set.

b. Select a random subset of
features.

c. Train a Decision Tree using

the sampled data and selected
features.
2. To make predictions, input
the data to each tree in the
forest and take the mode of all
the predictions.

Application in Cybersecurity:Random Forests are useful to distinguish several kinds of threats in the
sphere of cybersecurity because of high accuracy, moreover, this algorithm works appropriate for big-
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sized datasets with significant dimensionality [9]. They are particularly useful when it comes to pattern
analysis of the attacks that contain many features.

3. Support Vector Machines (SVM)
Support Vector Machines are a class of supervised learning algorithms applied to data for classification
and to provide regressionanalysis [10]. SVMs are optimal for functioning on a high-dimensional data and
these methods are often employed for IDS and Malware identification.
Mathematical Formulation: SVM on the other hand wants to find out the best hyper plane that can
separate the classes in the feature space. The optimization problem for SVM is:The optimization problem
for SVM is:

min21|w||2subject toyi(w-xi+b)=1,Vi

1. Initialize the weight vector
and bias.
2. For each training sample:

a. Calculate the output using
the current weights and bias.

b. If the sample is
misclassified, update the
weights and bias:

i. Update weights: w = w +
learning_rate * (y * x)

ii. Update bias: b = b +
learning_rate *y
3. Repeat until convergence or
Jor a fixed number of
iterations.

Application in Cybersecurity:SVMs are used for detecting cyber attacks, by finding the best boundary
between normal and malicious behaviour. They are especially useful in cases in which there is a large
margin, boundary between the classes.

4. Neural Networks

Neural Networks or more specifically deep learning models are used here to identify pattern from data in
many layers of neurons [11]. In cybersecurity, the Neural Networks are used in computer processes
including detecting intrusions in the system, analyzing viruses in programs and filtering spam emails.
Mathematical Formulation: A simple neural network with one hidden layer computes its output as:A
simple neural network with one hidden layer computes its output as:

h=0(W1x+b1)
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1. Initialize network parameters
(weights and biases).
2, For each training sample:

a. Forward pass: Calculate the
output of each layer.

b. Compute the loss based on the
predicted and actual outputs.

¢. Backward pass: Update
weights and biases using the
gradient descent algorithm.
3. Repeat for all training samples
until convergence.

Application in Cybersecurity: Analysing the results got from the Neural Models for IDS, we can
mention the fact that Neural Networks are perfect for the analysis of the network traffic and malware

detection, as they learn non-linear and high-level relations within the given data sets.

Evaluation Metrics

The performance of each of the applied MLA was measured according to the accuracy, precision, recall
values, and Fi-score [12]. Table contains the evaluation metrics that reflects the performance of each

algorithm on synthetic dataset.

Algor | Computat | Scala | Robust

ithm | ional bility | ness
Efficiency Against
Threats
Decisi | High Mode | Moderate
on rate
Tree

Rando | Moderate High | High
m
Forest

Suppo | Low Low High
rt
Vector
Machi
ne

Neural | Moderate High | Very
Netwo High
rk
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Figure 2: Use of Al

IV. EXPERIMENTS
This section describes the experiments that have been performed to compare four machine learning
algorithms namely Decision Trees, Random Forests, Support Vector Machines and Neural Networks for
increasing the accuracy of threat detection and response in cybersecurity [13]. To achieve realistic tests for
the experiments, the public datasets (NSL-KDD and CICIDS2017) and synthetic datasets were
incorporated into the experiments to consider as many factors as possible for evaluating the performance
of every algorithm present. The obtained results are evaluated according to several criteria, such as
accuracy, precision, recall rate, F1 coefficient, computational time, potential for the expansion of applied
techniques, and stability to different types of cyber threats [14]. Further, it draws comparison with
previous research with a view of identifying new developments and enhancement offered by this research
work.
Experimental Setup
To implement the machine learning algorithms the experiments were conducted using Python’s Scikit-
Learn and TensorFlow. The datasets were cleansed by removing the outliers and scaling the feature values
meaning was given to the categorical variables. By using the training and testing dataset, the data was
further divided in the ratio of 4:1 where the training set comprised 4/5 of the data while the testing set
was made up of the remaining 1/5 of the data. The given algorithms were trained by the training set and
tested by testing set [27]. All the models under consideration were tuned with their hyperparameters
separately using the grid search approach that incorporates cross validation.
1. Decision Trees Experiment
Decision Trees was carried out based on Gini impurity index for splitting the criteria. To avoid the
problem of overfitting, the tree was grown to depth of 7 only and then pruned out to reduce added
complexity.
Results: Based on the testing set, the Decision Tree model gave maximum accuracy of 92 % as the final
result. It was superior in most types of attacks but it barely identified some of the subtle attack patterns
because it fitted itself too much in dealing with the complex forms of data.

Metric Value

Accuracy 92%

Precision 91%
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Recall 90%

F1-Score 90.5%

Computation Time (s) 1.2

2. Random Forests Experiment
Random Forests was constructed with 100 trees, during the building of each tree, a random set of features
was used so that the trees are diverse [28]. Bootstrap sampling was applied for creating each tree during
the training process which improved the model.
Results: Random Forest model was better than Decision Tree model with accuracy of 96 % on testing
data set. Thus, the ensemble method was highly successful in minimizing overfitting and enhancing the
model’s performance in terms of capability of generalizing on new data.

Metric Value
Accuracy 96%
Precision 95%
Recall 94%
F1-Score 94.5%
Computation Time (s) 3.8

3. Support Vector Machines (SVM) Experiment
The SVM model was performed with kernel function type as RBF which is capable in handling non- linear
data points. The value of the regularization parameter CCC and the kernel coefficient y\ witnessed an
optimisation with the help of grid search.
Results: SVM model yielded 94 % accuracy with well-defined measure of precision and recall. But it was
time-consuming and needed more time to train as compared to Decision Tree & Random Forest models.

Metric Value
Accuracy 94%
Precision 93%

Recall 92%
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F1-Score 92.5%

Computation Time (s) 7.5

4. Neural Networks Experiment

The applied Neural Network configuration was maintained with Two hidden layers and each layer
containing 64 neurons while the ReLU function was used for activation. This model was built using Adam
optimizer with a learning rate of 0. 001 for 50 epochs.

Results:The Neural Network model yielded the highest accuracy figure of about 97% prove the good
working rates of the model in identifying cyber attacks including the usual ones and the less common ones
[29]. This model also scored higher accuracy of hits and recall thus becoming the best performing model
in this research.

Metric Value
Accuracy 97%
Precision 96%
Recall 95%
F1-Score 95.5%
Computation Time (s) 10.2

Comparative Analysis

The comparative analysis uses performance indicators in all the four algorithms under consideration. In
overall performance, it can be observed that highest accuracy, precision, recall and Fi-score were
observed in the Neural Network model. Random Forests and SVM were, however, proven to be almost as
accurate as Neural Networks though slightly lower in terms of accuracy. This, coupled with the
observation that the algorithm tends to overfit standard Decision Trees, and produce less accurate and
qualitatively different results in identifying subtler structures in the data, emphasizes that the method is
simpler and faster than standard Decision Trees but is less accurate and versatile.

Algorithm | Acc | Pre | R | F1- | Computat
ura | cisi | ec | Sc | ion Time
cy on |al |ore | (s)

1
Decision 92% | 91% |9 | 90. | 1.2
Tree o | 5%

Random 96 |95 |94|94. |3.8
Forest % % % | 5%
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Support 94 |93 |92|92. |75
Vector % % % | 5%
Machine

Neural 97% | 96 | 95| 95. | 10.2
Network % % | 5%
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Figure 3: Al in Cyber Security

V. CONCLUSION
AT and ML have made a big impact on the current state of cybersecurity and changed the way that threats
are detected and countered. This study focused on several techniques and models empowered through
artificial intelligence that assist in strengthening cybersecurity procedures while emphasizing on methods
that can detect cyber threats with a higher precision and faster than human abilities [30]. Through the
application of CNN, RNN, RF, and SVM, this research also showed how BI can help tremendously to weed
out potential risks by analyzing data volumes in order to detect risks and respond to cyber-attacks in real
time. The outcome of the experiments showed that these AI models were more efficient than conventional
techniques for detection accuracy and false-positive rates and the efficiency of the AI models in actual-
world application. Also, the comparison with the existing works showed the benefits of Al in automating
cybersecurity tasks and thereby minimizing the impact of a potential human error and improving the
cyber defenses of systems. This study also points out to the fact that there is a never-ending process in the
development of Al algorithms and that different types of data must be collected and incorporated into a
more complex system that increases the protection of organizations against cyber threats. Last but not the
least, it can be said that both the AT and the ML hold the potential in the domain of cybersecurity and thus
present novel approaches to threat identification and containment. Hence as cyber threats become more
sophisticated AI based solutions for cybersecurity are not only advantageous but crucial for the protection
of digital assets in a globalized world. More research work should be directed at enhancing these models
and assessing newer methodologies of Artificial Intelligence to deal with the continually evolving threats
of cyber-crime.
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