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Abstract: In mobile multihop relay (MMR) networks, Relay
multicast rekeying algorithm (RMRA) is meant to emsigecure
multicast communication and selective updating eykin MMR
networks. However, in RMRA, the rekeying is carriegt after a
specific interval of time, which cannot ensure thecurity for
multicast communication on joining the member. $ety the
rekeying scheme generates a huge communicatiorhesgron the
serving multihop relay base station (MR-BS) on fegjujoining of
members. Lastly, there is nothing about when a neenetft the group
communication. Thus, the rekeying scheme of RMR/As fil provide
forward and backward secrecy and also is not sigaldlo solve this
problem, an improved rekeying scheme based on bastidg a new
seed value on joining and leaving of a member fodating the
ongoing key management is proposed. The propodesher solves
the issue of forward and backward secrecy and théalsility in a
very simplified way. The forward and backward segreof the
proposed scheme has been extensively validatedrbyaf method
using rank theorem. Furthermore, mathematical @gion showed
that the proposed scheme out-performed the RMRAeims of
communication cost and complexity.
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1. Introduction

Multicast services in MMR network is an efficienhda
power saving mechanism which also facilitates
subscribers with strong protection from theft ofvsee by
encrypting the broadcast connections within
subscribers, and the serving multihop relay basdiost
(MR-BS). This strong protection
confidentiality, authenticity and the integrity ofessages
delivered within the group members[1-3]. Securifythese
multicast communications usually depends on seguoaip
communications, which require privacy for particima and
access control at the multicast server. In ordemn&ure secure
communication within the group, several secret keyst be
shared and updated periodically in that group. MRgeds to
unicast or broadcast the keys with specific pewbddime to

th

th

is in the shape o

.unimas.my

have the key with an active lifetime. Thus, segusta critical
issue, especially for stock option bidding, pay peaw TV
broadcasting, and video conferencing kinds of appithn.
Those emerging applications usually depend on segroup
communications, which require privacy for particima and
access control at the group communicator server [5]
For secure group communication, rekeying mechanism
must be efficient enough that the leaving or jogin
member cannot derive the future and past shared key
maintain forward secrecy and backward secrecy
respectively. However, most of the algorithms bgwding
these secrecies, they do not care the issue oflsti&y.
Therefore, for a dynamic group in which the membigrs
changes frequently, the rekeying algorithm is &icaii factor
in overall service efficiency; it should guarantémward
secrecy and backward secrecy; on the other haadeiteying
algorithm should be scalable to a large group. thallenge
of a secure multicast service in MMR networks isptovide
an efficient rekeying method for controlling accets a
group and its communications that can ensure theess of
secrecies and scalability [6, 7].
Secure group communication is one of the emergpics in
the recent network technologies. During the last years,
several protocols have been proposed to counteraltiowe
Shallenges. For instance, the initial works forusecmulticast
and broadcast communication are [8-9]. Later, lalgikey
%ierarchy (LKH) [10, 11] and one-way function tré@FT)
L12] were proposed. Several other protocol wereppsed
ased on OFT and LKH [11, 13-15]. However, all thes
schemes were centralized and have the issues wfarfor
secrecy, backward secrecy and the scalability [&oup
communication for WIMAX networks recently gained
popularity, especially for MMR networks (e.g. smaytid
applications) [16-18]. Multicast and broadcast yakeg
algorithm (MBRA) is the primary scheme proposed by the
standard to ensure the secure group communication i

maintain the key's secrecy and to ensure the secwiegle hop networks [4, 19]. However, several asa$y[1,

communication [4]. The group communication can b
compromised by any adversary through the compraimis
group members. The compromised group members may
necessarily be the part of group communicatiornattime of
attack; it may be the member who left the groupl still they

8, 20-22] showed that the scheme fails to proviie main
group communication properties, i.e. forward segrec
BAckward secrecy and the scalability. To addressatiove
issues, ELAPSE (Efficient sub-Linear rekeying Ali¢fom
with Perfect Secrecy) has been proposed [1, 5, RBAPSE
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is proposed to counter the weaknesses of MBRA, i.wiorks as decode and forward and has the capabilite
forward secrecy, backward secrecy and the scafgbili generate the relevant secure group keys. In thidemseveral
can be visualized that no doubt the ELAPSE caN-RSs join together to form a group. These groups loe at
successfully counter the MBRA issues but still #sueme single hop or at multihop. For the single and rholi, MR-BS
is not scalable as when the group increases, nurober and N-RS is responsible for initiating and managimg group
unicast and multicast increases, and even if thelee of COMMunication respectively. For group communicatitwo
groups increases, the unicast and multicast messadiferent kinds of keys are used: group key endoyptkey
increases. Secondly, if applied to multihop, thenptexity (CKEK) and group traffic encryption key (GTEK). GKEs
in terms of communication costs will be increaséq. [ used to encrypt/decrypt the group commun|catlpn,!le_4vh
Thus, the scheme is not suitable for the scenanibere GKEK. is used to encrypt/decrypt the GTEK. _A.L|feems
nodes join and leave frequently at multihop netvsork specified for both the keys, thus the keys will iexpafter

n 24l | d K t h specific period of time. Normally, N-RS may get thmtial
n [24], layered group key management scheme w EK by using key-request and key-response messages

illustrated; this scheme had the capabilities tanter the 1o 5g2nd N-RS updates and distributes these keiys two
forward secrecy and the backward secrecy and hes Wgferent key update command messages: GKEK upatie
capabilities to work for mobile multihop WIMAX netwks. 544 GTEK update mode. Intermittently, MR-BS unictist
However, the protocol is complex and less scaldlle]. ey update command message for GKEK update modadio
RMRA is proposed by the standard to ensure the @row-RS in each group. The message contains the ne®@KGK
communication and to enhance the scalability as theécrypted with the key encrypted key (KEK), whishderived
scheme works for mobile multihop relay networks 20].  from the authorization key (AK) established during
However, analysis shows that the scheme no doutiires authentication procedures. Later, MR-BS multicdst key
secure group communication and enhances the netwamidate command message for GTEK update mode, which
coverage, but the scheme fails to address the sssfie contains the recent GTEK encrypted with the comwading
forward secrecy and backward secrecy, and also tR&EK. The complete protocol can be specified a®val

scheme is centralized, which means still all theijmg and \R-BS------- N-RS: (GKEK)ex

leaving members needs to works under the supervisio MR-BS------- N-RS: (GTEK)skex

MR-BS [26]. This scheme is derivative of MBRA for
multihop networks. Thus, the scheme is not suitdble
dynamic traffic networks, where frequent nodes jan
leave the networks [5, 21].

Thus, based on above discussion, it can concludet t
literature on secure multicast and broadcast dlgorare very
scares for MMR networks having three security fesgui.e.
forward secrecy, backward secrecy and the scalahihider
one roof. So, a rekeying algorithm is needed thatfalfill the
security requirements of the emerging relay basgdarks. In
this paper, we proposed secure and efficient diged relay
based rekeying algorithm (SEDRRA) to ensure theesgc
properties in a fewer complex and scalable wayhis paper,
the comparison is carried out with the baselinetqua i.e.
RMRA as up till now there is no other protocol pospd. To
the author knowledge, this is the first time vexyemsive and
exhaustive work has been done in this research area 2.2 Problem formulation

The rest of the paper is organized as follows. fide section Group communication is carried out using a tradaiomethod
describes the network model and problem formulationof sending the key request and receiving the kepamse
Section 3 demonstrates the proposed SEDRRA rekeyingessages. However, critical issues arise oncenitesato the
protocol. Section 4 discusses the performance stadyugh matter of rekeying of an algorithm. Rekeying algur must
formal analysis. Section 5 discusses the performastady be competent enough to deal with the problem oWwéod
through mathematical analysis. In final section, se&iclude secrecy, backward secrecy and the scalability. MBRA

Ml\»BS

Figure 1. Network model

the paper. ELAPSE and the RMRA had been proposed to couner th
. above secrecy issues. MBRA and ELAPSE is for siigip
2. Network Model and Problem Formulation while RMRA is for MMR networks. However, MBRA and
2.1 MMR network model RMRA have been proposed by the MMR WiMAX networks

Figure 1 shows the considered MMR network modebfoup ~ Standard [4]. If we evaluate MBRA and RMRA, it dam seen
communication. The network model consists of MR-@gl that two problems with these protocol exists. Kirsthese
non-transparent relay stations (N-RS) [27-29]. Bhé&RS protocols are not scalable as they still need foash to each
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N-RS, and any rekeying algorithm depending on wsticaexpiration of its lifetime. At a single hop, if amew N-RS

methods is not scalable. Secondly, these protodolsnot
address the issue of backward and forward sechedkie case
of member joining, when a new member receives tireent
GTEK, it can decrypt all previous messages thatewe
multicast during the lifetime of the same GTEK e case of
member leaving, there is nothing in this prototalttprevents
a leaving SS from receiving the next GKEK and dpting the
next GTEK.

In ELAPSE, they use the concept of sub- groupings&$hat
the GKEK will not be maintained via unicasting taividual
SS, but via broadcasting to sub- groups. Duringdhméng of a
member, ELAPSE have the case of multi-joins, anthduhe
multi-joins, the GTEK is not updated immediately, there is
sometimes where the joining member can guessrigopis
keys thus can limit the capabilities of backwardreey. The
scheme runs in O (log n) message complexity. Batithalso
not scalable for large value of n, and the scheamnat be
implemented for the multihop networks [7]

In this paper, SEDRRA, an alternative to the MBRA
ELAPSE and the RMRA, is proposed. SEDRRA is mor
efficient alternatives that ensure forward secreayd
backward secrecy. The proposed scheme had
communication cost thus is scalable. The proposbérse
can be applied to any MMR networks, especially LAE-
smart grid communication and the MMR WiMAX
networks. However, this scheme is validated based «
MMR WiMAX networks.

3. Proposed SEDRRA Rekeying Protocol

To countermeasure the above-mentioned flaws, SEDRIRA
secure multicast and broadcast services is proposbid
proposed scheme provides backward secrecy and rirwi
secrecy in a very powerful way with a very less ptar
environment. SEDRRA protocol is illustrated inuig 2.

N-RS - MR- BS:|Ryz_gs| Ry_rs| AKID|SAID

le

joins the group, MR-BS transmit GKEK encrypted bEKto
the requesting N- RS on unicast connection. SegoMiR-BS
broadcast new seed® $or rekeying the existing rekeying
Kcheme. This seed®Ss encrypted by the updated GTEK.
Based on this seed, the entire participating memideupdate
their rekeying scheme.

The detailed conceptual design for SEDRRA schenmes i
MMR WIMAX is shown in appendix A and the complete
pseudo code for SEDRRA rekeying protocol is shawfigure

3. When any N-RS needs to initiate the multicast lamvadcast
services, it will send the key request for GKEK aB@EK
from MR-BS. MR-BS will respond with the keys anceith
lifetimes using key response message.

Once N-RS achieved the traffic keying parametessmfiMR-
BS, it needs to update GKEK. This updating is orgsw.e.
the client N-RS need to update the GKEK periodjca# they
previously shared the valid AK.

Algorithm 1: SEDRRA rekeying Algorithm

SEDRRA Protocol ()
{
Snd key-request (GKEK & GTEK)
GET key-response (GKEK kex) & GTEK [cxek])
It
GKEK or GTEK is near to expire
{
Snd GKUC-GKEK
GET GEUC-GTEK

}

1
2
3
4
5
6
7
8
9

10
11
12
13
14 }

Else if
GKEK or GTEK is expired
Resnd key-request (GKEK & GTEK)

MR-BS - N - RS :|R,rss|R_rs| GKEK |LIFETIME

N-RS - MR-BS:[GKEK,,]"

KEK;

b
GKEK i

MR -BS - N - RS, :[GTEK x+j]

MR -BS - N - RS, :[S"]ZTEK "

Where ‘u’ stands for unicast, ‘b’ stands for broastc ‘p’, ‘i’
& 'j’ are the integer

Figure2. SEDRRA protocol
According to this protocol, N-RS first send the keguest for

Figure 3. Pseudo code for SEDRRA rekeying algorithm

Once GTEK life time approaches its maximum limif[ EX
Grace Time starts and causes MR-BS to transmit GKUC

message for GTEK. This new GTEK is encrypted wiik t
latest updated GKEK that was previously transmitbgdthe
requesting N-RS. However, both updating is doneuthn
(GKUC) message using unicast connection. Duringseh
updating, if at any time, either N-RS cannot sdrelGKUC to

update GKEK or received any GKUC to update GTEKnfro
MR-BS, N-RS needs to send the key request agais.iJldue
to the reason that, if MR-BS does not receive ai§UG
message for GKEK from N-RS after specific periodiofe, it

GKEK and GTEK by transmitting random numbers, Akdan will remove N-RS from the list and consider as tet Group.

SAID. In response, MR-BS transmits with GKEK, GTE#th

At the Multihop level, any N-RS joins the groupwill follow

their lifetimes. Once N-RS receives and installegse keys, it the same procedure to attain the GKBKd GTEK with their

Command (GKUC) for GKEK periodically for the exgin
of its lifetime. However, to update the refreshetiEK, MR-
BS transmits GKUC for GTEK periodically before the

Existing N-RS is now responsible to transmit GKUE@ssage
for GTEK on behalf of MR-BS. Existing N-RS will badcast
the seed Sfor the participating member to rekey their exigti
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rekeying scheme. Later, all the members will upddieir GKUC message to update GTEK. This GTEK will be
keying table. Like above, at any time, if both 8e§ N-RS  encrypted by the latest updated GKEK sent by theirjg
and N-R$ cannot send the GKUC to update their respectii@ember. Thus joining member will decrypt GTEK withe
keys, N-R$ will remove all the credentials of N-R&fter the |atest GKEK from its table to continue availing thrulticast
expiration of lifetimes from the list and consides left the and broadcast services. At a single hop, if any NeRS joins
GrOl_Jp. N-R_S needs to send the key request again to make g group, MR-BS transmit GKEK encrypted by KEK tte
service available. requesting N-RS on unicast connection. Secondly,-B&R
3.1 Secrecy management broadcast new seed® $or rekeying the existing rekeying

i P
The detailed forward and backward secrecy manageméfneme. This seed”Ss encrypted by the updated GTEK.
procedures for SEDRRA protocols are discussed i@ t|1§ased on this seed, the entire participating memileupdate
following sub-sections. their rekeying scheme. At the Multihop level, anyR$ joins

the group; it will follow the same procedure toaait the
3.1.1Backward Secrecy Management GKEK and GTEK with their lifetimes from the exisgiriN-RS
The figure 4 shows the complete pseudo code fokvmawl on unicast connection. Existing N-RS is now resjiasto
secrecy-SEDRRA rekeying protocol. In the backwardrecy transmit GKUC message for GTEK on behalf of MR-BS.
(BS) management, if any new member wants to avail tExisting N-RS will broadcast the seell r the participating
multicast services, it needs to follow the SEDRRAtpcol to member to rekey their existing rekeying schemeelL all the

obtain the keying parameters. members will update their keying table. Thus joinmember
cannot guess the past communication which shows thiga
Algorithm 2: BS-SEDRRA rekeying Algorithm SEDRRA protocol support backward secrecy.
}’ Backward Secrecy 3.1.2 Forward Secrecy Management
N { //NRS joins the Group The figure 5 shows thg complete pseudo code fowefat
4 Newloin O secrecy-SEDRRA rekeying protocol.
5 { Algorithm 3: FS-SEDRRA rekeying algorithm
6 /’single hop level 1 Forward Secrecy
7 If (Hop==1) 2 g
8 { 3 Relay Leave (N-RS,)
9 Snd key-request (GKEK & GTEK) 4 ¢ : -
10 Rec key-response ((GKEK ke & GTEK 5 I
1 rexex) 6 GKEK lifetime approaches its max. Limit
12 Rec Seed ;
13 Update rekevying scheme 7 {
14 Initiate updating key 8 N-RS is expecting GKUC for GKEK
15 } o ¥
16 //Multihop Level 10 Elseif
17 Else if 11 GKEK lifetime expired
18 If(Hop = 1) 12 {
19 { 13 Considered as Leave the Group
20 GET key-request (GKEK & GTEK) 14 Removwal of credential from the table
21 Generate (GKEK per amsyy & GTEK 15 Rec/Snd Seed
22 rcrEEp) 16 Update (rekeying)
23 Snd key-response with their lifetimes 17 Updates table ()
24 Rec/Snd Seed 18 }
25 Update (rekevying) 19 }
26 updating keys 20 1}
1 : Figure5. Pseudo code for FS-SEDRRA rekeying algorithm

Figure 4. Pseudo code for BS-SEDRRA rekeying algorithm!n the forward secrecy (BS) management, it is assuthat

. . . any N-R§ is already joined to the existing N-RS, and now it
Once it received keying parameters from the MR-B8eeds wants to leave the group. The reasons for leattieggroup

to update GKEK periodically before the lifetime apgaches may be due to non-updating the keying parametera &ither
maximum limits. Joining member intermitte_nt!y_ trants  gjges or intentionally leaving the group. Suppd¥eRS, is
GKUC message to update GKEK. As long as joining &M |eaying the group due to non-updating of keyincapaaters, at
update GKEK periodically, both entities necessatifydate this moment, existing N-RS is expecting GKUC messtuy
their tables. Once the Grace Timeout value for GTEIGKEK from N-RS. If there is no GKUC message within the
approaches its maximum limits, the MR-BS will tranis GKEK lifetime, existing N-RS will wait until the GEK
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lifetime is expired. Once GKEK lifetime is expirednd
existing N-RS hasn't received any GKUC messageufsaill
remove all of its credential from the table and sidered as
left the group. Existing N-RS will broadcast thede' for the
participating members to rekey their existing rekgyscheme.
Later, all the members will update their keyingl¢éabrhus
leaving member cannot guess the future communitatitch
shows that the SEDRRA protocol support forward egger

4. Formal Analysis

No doubt that group communication protocol intwétivclaims

the immunity against forward secrecy and backwattecy,

but the formal analysis and verification is ondhef competent
methods to analyze either the protocols really ggsssuch
secrecy properties. Normally, the formal analysisneant to
express the protocol as an algebraic theorem tdyvdre

secrecy properties i.e. forward secrecy and baakwacrecy
of group communication in MMR WiMAX network. In oed

to utilize the theorem proving technique,
communication protocols need to be modeled in tugcal

and formal way. In this paper, formal analysis blasa rank
theorem is carried out to analyze the possessisarfesecrecy
properties in the proposed SEDRRA protocol as coathto
the baseline RMRA group key protocol [30]. Both tpapls

are modeled and verified with respect to forward backward
secrecy.

4.1 Formal analysis of SEDRRA protocol

In this section, rank theorem based on formal teglen is
carried out to verify the secrecy properties of ugrokey
protocol. Rank theorem utilizes the rank functionmap facts
related to given protocol into ranks. This rank Ipasitive,
negative or zero value. The complete descriptionbmfound
in [30].The initial step is to introduce the basionceptual
notations, which will be used to model and proaf pinoposed
protocols. In the second step, proposed protocadls he

precisely defined as well as modeled in a formal/ wath

respect to the rank theorem and their secrecy propkhe key
purpose is to map the rank function between theobéacts
with the sets of integers. The set of facts incidlee protocol
events, protocol execution traces and the secnapepty.

4.2 Basic notations
Basic notations are given in Table 1.

Table 1. Basic notations

Kawi | Group key generated for the group;Gand is utilized at any time
in the future, AZ Gui = Kaui € S.

Keti | Group key generated and is utilized in pasg & = Kati €S.

T Set of all possible traces,

the group
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Ko Set of initial knowledge of the adversary, such thac M. Thus
there is no secret in this knowledge. Or it carsdid thattt, € M
‘MeES=m=¢Kq

K Set of knowledge of the adversary. The adversagrages this
set by executing E. It starts withy Bnd E, and then by executirjg
sequences of E, it upgrades this knowledgeckK and K< M.

K Set of knowledge of a user who was the membereftoup in
the past but currently neither he is not a membercan he access
to the secret keys of current groug.[KK = @.

Kb Set of knowledge of a user who may be the prospectser in
future. But currently he is neither a member nat aacess to the
secret keys of current groupbK K = @.

G, Current group,

4.3 Forward secrecy

Definition: For any current group (Gand an adversary A,
where A€ G; and A knows I If A compromised the
Kekexxi Of Pat, such that it follows the condition of current
group session key, there will be not a single tradhat A
can perform to attain thedgexx. to decrypt ksrekxn.i for G,
to access the future communication.

A € G =-3t € T: Kgkekxi =1(E, M) wherei>0
This can be expressed as
Sﬁf(SEDRRA) VnE€S,AEG =>-3It€T:1 (E, M) —m
$1 seprray= (KU Kf) N S =@
Theorem:Vy, € K, pg m)>0 = Gt|=$¢ (seprrayWhere m =t
(E, M) andt €T
Assumption: m € K, pg (m) =0
Pr oof:

me K and m¢ Kq €)
VnEM, me S=>m¢e K, (b)
VnEM, mé&Ky=>meS (c)
me Ko = pg(m) >0 (d)
m ¢ Ko, M€ S= pg (M) =0 (e)
meSandnmg Ko=>3teT:1(E,M)—>m ()]

Ate T: 1t (E, M) > m= pg(m) =0 (9)
ITeT:t1(E,M)>m=>meS (h)

By substituting the equation (h) f&seorra)
- (AteT:1(E,M)->m)=>meS

- (MeES)=> meS

m¢ S=> meS

pg(m) =0= = Sﬁf(SEDRRA)

ps(m) =0 = Gt|= Sﬁf(SEDRRA)

According to the theorem, for all the messages lleking to
the set of knowledge of adversary, adversary upgadis
knowledge by executing events. The adversary tegighe

M Sets of all possible messages that transmit arelveeduring the .
execution of group key protocols update_s by the primary set of knowledgeakd the e_vents. By
U a legitimate user executing a series of events, adversary updaténawledge.
S Sets of all secret messages=M. These messages are hidden It can be said that (K& K and K £ M). For the protocol to
from the adversary. satisfy a forward secrecy propetfy Gt|=$; protocol needs to
A Adversary or intruder intai it k for th fateth
E Set of all possible events, (join or leave) maintain a pO_S|_'V6 rank for the messages gene yetne
K. | Group key generated for the current Sessiof. &t = Kg € S adversary. This is due to the reason that accondirthe rank

function rule, adversary primary knowledge mustohgl to
positive rank. Secondly, only positive rank candemerated
from positive ranks. It needs to be ensured thatenof the
legitimate participant should generate anything -positive
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rank to the system. To proof the theorem, it isuassd that
there exist some messages that belong to the $éeibefledge
of adversary. Adversary sequentially upgradeskhmvledge.
Secondly, it is assumed that these messages btoagero
rank. Zero rank messages belong to the set oftsewresages
that shared between the members and the servemdsdt
belongs to the set of all group keys that were gaad from
the previous group. If the forward secrecy propgi;gyEDRRA)
is correct for the SEDRRA protocol with these agstioms,
which shows that Gt|=f; in this theorem. Thus for the
SEDRRA protocol to hold the forward secrecy propeft,
need to be invalid with this assumptions so thégt ¢t
According to equation (a) it is clear that zerokraannot be
generated by the primary knowledge of adversary.alf
message belongs to an updated set of knowledgévefsary,
then it is for sure not from the initial knowledgd the
adversary. Based on equation (a), equation (bpeateduced.
It states that for all the messages that belontdcsets of all
messages, if these messages belong to secret meslsag for
sure, it does not belong to the set of primary Kedge of
adversary. Equation (d) shows that if the messagens to
primary knowledge of adversary, it must have pesitiank.
From equations (a-d) it can be deduced that if ssage
doesn’t belongs to a primary knowledge of adversarmust
not have positive rank. Thus it has either zerd @nnegative
rank. According to the rank rule, a system canrenegate
negative rank, which means that it is definitelyozeank as
illustrated in equation (e). Thus from the equalfifrit can be
seen that if the message belongs to the set oftsexssages,
which indicates that there are at least some traxiss, which
basically belongs to all possible traces. Such ttatmessage
m is derived by the trace by executing the setsvehts E on
the sets of all possible messages M. By comparin@t@ons
(e) and (f) equation (g) can be obtained. If equmatfh) is

194
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m e K, pg (m) =0

The proof of the theorem is same as discussed riwvafol
secrecy. Thus from the above analysis, it can be eat the
proposed SEDRRA protocol exhibits both secrecy eriigs,
whereas the current RMRA scheme lacks these piepert

5. Mathematical Analysis

In this mathematical analysis, comparison of comgation
cost for both SEDRRA and RMRA rekeying schemes is
derived. The communication cost of a single hopMiMR
WIMAX network involves three types of communication
procedures within the joining/leaving N-RS and MRB-Brhe
processes include key request and key responsedidram
MR-BS, GKUC for GKEK and GKUC for GTEK. To
calculate the statistics of total messages, MR-HEbe taken
as the point of reference i.e. the total of messagnt from
MR-BS is used to gauge the efficiency.

During this mathematical analysis, it is assunted t

1. The total communication will be calculated duringeo
group key session. One group session key will lastd
the key used to decrypt the multicast communication
remains alive.

The lifetime of GKEK have six (6) iteration of upda
command or in case of RMRA it is six (6) iteratiofos
GTEK. After this iteration, group session key wble
updated and GKUC is distributed for the new groey k
session. This “6” iterations is taken as random.

Once relays are joined to any hop, it will remaimgd for
multihop and the messages are summed up for adl. hop

At least six (6) relays join to each hop to caltalshe
communication cost at multihop level.

The number six (6) is taken as random

The total communication cost (c) can be definecdpyation 1
discussed in [31]. The communication cost is cal@d in

3.

4,

substituted in forward secrecy propefiy it can be seen that terms of unicast and multicast messages when anybere

with this assumption, forward secrecy is invalid 8EDRRA
protocol. Hence, it is proved that SEDRRA prototolds
forward secrecy property; Gt|=¢;.

4.4 Backward secrecy

joins the group on per hop basis.

c=HisA
A=1

The total communication cost for single hop for poeed

1)

Definition: for any current group Gand an adversary A, SEDRRA scheme is calculated using equation 2, whede
where A€ G and A knows K. If A compromised the jjystrates the relay join and ‘1’ shows the numbérrelays
Kekexxi OF Pey, such that it follows the condition of currentjoin 4t a time. According to the protocol, if anyember wants
group session k_ey, there will be not a single sat¢hat A can to join the group, one unicast message i.e. Gg&Kand two
perform rtlo fttam the exwi 10 decrypt Ksrexansi X G 10 yoaqcast messages as per the assumptions i.e. GKUC
access the future communication. ,
A€ G o-dreT K "= 1(E, M) wherei>0 GTEKckex; and Sgrey are transmitted from MR-BS to

_ " GKEKH : joining member and group session respectively. fops 3
This can be expressed as and 4 shows the message required for the joinintw/ofand n
$1-Vm€S,AEG=>-Ft€ Tt (E,M)—>m members respectively.
$=(KUK,) NS =0 ‘o ‘o
Theorem: Cau=HO S, +)'S, )

1 NICAST ULTICAST

Vim € K, p§ m)>0 = Gtl=, : ; ;
Where m =(E, M) andt €T
Assumption:

)



195

International Journal of Communication Networks &mfdrmation Security (IJCNIS) Vol. 6, No. 3, December 2014
K=1 K=2 of number of hops with the multicast messages slwp. The

Cy,=H (z Snicast +z Swuimicasr) (3) proposed scheme depends on the number of relayagahe
! ! group in first hop only and the number of hops.
K=n K=2 . . . .

Cqn=H (z Sunicasr +z Suuimicasr) @ =My +O)]+[(Nj ) +6)1+H (Mg +O)]+...[M}, +6)] (10)
A=1 A=l .

. . . 1=n
This is due to the reason that the GKEK is refrdshed — Z(nji(h) +6(h)) (11)

updated by N-RS itself and GTEK is updated by MR-BS 7
periodically. From equation 4, it can be seen that number  Figyre 6 illustrates the mathematical ~analysis of
of members join the group, n numbers of unicast &l  communication cost between the proposed and thetirexi

multicast message is required. group communication protocols.
The total communication cost for two hops for pregd

B . . N-RS JOIN THE GROUP (SINGLE HOP)
scheme is calculated using equations 5 to 7. As tper 20 ; ; ; ; ; ;
assumption, if any new member joins the groupiat hop, L e e R H —e—RrvRA

there will be no unicast while only one multicastssage i.e.
GKUC-GTEK [gkek; is transmitted from the MR-BS. The
reason for no unicast is the authentication prdtoss all the
keys are managed by N-RS and according to SEDRRA
protocol, GKUC for GKEK is transmitted by the jaig
members and GKUC for GTEK will be managed by thet fi
joined N-RS.

=
1)

.
I

-
N

Total Number of Messages
[
S)

& RS ‘ l l l
CFq'—le(ZSJNICAST +ZS\/IULTICAST) 5) o 3 77777 :""T"T""T”": 77777

ARl AFL % 1 2 3 4 5 6 7

K=0 K=1 Number of N-RS Join
Cy,=H (z SUnicast +z SvuLTicast) (6) Figuree. Messages required for N-RS joins (single hop)

?it :i It shows the effect of number of N-RS joins the ugroon

_ - — message counts in a single hop. It is evident ftbenfigure

CFQ"” =H (; Sunicasr +; Swuincasr) ) that if one N-RS joins the group, three and sevessages are

required for SEDRRA and RMRA protocol respectively.
Thus from equation 7, it can be concluded thatiiumber of If six N-RS joins, it is eight and twelve messagespectively
member joins the group at two hop level, there wdl no for SEDRRA and RMRA protocols. Thus, it can be doded
unicast while one multicast message will be tratteahifrom that for a single hop, the proposed scheme showterbe
MR-BS as per cost calculation assumptions. performance by 33% as compared to RMRA.
The total communication cost for three hops forppsed Figure 7 depicts the communication cost for twoshdp this
scheme is calculated using equation 8. Here if apy figure, if one N-RS joins the group, one and semessages
member joins the group, as per the assumptione thilt be  are required for SEDRRA and RMRA rekeying protocols
no unicast while only one multicast message i.e.UGK respectively.
GTEK gkex) is transmitted from the MR-BS. Thus total I N-RS JOIN THE GROUP (TWO HOPS)

. . . I I I I I

message W|}I<I_E)ema|n the SiTe i.e. one. ol i 77777 37 B 74:7 - 4: - :+
_ — — 6l - — o _ O N R I

CFq'—l - H (Z SJNICAST +Z Sl\/IULTICAST) (8) : : : : : :
= = - e e S
Thus from the above discussion, it can be conchlhdé the % i oo ‘”’”i"""""""”‘ T
total message transmitted by MR-BS is given by géqu#® g 0 - - BB Akt T
i=n -g g - - — - ___ — _ __ __1____ 1 ____L____

. z | | | |
= [y +2)+ 1] O  Fe T

i=1 | | | | | |
4l - - - [ e

wherenj= node joins, Subscript= number of nodes, Subscript ! ! ! ! ! !
(h) = number of hops. However, the communicatiost dor T — — v - - ]
RMRA based on the same assumptions can be caldulateg % ‘ : 3 s 5 6 7

Number of N-RS Join

the equation 10 & 11. From equations, it can bdyaed that
the total communication cost for the RMRA schempehels

Figure7. Messages required for N-RS joins (two hops
on the total number of relays joining the group #rel product ' g as joins (tw PS)
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However, as B N-RS joins, the total number of messageins the group. Later, these messages decreasdainicast
required for RMRA rose up to twelve but the messaggired and one multicast for the multihop.

by SEDRRA protocol remains stagnant. Thus fromabeve
discussion, it can be concluded that SEDRRA schente 10
performed the RMRA by almost 90% in the second hop.
The same goes to Figure 8 when the communicatish foo
three hops is considered. According to the figBEDRRA
performed 90% better then the RMRA scheme.

N-RS JOIN THE GROUP

I Unicast-SEDRRA
[ Multicast-SEDRRA [
[ unicast-RMRA

I \iuiticast-RMRA
| |

N-RS JOIN THE GROUP (THREE HOPS)
25 T T T T

T
—+#— SEDRRA

e —,—— -

Total Number of Messages

| T |
| | |
g | | |
(= | | |
b | | |
a | + |
> | | |
S | | |
> 1 1
E I I Number of HOPS
=z | |
= | | |
° | | | | . . . .
= ‘ ‘ ; ; ; ; Figure 10. Unicast & multicast messages required for
sl I A A S )
e multihop
| | | | | | . . . . -
' i ' i i ! For RMRA scheme, in the first hop, six unicast asid
% ‘1 72 73 ; ; é ) multicast messages are required and it remainsaime for the
Number of N-RS Join multihop level. Thus it is clear from the abovecdission that

Figure8. Messages required for N-RS joins (three hops) (e Proposed scheme is better performed in terms of
) T . communication cost when compared to RMRA scheme.
Figure 9 shows the effect of N-RS joining in mulithlevel on £ the mathematical analysis, it can be analyaatfor the
the total message count. It can be seen that iNsR& joins at_ proposed SEDRRA protocol in multihop environmentstant

a single hop, eight and twelve messages are reQuirg mper of unicast and one multicast is required tioe
However, it will remain stagnant at multihop levéks far as rekeying group communication. On the other hance th

RMRA protocol is considered, in the secpnd hoprehe a existing RMRA protocol, for the node join in mutip
great slump and the total messages required decréasone onyironment, linear unicast and multicast is neettedthe

message and remain stagnant at multihop level. rekeying of the group communication. Thus it carseen that

»s ‘ _ N-RSJOINTHE GROUP ‘ the proposed SEDRRA protocol performs well in terais
| | || —— SEDRRA complexity when node joins in multihop environmehable 2
| | | O RMRA illustrates the comparison of complexity of botbtopcols.
| | | | . .
I N Table 2. Comparative analysis of MBS protocols
8 ! ! ! ! Node Join
& | | | | SCHEME F/S B/S
$ 15 - - - - === === == B e e e it
= | | | |
5 N N N (\) Unicast Multicast
g 7 ¢ ¢ i
; R T R RMRA O(n) O(n)| NO NO
= | | | |
g ; ; ; ; SEDRRA 0(1) 0| YES YES
1 1 1 1 6. Conclusion
| | | |
* M * * This paper presents the performance analysis of RFEZD
3 4 5 6 7

Number of HO!

0

s group communication protocol with the comparisomexibting
Fi 9. M ired f itin RMRA protocol. The performance analysis is carded with

igure 3. Messages required for muitinop the help of mathematical and formal analysis. Mathtcal
If unicast and multicast messages are evaluatearatey for analysis is used to analyze the communication caststhe
SEDRRA and RMRA protocols, figure 10 shows a cleagomplexity of the protocols while formal analysising rank
picture for both schemes. For the first hop, siicast and two theorem is used to analyze the possessivenes dbvard
multicasts are required for SEDRRA scheme, wherNsRS  and backward secrecy property of the protocols. BER
protocol enhances the previous work by [2] in ortdeachieve
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minimum communication cost in terms of unicast an{d]

multicast messages when N-RS joins or leave thaugrin
general finding concludes that SEDRRA protocolizgs less
number of messages when relays join the
communication in multihop environment. When compgrio
RMRA, SEDRRA protocol out-performed by 33% for dang
hop and 90% for the second and third hop respédgtivén
terms of unicast and multicast messages, SEDRR#iresjO
(1) unicast and one multicast in multihop environimghen
relays joins the MBS group communication. While, RM
requires linear O(n) unicast and multicast in theme
environment. Formal analysis using rank theorenveuahat
SEDRRA protocols holds forward and backward secvetije
existing RMRA protocol lacks these secrecy propeftyus,
from the three different aspects, the proposed SE®OR
protocol out-performed the existing RMRA protocolBhe
proposed scheme can be used in LTE-Advanced and grith
communication applications.
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Appendix A: Conceptual design for SEDRRA schemes in MMR WIMAX



