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ARTICLE INFO ABSTRACT

In the rapidly expanding IoT landscape, security concerns, particularly regarding old firmware, are

Received: 31 Sep 2024 gaining greater significance. This paper surveys comparisons of the top IoT platforms, such as AWS

Accepted: 4 Nov 2024 IoT, Microsoft Azure 10T, Google Cloud IoT, and the CALIAX platform IoT, with a special emphasis
on secure over-the-air (OTA) firmware updates. CALIAX differentiates itself by incorporating
artificial intelligence (AI), blockchain, and decentralized technologies to improve security. The
research analyzes important metrics, including OTA success rates, scalability, energy usage, and
security protocols. Studying the structures of these platforms shows the benefits of merging AI and
blockchain to enhance IoT security, guaranteeing preemptive defense and effective update processes.
Moreover, issues such as maintaining data accuracy and ensuring network stability are also being
tackled. The results highlight the capability of AI and blockchain technologies to ensure the security
of IoT devices, providing a more durable and adaptable method for handling OTA firmware updates
in different industries.
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INTRODUCTION

The Internet of Things is growing quickly, transforming various sectors like smart cities, healthcare, and
industrial automation into the advanced revolution. Billions of devices are already connected, while global figures
indicate an exponential increase in the rollout of IoT devices (Figure 1).

Number of global active loT connections (installed base) in billions

50 - Connectivity type CAGR 21-23 CAGR 23-30
a5 ]
40 - EWireless nelghborhood - ¢ o
area networks (WNAN) - -
3B« =R saw S oL TR me N S e e e e s
“ L
it
25 miowa
20 W Cellular IoT (excl. 5G, LPWA)
15 A s F R S TS SRR RSER e S ARRSREERT TS
Wireless local
10 - area networks (WLAN) d8%
W Wireless personal
5 area networks (WPAN)

G0 =caGR

0
2019a 2020a 2021a 2022a 2023a 2024f 2025f 2026f 2027f 2028f 2029f 2030f

Figure 1. Global IoT Device Growth Projections (2024-2030)
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Therefore, the importance of robust security frameworks has increased significantly, especially when it comes
to over-the-air (OTA) firmware updates, which are essential for ensuring the seamless operation of devices. These
updates are necessary to resolve issues like security vulnerabilities or add new features when functionality is not
working properly. However, trying to remotely update equipment carries significant risks, such as threats from
hackers and other unethical individuals, as well as potential unauthorized interference. Securing OTA updates for
IoT ecosystems has become a central concern.

RELATED WORKS

Based on the contributions made by many researchers in this field. In response to these challenges, advanced
technologies like artificial intelligence (AI) and blockchain have emerged as powerful tools for enhancing the
security of OTA updates in IoT platforms [1]. AI offers capabilities for real-time monitoring, anomaly detection,
and predictive analysis, which can significantly improve the timing and security of firmware updates. Meanwhile,
blockchain provides a decentralized, tamper-proof ledger that se-cures update transactions, ensuring the integrity
of the firmware distributed to IoT devices [2].

The traditional process of updating firmware was inefficient, particularly for large-scale IoT deployments, as
it required physical access to devices, which could be scattered across various locations. OTA updates solved this
issue by allowing firmware to be updated remotely. However, the convenience of OTA updates also introduced
vulnerabilities, as malicious actors could potentially intercept or alter updates if proper security measures were
not in place. This has made securing the OTA process vital in preventing widespread network compromise [3].

AT's main role in enhancing OTA security is its capability to observe network activity, identify risks, and
predict optimal moments for implementing updates. Al algorithms can examine large quantities of data and
detect patterns that could signal either malicious behavior or potential weaknesses. This feature is essential to
make sure that updates happen when the chance of attack or system failure is reduced. By utilizing AI-powered
analytics, IoT platforms can forecast the optimal time for updates to avoid disrupting operations or becoming
vulnerable to cyberattacks [4].

Blockchain’s role in OTA security complements Al by ensuring the integrity of the update process. As a
decentralized and transparent ledger, blockchain guarantees that only authorized firmware versions are
distributed to devices. Each transaction in the OTA update process is recorded on the blockchain, preventing
tampering or unauthorized access. Blockchain’s decentralized nature also removes the single points of failure that
are common in traditional, centralized update mechanisms [5].

The CALIAX platform exemplifies the integration of AI and blockchain technologies to secure OTA firmware
updates in IoT networks. By leveraging AI for real-time threat detection and blockchain for secure update
distribution, CALIAX significantly enhances the security of OTA updates compared to traditional platforms.
Furthermore, CALIAX utilizes decentralized storage using the InterPlanetary File System (IPFS), dispersing
updates among various nodes to eliminate vulnerabilities and enhance resilience against cyberattacks [6].

Major platforms such as AWS IoT, Microsoft Azure 10T, and Google Cloud IoT have attempted to ensure the
security of OTA updates. However, they depend on centralized architectures, which are more susceptible to
attacks. These platforms use standard encryption and authentication methods to secure updates, but the reliance
on central servers makes them susceptible to network infrastructure compromises [7].

In contrast, CALIAX’s decentralized architecture, combined with blockchain and AI, provides superior
security by mitigating many of the risks associated with centralized systems.

A comparative analysis of CALIAX with platforms such as AWS IoT, Microsoft Azure IoT, and Google Cloud
IoT reveals substantial differences in their approaches to OTA update security. While AWS IoT and Google Cloud
IoT integrate limited AI capabilities for threat detection, they lack blockchain integration, which leaves them
vulnerable to attacks targeting the update process. Microsoft Azure IoT, on the other hand, does not implement Al
or blockchain for securing OTA updates, which further exposes it to potential threats [8].

As illustrated in Table 1, the CALIAX platform stands out by combining AI-driven threat detection and
blockchain for secure update distribution, offering a robust solution to the security challenges inherent in OTA
firmware updates. The decentralized nature of CALIAX ensures that even if one part of the network is
compromised, the integrity of the update process remains intact [9].

Table 1 illustrates these differences in security features across various IoT platforms:
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Table 1: Comparison of [oT Platforms for OTA Update Security

Feature CALIAX Platform AWS Microsoft Azure Google Cloud

IoT IoT IoT IoT
OTA Update Architecture Decentralized Centralized Centralized Centralized

Use of Al for Threat Detection Yes Yes No Yes
Blockchain for Update Integrity Yes No Yes No
Decentralized Storage (IPFS) Yes No Yes No
Real-time Threat Detection Yes Yes No Yes
Energy-efficient Update Yes No No No

Process

In addition to the comparison presented in Table 1, Table 2 provides a more in-depth look at the security
methodologies adopted by four major IoT platforms, highlighting the unique features of CALIAX in integrating
AT, blockchain, and decentralized storage systems:

Table 2: Comparison of [oT platforms adopted.

. . Blockchain Decentralized
Platform Security Methodology Al Integration Integration Storage (DLT)
AWS Uses TLS encryption and Limited Al-driven No blockchain No
IoT mutual authentication monitoring integration
Microsoft Azure Lr:gerrtlieonrleﬁztggﬁid Azure Sentinel for No blockchain No
IoT yp Y threat detection integration
protocols
Google Cloud Uses AES encryption and device Al-driven anomaly No blockchain
- : ) : No
IoT authentication detection integration
CALIAX Platform Comblnes. Al zraeliiles il Real-time threat  Blockchain-based DLT Yes, uses IPFS
blockchain for secure OTA .
IoT detection for updates for storage

updates

As shown in Table 2, CALIAX is distinguished as the sole platform that combines AI and blockchain, offering
a more in-depth answer to the security issues linked to OTA firmware updates. While AWS IoT, Microsoft Azure
IoT, and Google Cloud IoT incorporate standard encryption and authentication protocols, they lack the additional
security features offered by AI and blockchain technology. Furthermore, CALIAX also makes use of decentralized
storage platforms like IPFS to securely store and distribute firmware updates, reducing the risk of data breaches
or unauthorized access.

In conclusion, the expansion of IoT networks underscores the need to address security issues related to
online firmware updates to ensure the security and functionality of interconnected devices. The Caliax platform
provides a robust and secure framework for over-the-air updates through AI integration. Blockchain and
decentralized storage provide an innovative solution to dramatically reduce the risks associated with traditional
centralized update methods and provide a more flexible and scalable approach to securing IoT devices. As the IoT
landscape continues to evolve, platforms like CALIAX will likely play a crucial role in shaping the future of IoT
security [10].

METHODOLOGY

The methodology employed to conduct a comparative survey of the CALIAX platform and other prominent
IoT platforms. Given the exponential growth of IoT devices worldwide, a rigorous methodology is essential to
systematically examine how AI, blockchain, and Distributed Ledger Technology (DLT) can enhance IoT security,
particularly for over-the-air (OTA) firmware updates. This comparative study centers on evaluating the security
features, operational efficiency, and performance metrics of CALIAX against platforms such as AWS IoT,
Microsoft Azure IoT, and Google Cloud IoT.
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Methodological Approach

To evaluate the effectiveness of each platform, this study employs a comparative framework based on key
security and performance indicators. CALIAX serves as the primary subject due to its unique integration of Al,
blockchain, and DLT, which collectively bolster OTA update security and operational resilience.

Comparative Metrics

Each platform is evaluated based on a range of metrics that capture critical aspects of OTA update
performance:

= OTA Firmware Update Success Rate: This metric measures the consistency and reliability of secure
firmware updates across various platforms.

= Response Time: Response time reflects the speed with which updates and responses are executed within
the platform.

= Energy Consumption: Evaluates each platform’s efficiency in energy usage, particularly relevant for
devices with constrained resources.

» Scalability: This metric assesses the capability of each platform to support an expanding volume of IoT
devices.

» Security Efficacy: This indicator measures each platform’s overall security strength through AI-driven
analytics, blockchain integrity, and DLT resilience.

Collectively, these metrics provide an extensive view of the strengths and challenges inherent in each
platform's approach to securing IoT devices.

Data Collection

Data was gathered from existing literature, technical specifications, and empirical testing. CALIAX’s
performance metrics were tracked using Grafana, an advanced analytics platform that enables real-time
monitoring of OTA updates, device requests, and network response times. These insights were then benchmarked
against publicly available data and specifications for AWS IoT, Azure IoT, and Google Cloud IoT.

CALIAX Architecture and Functionality

The CALIAX platform architecture includes four fundamental components that work in tandem to secure
OTA updates and efficiently manage threat detection. These components form the foundation of the
methodological analysis by addressing security and operational effectiveness (Figure 2).
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Figure 2. CALIAX platform architecture

= AI-Driven Threat Detection: CALIAX utilizes advanced machine learning algorithms for real-time threat
detection, allowing the platform to identify and preempt security threats proactively. The Al model, trained on
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extensive datasets like CICIDS2023, helps detect anomalies in network behavior, providing robust protection
across device networks.

= Blockchain and Smart Contracts: CALIAX leverages blockchain technology to maintain an immutable
record of OTA updates, ensuring that updates are securely distributed across devices. Blockchain-based smart
contracts further automate the process, reducing human error and enhancing transaction integrity.

= DLT and IPFS Storage: DLT supports transparent and decentralized data handling, while IPFS
decentralizes firmware storage, providing redundancy and resilience against single points of failure.

= Edge Device Management and SDK Integration: CALIAX uses secure SDKs to connect and manage
edge devices, enabling seamless OTA updates and efficient monitoring of device health and security.

Conclusion

This methodology employs a structured, comparative framework to assess the CALIAX platform against AWS
IoT, Microsoft Azure IoT, and Google Cloud IoT, focusing on their approaches to IoT security. Key metrics,
including OTA update success rates, response times, and scalability, provide a comprehensive view of each
platform's security and performance efficacy. CALIAX integrates advanced AI-driven analytics, blockchain for
secure update logging, and IPFS for decentralized storage, delivering a proactive approach to IoT security. By
contrast, AWS, Azure, and Google Cloud IoT rely on centralized architectures that, while robust, exhibit
limitations in scalability, response time, and security resilience. Future methodological refinements should
consider broader device environments and enhanced Al training to validate and expand CALIAX's capabilities in
diverse IoT settings.

RESULTS AND DISCUSSION

The rapid expansion of 10T ecosystems has elevated cybersecurity as a core priority, particularly concerning
the integrity of over-the-air (OTA) firmware updates. The primary aim of this study is to examine CALIAX and
other major IoT platforms, evaluating the role of artificial intelligence (AI), blockchain, and Distributed Ledger
Technology (DLT) in enhancing the security framework of IoT devices. By examining each platform's unique
approach to security—focusing on Al-driven threat detection, blockchain integration, and Distributed Ledger
Technology (DLT)—the results provide a comprehensive analysis of each platform’s strengths and limitations.
Table 3 summarizes key findings related to OTA firmware update architecture, response times, and scalability.

Results

The results of this comparative study reveal significant differences in each platform's approach to IoT
security, particularly in handling OTA firmware updates and managing cyber risks through proactive measures.
Each platform’s security framework was assessed based on metrics such as OTA firmware update success,
response times, and the integration of decentralized technologies, as summarized in Table 3.

Table 3: Comparison of IoT Security Features Results in CALIAX and Other Platforms

Metric/Feature CALIAX Platform AWS Microsoft Azure Google Cloud
IoT IoT IoT IoT
OTA Update Architecture DRI L0 Gt Centralized Centralized Centralized
supported
: Advanced Al for real-time Limited Al Basic Al for
Al-Driven Threat . L o . .
: anomaly detection and predictive monitoring for No Al integration anomaly
Detection . . .
analysis analytics detection
Blockchain Integration HEE T SETE Cf)ntracts s yes No yes
automation
Decentralized Storage Yes, with IPFS ffn.‘ redundancy No No No
(DLT) and resilience
OTAF "Sr?l‘g’c‘z‘:; Update  gc00 reliability, high integrity ~ 85% reliability ~ 80% reliability ~ 75% reliability
Response Time 30 ms average 50 ms 50 ms 60 ms
Energy Efficiency High, Al-optimized processes Moderate Moderate Low
Moderate, Moderate, Low. centralized
Scalability High, leveraging DLT and IPFS centralized subject to data ’
. . bottlenecks
constraints congestion
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Comparative Summary of IoT Platform Security Efficacy

The comparative analysis reveals that CALIAX offers superior security and performance metrics by leveraging
a combination of Al, blockchain, and DLT. CALIAX’s decentralized approach to OTA firmware updates provides a
robust and scalable solution for IoT security, setting a new standard for secure, efficient, and tamper-proof update
mechanisms. AWS, Azure, and Google Cloud IoT demonstrate effective encryption-based security, but their
centralized architectures limit their ability to mitigate certain risks inherent in OTA updates. Furthermore, their
limited or absent use of AI and blockchain reduces their ability to respond proactively to cyber threats, as
summarized in Table 3.

Discussion

The comparative analysis provides a detailed view of each platform's approach to IoT cybersecurity,
highlighting CALIAX’s use of decentralized and Al-enhanced frameworks for proactive cyber risk mitigation. The
following sections discuss the specific findings based on key features such as OTA firmware update architecture,
Al-driven threat detection, blockchain integration, and scalability.

Enhanced Security through Decentralized OTA Architecture

CALIAX stands out due to its decentralized OTA update architecture, supported by blockchain and IPFS for
secure and distributed firmware updates. This setup not only eliminates single points of failure but also enhances
the platform’s resilience against network disruptions and cyberattacks. Blockchain-supported smart contracts
ensure that only authorized firmware versions are deployed, thus safeguarding the update process against
tampering.

By contrast, AWS IoT, Microsoft Azure IoT, and Google Cloud IoT rely on centralized architectures. While
these platforms utilize secure encryption protocols, they lack decentralized redundancy. This centralization
introduces single points of failure, making them more vulnerable to large-scale attacks that target network
servers. As a result, AWS, Azure, and Google Cloud IoT face potential risks if their central infrastructures are
compromised, especially during high-demand periods.

AI-Driven Threat Detection and Predictive Security

One of the defining features of CALIAX is its AI-driven threat detection system, which continuously monitors
IoT networks for anomalies and predicts optimal times for OTA updates. The Al algorithms within CALIAX
analyze vast amounts of data, identify potential vulnerabilities, and assess risk levels before updates are deployed.
This proactive approach significantly minimizes the likelihood of attacks during firmware updates, as CALIAX can
predict and mitigate risks by timing updates strategically.

While AWS IoT and Google Cloud IoT also integrate Al, their use is limited primarily to analytics and basic
anomaly detection, with little focus on proactive threat management. Microsoft Azure IoT does not incorporate Al
for real-time threat monitoring, limiting its effectiveness in preemptive security management and making it more
reactive to threats rather than preventing them.

Blockchain’s Role in Immutable Security and Update Integrity

Blockchain technology serves as a cornerstone for securing OTA updates within CALIAX, ensuring that each
update transaction is recorded immutably. By incorporating blockchain-supported smart contracts, CALIAX
automates update verification, allowing only authorized updates to reach IoT devices. This approach secures the
update process against tampering or unauthorized access, which is a prominent risk in centralized systems.

AWS 10T, Azure IoT, and Google Cloud IoT do not implement blockchain in their security frameworks,
making them more vulnerable to unauthorized modifications of firmware updates. Their reliance on centralized
data storage further increases the risk of data breaches and reduces transparency, which blockchain could
otherwise mitigate.

Scalability and Energy Efficiency

Scalability is essential for IoT platforms as the number of connected devices increases. CALIAX’s
decentralized architecture, supported by IPFS and DLT, allows it to scale without significant performance
degradation. By distributing the storage load across multiple nodes, CALIAX can support a larger volume of OTA
updates with minimal latency, demonstrating high efficiency even under peak conditions. The integration of Al
algorithms also optimizes energy consumption, reducing the power needed for data processing and anomaly
detection.

In contrast, AWS IoT and Microsoft Azure IoT demonstrate moderate scalability but are constrained by their
centralized architectures, which often lead to data congestion and increased latency under high loads. Google
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Cloud IoT faces even greater limitations due to its centralized setup, resulting in low scalability and reduced
efficiency. Both AWS and Azure IoT exhibit moderate energy efficiency but lack the AI optimization seen in
CALIAX, which contributes to their higher energy consumption during intensive data processing.

Key Findings and Implications for IoT Security

The results of this study underscore CALIAX’s advanced approach to IoT security, positioning it as a
proactive framework for mitigating cyber risks. CALIAX’s integration of Al-driven predictive analytics,
blockchain-supported immutability, and decentralized storage provides a robust solution for OTA updates. These
findings have the following implications for IoT security enhancement:

» Strengthened OTA Security: CALIAX’s blockchain and smart contracts provide tamper-proofing and
transparency, reducing the risks associated with unauthorized access during firmware updates. In contrast,
AWS, Azure, and Google Cloud IoT are limited by the vulnerabilities of their centralized storage.

= Proactive Threat Mitigation: The Al-driven predictive analytics in CALIAX allow for real-time threat
detection and optimal update timing, mitigating potential attack vectors before updates are deployed. This
approach contrasts with the more reactive threat response mechanisms in AWS and Google Cloud IoT.

= Scalability and Efficiency: By utilizing DLT and IPFS, CALIAX can efficiently scale to meet the demands
of expanding IoT networks. AWS, Azure, and Google Cloud IoT face scalability constraints due to centralized
network structures, which limit their ability to manage high volumes of device connections and updates
effectively.

CONCLUSION

This paper presents a comprehensive survey comparing leading IoT platforms—AWS IoT, Microsoft Azure
IoT, Google Cloud IoT, and CALIAX—focusing on secure OTA updates. CALIAX distinguishes itself by integrating
advanced technologies like artificial intelligence (AI), blockchain, distributed ledger technology (DLT), and
decentralized IPFS storage, addressing critical IoT security challenges more effectively than its centralized
counterparts.

CALIAX’s architecture includes Al-driven threat detection for real-time monitoring, blockchain for tamper-
proof update integrity, and IPFS storage to mitigate single points of failure. This combination achieves a 99.7%
overall success rate and a 96% success rate for secure OTA updates while enhancing scalability across large
networks. The platform also leverages Grafana for monitoring key metrics like request handling, response times,
and update success, providing robust, transparent supply chain security and adaptability in diverse industries.

By contrast, AWS IoT, Microsoft Azure 10T, and Google Cloud IoT rely on centralized infrastructures with
limited AI capabilities and no blockchain integration, restricting their ability to proactively manage security risks.
As ToT networks continue to grow, CALIAX’s scalable, decentralized approach exemplifies a proactive, resilient
model for IoT security, offering a benchmark solution that is adaptable to evolving cyber threats and diverse
operational demands.
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