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Abstract: Presently employed Internet Protocol (IP) staclWhen the Internet based architecture is appligtiecad hoc

possesses number of architectural problems. Theemwmorary
research direction for the improvement of presenterhet
architecture mainly focuses on the use of realtitiers instead of
IP addresses for host identification in the netwdikbwever, the
proposed architectures mostly discuss the infreistra oriented
network models and minimal research has been coedun the
direction of proposals for ad hoc networks. In orteresolve the
present limitations of ad hoc networks, we describa
implementation of a novel identifier based ad hetmork protocol
stack and architecture known as IDHOCNET (ldentifiased ad
hoc network). The architecture proposes a novehdigm of
identifier based applications for multi-hop wiredesad hoc
environment. The proposed system further provideskward
compatibility to support co-existence with IP thsgpplications.
As a proof of concept, the architecture has begulemented on
Linux platform with WiFi interfaces. Various pracal scenarios
with architectural insight are presented to denmatst the
practicability of the proposed approach.

networking scenario the problems increase maniftsidad
hoc networking environment nodes are placed wisglesnd
their positions are not fixed. Moreover, there assupport of
infrastructure components like DNS, DHCP or NATvees

in ad hoc network settings. The biggest problemnadfhoc
networks is the IP address auto configuration goblThere
are numerous proposals which are based on different
mechanisms for ensuring unique assignment of IReasdds

in all nodes of the network [8]-[9]. Moreover, nangiof the
nodes in a distributed manner is also problemat®.[A
figurative representation to the problems of ad hoc
networking realized by IP centric approach is deguicin
Figure 1.

The core problems inherent to the present architect
instigated the Internet architecture research. Thain
direction of the proposals is derived from the pi@nwork of
Stoica et.al [11]. They suggested an Internet &udion

Keywords. Identifier based networking, IP-less networksInfrastructure @) strategy in which each entity is identified

Wireless ad hoc networks, Identifier based appboat Private IP
addresses, ID/Locator Split Architectures, WiFeiface.

1. Introduction

Current Internet Protocol (IP) based networking elaoslas
proposed almost four decades ago [1]. Since itspitian,

there has been unprecedented growth of Interned. cbine
architecture of Internet is based on assumptiorwioéd

networks with infrastructure support. The designrérnet
is deeply embedded in Internet Protocol (IP) addréB

address has a topological bearing and it is asdigne
Internet Assigned Numbers Authority (IANA)[2].

In order to ensure proper functioning of the netwof such
an enormous size a number of infrastructure conmuoaie
integrated in the architecture. These include DanN&me
Systems (DNS) [3], Dynamic Host Control ProtocoHOP)

[4], Network Address Translator (NAT) [5], etc. line

Internet, DNS servers are placed across the glmbesblve
the IP addresses for the named entities which see seeks.
However, after the resolution of name to correspundP,

the regular Internet traffic always flows on thesigaof IP

addresses. The current Internet implementation g3sss
number of issues and researchers have providedueribn
the architectural problems of Internet [6]-[7]. Blegoroblems
include Multihoming, Dual/Overriding role of IP adds as
identifier of the host and locator of the host. Hiricture of
the IP address as an identifier is also a debat®pect. IP
address is assigned when a host joins the netwdhlen the
host moves to another network all the previous eotions
or associations of previous point of attachmenti@st

by its identifier. f uses a special gateway for indirection of
the packets to appropriate locations in the netswofihe
research area is now categorized as ID/Locatot Spticept.
Rigorous reviews of ID/Locator based architectuliss
available in [12] and [13]. Among large number of
ID/Locator split architectures popular architectuiaclude
Heterogeneity Inclusion and Mobility  Adaptation
(HIMALIS) [14], Mobile Oriented Future Internet (M)
[15], Mobility and Multihoming
supporting ldentifier Locator Split Architecture [MBA)
[16], Enhanced Mobility and Multihoming
supporting Identifier Locator Split Architecture NELSA)
[17], Domain Insulated Autonomous Network Architget
(DIANA) [18] etc.

It is important to appreciate that the architecdurare
proposed for infrastructure based networks and aabe
directly used for ad hoc networking scenarios. Vitje
research has been conducted for adaptation of Hatioo
Split concept to the ad hoc networking case. Ir] fil8hors
provide a ID/Locator mapping system for the molaitehoc
network whereas in [20] a routing strategy based
ID/Locator split is proposed. The works cited abcue
mainly focused on analytical models and simulastundies
and very limited work has been carried out in thhedfion of
a practical prototype ready to use by others.

In order to address the above problems relateldetinherent
problems of IP based networks with reference to
application in ad hoc networking, we propose aaraditive
protocol stack and architecture. Instead of adgptine
simulation based strategy for verification our aggmh is

on

its
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based on the working prototype of the system. Fa tservice must run to ensure unique IP addresseaotf geer.
plausibility of the system in multi hop wireless dmc As an example a real implementation of MANET knoam
network settings the developed software was dedlaye High Level MANET Protocol (HLMP) API, uses strongc
number of nodes and various network parameters wesmeak duplicate address detection (DAD) mechanisi-[2
collected. [26] for Auto configuration support.

The use of Auto configuration adds complexity te dverall
software stack and further adds communication @amth
The use of IP Address Auto configuration can beidaa if
IP addresses are not used as an identifier. |destifike
MAC addresses can be converted in the form of ifiers as
shown in Figure 2. IMSI, IMEI, telephone or mobile
numbers can also be used as an identifier. Ouk \wbr
identifier based auto configuration [27], uses tdems for
packet forwarding and path establishment purpogssall
types of packets including path establishment, Hzehb
application data, ID based application data aresdoded on
the basis of real identifiers, IP address auto igardtion
service is not required. In the proposed systeradéresses
based applications are implemented by using priadtiess
map available at each node. At the receiving didedata is
injected to the TCP/IP protocol stack of the node.

Naming Senice

B Name Resolution Senice
Requirements Y

Requirements

IP Address
Autoconfiguration
Senice Requirements

/

IP Address
as Identifier

IP Address as
locator

AD HOC NODE

Multiple
Identifiers in
IP Packet

Routing
Inefficiencies

Network
Configuration Problems

11:22:33:44:55:66 18838586676582

Mobility and Multihoming
Problems

Figure2. MAC Address to MAC ID conversion

2.2 Locatorsin ad hoc networks

In Internet IP address holds hierarchical inforamatiAround
the globe Internet Assigned Numbers Authority (IANA
assigns the IP addresses to different networkstddcin
Moreover, alternative to IP based application, aveho various parts of the world. IANA assigns these adses to
Identifier based light weight applications desigargrdigm Regional Internet Registries (RIRs) situated arotthd
with practical applications is also presented iis thaper. globe, where each RIR further assigns the allocadiellesses
The prototype is built on Linux platform with opsource to the Internet Service providers in their respectiegions.
application  programming interfaces. The detaile¢h the present scenario of IP based ad hoc netaeitings.
implementation is given in the ensuing paragraphs. Each host is assigned an IP address, however dhe teeak
The remainder of the paper is organized as followsopology in ad hoc networks and highly dynamic fogyg in
Section 2 gives practical design issues and prablefrlP case of Mobile ad hoc networks the topology origmitaof
centric applicability for ad hoc networking casecton 3 [P address losses its meanings.

provides the system design details of the identlfizssed ad As an example shown in Figure 3a, OLSR[28] is rogron
hoc protocol stack and architecture. Section 4 igess a number of ad hoc hosts at timg At the stated snapshot a
implementation insight of proposed architectureedasn node identified by 20.0.0.1 has 20.0.0.3 as its oo peer
Linux platform. Section 5 provides the process 8owi the and 20.0.04 as its two hop peer. The node can ligado
implemented prototype. Section 6 provides resultsl ahop peer by the help of its one hop peer. At ltitee say T
discussion of various test performed on the prp®tyf the as shown in Figure 3b, due to the dynamicity ofrieevork
identifier based system. Finally Section 7 conctudBe one hop and two hop peers of the hosts are chattgeh be

Figure 1. Problems of IP Centric realization of ad hoc
networks

paper. appreciated that IP addresses in such cases hax@enon
the basis of their structure settings to get tottaropeer.
2.Design considerations and related issues Thus the role of IP address as a locator in infuastre

) ) ) ) network cannot be fulfilled in ad hoc networkingsarios.
There are number of issues inherent in the IP ienti; is pertinent to mention 802.11s [29] wireless she

approach when it is applied to the ad hoc netwgrkiomain.  nenyorking standard(Figure 3c) in which routingésed on

In the following paragraphs an insight of such {eats is  \ac addresses. But due to the requirement of IPedas

given. identification, a particular host is only identii®n the basis
2.1 |IP Address Auto-configuration problems of a unique IP address. Further all applicatiorskzsed on

One of the major problems of IP centric ad hoc e IP ba_sed_stack_. Therefore each host possessestaMRC
apping in their network stack.

approach is IP address uniqueness problem. Theze o . . ,
numerous IP address auto configuration protocotsmes g%_nshldenr?g _;hes_e c;’;\ses, da fla(tj :cder;tlfler IS mmﬁable
latest IP address auto configuration proposal delfilter V;’] '% could 1 ent|fyht En(.) efaﬂ urt ir ro_t;jte m etto
based auto configuration [21], Ensemble based agpr{22] the destination on the basis of the next hop itent

and Auto configuration for 6LOWPAN [23] and clustmased

approach [24]. IP Address auto configuration protoor
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*x* glsr.org - ©.6.1-git_-hash_d553b5317eeede@bb5f5bboobo3dfa3o
-10-18 83:09:44 on rothera) #*#*=*
= 15:01:24.944T8BB ==s=srreeccssscsssrarssnrnsnessssnssssssmenrannnnnas
IP address
20.0.0.1
20.0.0.3

hyst LQ
6.000 1.800/1.860
0.000 1.000/1.000

ETX
i1.000
1.000
= 15:01:24.944969 «cccccccacscncccsnnnnasn THO-HOP NEIGHBORS
IP addr (2-hop)
20.0.6.4

IP addr (1-hop) Total cest
26.0.0.3 2.080

Figure 3a. OLSR running at time

*** glsr.org - 0.6.1-git_-hash_d553b5317eeededbb5f5bbas
-18-18 83:09:44 on rothera) #***
---15:83:24.694969

IP address hyst LQ ETX
20.0.0.1 0.000 1.800/1.000 1.000
20.0.0.5 0.000 1.000/1.880 1.000

=== 15:83:24.694969 THO-HOP NEIGHBORS

IP addr (2-hop)
20.0.0.4

IP addr (1-hop) Total cost
20.8.0.5 2.000

Figure 3b. OLSR running at time T

shahrukh@shahrukh:~$ sudo iw dev mesh® mpath dump
DEST ADDR NEXT HOP IFACE SN
TIM DRET

METRIC QLEN EXPTIMED
FLAGS

10:fe:ed:19:ea:03 10:fe:ed:19:ea: 02 mesh® 65535 ¢ 0 32428529
92 -] ] ox19
10:fe:ed:19:ea:04 10:fe:ed:19:ea: 82 mesh® 65535 ¢ 0 32428529
92 ] ox19
10:fe:ed:19:ea:05 10:fe:ed:19:ea: 82 mesh® 5535 ¢ e 32428529
92 -] ox19
10:fe:ed:19:ea: 02 10:fe:ed:19:ea: 02 meshd 2 8193 ) 32428529
92 ] ;] — Bx14

Figure 3c. 802.11s established path view

Figure 4 shows the routing tables of an identifiased path
establishment scenario. In the available scenagoyenode
can send packets on the basis of identifier optre.

2.3 ldentification in ad hoc settings

In Internet, IP address holds the role of identifté the

communication entity. The structure of an IPv4 addris
based on the dotted decimal notation having 04 nukci
blocks of 01 byte each. More extended version cddBress
IPv6 is 4 times larger and represented in the farin
hexadecimal numbers. Figure 5 illustrate structofrdPv4

and IPv6 IP addresses.

10 . 0o .

(00001010)  (00000000)
1 byte = 8 bits
2041:0000:13F0:0000:0000:0FCF:853E:1EEE
Total:32 bytes=128bits

Figureb. Structure of IPv4 and IPv6 addresses

o . 1

(00000000) (00000001)

The structure of IP address does not qualify asiemdly
identifier of a host. The identifier is difficulotremember. In
infrastructure based networks like Internet erditige given

fully qualified domain names (FQDN). Domain Nam

System (DNS) servers are used for providing the &ltorP
mapping services.

The mapping service is manageable to achieve in
infrastructure oriented networks. However, in ortleensure
the ease of use naming and name resolution seriiced
hoc networks distributed naming and name resolgarmice
is difficult to achieve. Naming and Name resolutaervices
further add complexity in the overall software &taxf the
host.
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Moreover there is considerable addition of commatidc
overhead after such services are in operation.

An alternative approach for node identificatiortisough the

use of proper identifiers like MAC ID, Global telegne or
mobile numbers, IMSI, IMEI etc. When such identiiere
used the naming and name resolution services ate no
required. Therefore the design of the overall sysiaill
become simplified. Moreover considerable amount
networking bandwidth can be saved.

of

2.4 Multipleidentifiersin a packet

In an IP based ad hoc networks a transmitted packetins
different identifiers. Figure 6 shows the captufeine by
wireshark in ad hoc network settings when an OL&Red
network and 802.11s network were configured. fiaginent
to note that same type of frame is received atd#stination
node.

The received frame contains source and destinafi&e
address and as well as source and destinationdifesges.
In the proposed system i.e. IDHOCNET, only a sirgpe

of Source and Destination identifiers are used.

Frame 1- 210 bytes on wire (1680 bits), 210 bytes
captured (1680 bits)
Ethernet II, Src: 10:fezed 19-eaz03
(10:Te-ed 19:ea=03), Dst: 10:fe:ed 19:ea:02
(10:fezed 19:ea=02)
Internet Protocol Version 4, Src: 20.0.0.1 (20.0.0.1),
Dst: 20.0.0.5 (20.0.0.5)
User Datagram Protocol, Src Port: zenginkyo—1 (5020),
Dst Port: zenginkyo—1 (5020)
Data (168 bytes)

Figure 6. Multiple Identifiers in a packet

3. Architectural Details

Architecture of the proposed IDHOCNET system is
presented in the ensuing paragraphs. A comparidon o
IDHOCNET with the available IP based ad hoc network
approach is shown in Table 1.

3.1 ldentifiersof the proposed system

In real world a person assumes different roles ransges to
various locations to perform different activities shown in
Figure 7. In every such scenario a person assuiffesedt
identification and holds different identifiers, didiving in a
home a person is identified by a name. In the sterd
university there is unique student identity caranber, like
1234-98-99 which signifies roll number 1234 of 1888
batch. In an office an employee number is allocatie
ABC-123 where ABC is the company name and 123 és th
serial number. Living in a country a national idgntard

dumber is assigned to a person, like 42201-XXXXXA11f

a global presence is required there are establistezohs like
global telephone and cell phone numbers. Moreoeer,

thgmber of globally unique identifiers of the dewcke

MAC Addresses, IMSI and IMEI numbers are common.
There exist different realms in which a person wank and

an ad hoc network can be formed in each of sucimrea
Necessary security can be associated with a platioealm.

In the proposed id based architecture a person vl
required to use a unique identifier for communmatand
identification in a particular realm.
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3.2

An identifier is a unique entity in the context afrealm in
which a particular ad hoc network has been estadisIn
the strict sense, the identifier in the proposethitecture is
hardware ID installed apriori in a host. Such adhaare id
can be translated in packet headers for estabdighenmeans
of communication. As an example, the architectusesu
MAC address as an Identifier as it is easily tratadlle to an
ID. After translation it can be observed that tdenitifier
looks similar to a telephone number which is remerat or
can be written down in the directory for commurniegiwith
the desired party. There are other hardware bakedifiers
like SIM number, IMSI, IMEI etc. Moreover there B
current prevalent of RFID technology which alsodsohn
identifier. The technology can be used for embegidhe
identifiers like national identity card number, gpghone

Identifiers Based Communication
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Application/Transport Layer
data of IP based applications

Application/Transport Layer
data of ID based, IP based (normal or
ROHC) applications

IP Address based Network Layer
end-end communication and

data routing

IDENTITY LAYER
end-end communication and data
routing

PSEUDO 802.11 LAYER

802.11 MAC LAYER

PHYSICAL LAYER PHYSICAL LAYER

a. IP based protocol stack b. IDHOCNET protstack

Figure 9. Protocol stacks for IP based architecture and
proposed IDHOCNET

3.4 Private|P AddressMap

number, employee number, home member number &t affhe protocol stack supports IP based applicatibnsugh
permission from a respective authority which owhe t the use of private IP address map implemented oel

identifier. As shown in Figure 8, such identifiecan be
realized in the form of contact number style ineich is a
common practice in today’s world.

IDENTIFIER NAME
188385866765X2 | Asad
188385866765X3 | John
188385866765X4 | Amir
188385866765X5 | Khan

~

q

Figure 8. Identifiers contacts

3.3 Protocol stack of identifier based network

As compared to regular IP based architecture whsds a
full 802.11 MAC header,
pseudo 802.11 header of 04 bytes. Figure 9 a. shuviP

based protocol stack used by 802.11 based MAC hed t

proposed IDHOCNET architecture in Figure 9 b. Thd ®

end communication between the entities in IDHOCNET
achieved by using the identity layer instead ofdfger. The
protocol stack supports a novel type of applicaiovhich

can be realized in IDHOCNET. These are identifiasdd

network applications.

In the proposed system all the data whether routing
application based is transmitted on the basis eftiflers.

The support for contemporary IP based applicatigns
provided by the private IP address map which isntaaied

by each node of the IDHOCNET system. The detailRof
based application provisioning is given in the émgu
paragraphs. Another aspect which is achieved isybtem is
by running all IP based applications by the idéstibf the

remote host. This aspect is further covered in@e&.2.1

IDHOCNET uses a minimal

each node. As shown in Figure 10, a view of privite
address map at an IDHOCNET node is shown. A virtual
interface is initialized in the protocol stack. Wikeeer the
node requires IP based communication with anotbelera
private IP address is added to the map and a symoifyhe
interface is initialized. Furthermore a filter ruke added by
IDHOCNET for all the outgoing traffic when user suan IP
based application on the respective IP addressguoatl for
the remote peer. Upon capture of the outgoing Iéketain
IDHOCNET system, the respective ID is obtained fritva
network table and an ID based packet is transmitted the
system.

eth0:1

10.0.0.2 %

eth0
10.0.0.1

eth0:2
10.0.0.2

eth0:3
10.0.0.2

eth0:3
10.0.0.2

Figure 10. Private IP Addresses internal to the IDHOCNET
host

3.5 Frame Formats

IDHOCNET uses ID based frames for application data
exchange and communication establishment between th
peers. Figure 11. shows the basic frame types of
IDHOCNET. For every message to transmit through the
WiFi interface a pseudo 802.11 header of 04 byesdded
before the ID based header.
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A realm identifier is added which indicates the @imin

which a particular ad hoc network has been forndeckalm
can be formed in which all users are communicatisttp

each other by using a particular type of identifids an
example, a realm can be formed in which all useestheir
MAC ID, in other setting users can use their glab&phone
numbers, etc.

Following are the message types of IDHOCNET:

RREQ packet

RREP packet

Data packet

Other type of frames can be added to the system
performing other type of operations.

The general processing of the frame when receivethea
Wifi interface is illustrated at the algorithm agére 12.

. D3
Radiotap | Pseudo | Realm Dy D2 )
Header | 802.11 D Rstze! Source | Destination Intgrmemate SEQR (T
ource
(a). Route Request RREQ packet
: D3 1D
Radiotap |Pseudo | Realm Dy 1D, ) '
RREP —° .| Intermediate | Intermediate | SEQ
Header | 802.11 D Source | Destination S Destination
(b). Route Reply RREP packet
. Ds —
Radiotap |Pseudo| Realm Dy 1D, ' Application
Header | 802.11 D [l Source | Destination lxgmﬂ:ﬁf Data

(c). Data packet
Figure 11. Packet types of IDHOCNET

General processing of received Message M
Node x Receives a message M:
If (M is of type RREQ or RREP) then{
Process M;
}

If (M is of type data packet and next hop is known) then {
Relay M to the next hop;

}

If (M is of type data packet and the destination is x) then {
Consume the packet M as per the application in context;

}
else drop M;

Figure 12. General packet processing of IDHOCNET

3.6 1D based application design

An Inter Process Communication (IPC) is a mechanis
through which applications can exchange data. Asvshn
Figure 13, an ID based application is designed $igguan
Inter Process Communication (IPC) facility of thgstem.
Such a mechanism must not depend on IP based plotc

stack.
Send data )

1D BASED APPLICATION
Receive data

O

Figure 13. Data exchange between IDHOCNET and ID
based application

ID BASED CORE
ARCHITECTURE
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4. Implementation Details

4.1 SocketsAPIsof IDHOCNET

IDHOCNET uses various sockets API for achieving its
functionalities. The interfaces of IDHOCNET with ckets
API is illustrated in Figure 14. The function ofckets API
used by IDHOCNET is listed below:

Netlink Sockets [30] for capturing the IP basedkess
Packet Sockets [31] for injection and capturing of
packets from Wifi interface

Local Name Space Socket [32]
based application the socket
communicating with IDHOCNET
Raw Sockets [33]-[34] for injecting the received IP
based packet to the active IP based applicatiom, th
packet is received by the standard TCP/UDP socket
[35]-[36].

IDHOCNET usesmonitor mode interface[37] for receiving
and injecting the packets. The monitor mode alloyexction

of user defined packets and capturing of raw W#ckets.
The interface is a standard option and all predemgt Wifi
cards support monitor mode.

4.2 PrivatelP AddressMap

For supporting IP based applications in IDHOCNE/irtual
interface say eth0, is used by IDHOCNET system. Wekier
a node needs IP based application execution witératode
a private IP address is initialized by using tleiffig utility.
A counter is maintained by the node which accotmtghe
number of private IP addresses already assignettiéqoeers
in contact. As all the IP addresses are assignédised local
or private to the node therefore there is no neechdintain
network wide uniqueness of the IP addresses. Ttreréfuto
configuration service is not required. Figure 1owh a
private IP address map of IDHOCNET when two nodes a
in contact.

for implementing 1D
uses name for

shahrukh@ubuntu:~$ ifconfig

ethe Link encap:Ethernet HWaddr ©0:1d:72:6b:2d:8e
inet addr:109.0.6.1 Bcast:10.255.255.255 Mask:255.
up BROADCAS% MULTICAST MTU:1500 Metric:1
RX packets:0 errors:® dropped:® overruns:® frame:0
TX packets:0 errors:® dropped:® overruns:® carrier:
collisions:0® txqueuelen:1080
RX bytes:0 (8.8 B) TX bytes:® (0.0 B)
Interrupt:17

.0.

@

eth@:1 Link encap:Ethernet HWaddr ©0:1d:72:6b:2d:8e
inet addr:10.0.6.2 Bcast:10.255.255.255 Mask:255.
UP BROADCAST MULTICAST MTU:1500 Metric:1

Interrupt:17

.0.

eth@:2 Link encap:Ethernet HWaddr ©0:1d:72:6b:2d:8e
inet addr:10.0.6.3 Bcast:10.255.255.255 Mask:255.
UP BROADCAST MULTICAST MTU:1500 Metric:1

Interrupt:17

Figure 15. Private IP address map of IDHOCNET

.0.

4.3 Threadsof IDHOCNET

In order to efficiently perform various events, IDENET
main process is designed as a multithreaded IDHOCNE
uses three in number POSIX [38][39] threads whietfgrm
the following functions:

Main thread - receives wireless packets
IDServer thread - receives IDbased application data
Netfilter thread — receives IP packets data
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4.4 1D Based Application Implementation

ID based application interaction is shown in Figa& At
step 1 an ID based application creates its hamesgpacket
with the namétmp/mysocket. Names of different ID based
applications are distinct. At step 2 IDHOCNET atgeates
its name socket with the nanfienp/idserver. A dedicated
POSIX thread is used for processing the data cagtoy the
IDHOCNET server socket. All the ID based applicas
will be required to connect to this server socketdending
their data to the IDHOCNET system. At step 3 thebized
application sends the data to the IDHOCNET sookestep

4 the IDHOCNET receives the data. In step 5 IDHOGNE

sends the received data to the ID based applicdtiostep 6
the application consumes the data.

5. IDHOCNET Process Flows

5.1 Communication Establishment M echanism

In order to exchange application data a commumingpiath
between the peers is required to be establisheattive and
proactive approaches are two popular path estahdish

mechanisms in ad hoc networking. The architectufe -
IDHOCNET supports both types of approaches. Prsent

the implemented mode of path establishment straisgy
adapted from simplified version of AODV[40] protdco
known as AODVjr [41]. Functioning of AODV protocds
available in [42]. A number of additional procedurare
added in the protocol for supporting additionaldiionalities
supported by IDHOCNET. Moreover the biggest differe
between the traditional ad hoc networking pathtaistament
strategy is based on IP address and TCP/IP stadukeas
IDHOCNET is based on real identifiers. In the engui
paragraphs a detail of path establishment mechamism
presented.

The path establishment process is started, whereeverde
wants to send data to another node. All nodes HOBNET
support Route Request and Route Reply procedusasn
in the algorithms at Figure 17 and Figure 18 retpely.

As an example shown in Figure 19, Node A with idfmt
123’ wants to establish communication with anothede D
with identifier ‘126’. At step 1, node A starts #D based
application and initiates a Route Request (RRE®Jatd
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already configured path. Finally the RREP packeiches
node A at step 3, as shown in Figure 19. At steppfivate
IP address for node D is initialized. At step 5lRtable rule
for outgoing packet is added for node D’s privd@eaddress.
At step 6 an IP versus ID mapping is added to tbst h
configuration file. At step 7 the IDHOCNET sendseth
connected message to the ID based application.

Algorithm - Algorithm for FREEQ message traverszl
Node x Receives a message M of tvpe RREQ where
source =F and destination =0
If (M is RREQ) and x is not () then

{

If(RREQ) is already relayed by x) then  {
Drop M;
t
If(EREQ iz not relzyad) then {
Crezte or updzte Fouts entry for P in network table;
Broadcast ;
¥

h
If (Mis RREQ and x is () then
{
If (RREQ alr=ady processad) then {
Drop 21 M;
h

If (RREQ) not processad) then {
Crezte or updzte Fouts entry for P in network table;
Aszign private IP address to nede P
Setan iptables mle for the private IP zddress;
Initializz IP to ID mapping in hosts configuration;
Send unicast RREP towards P;

Figure 17. RREQ processing algorithm

Algorithm - Algorithm for BEREP messzpe traversal

Node x Receives a message N of type RREP where
source =() and destination =P
If (™ is RREP and x is not P) then §{

Crezte Fouts entry for the Q node;

Send uniczst RREP towards P;

}

node D. At step 2 IDHOCNET transmits the RREQ pack¢ If (N is RREP and xis P} then {

through the Wireless interface operating in monitoode.
Now the RREQ packet traversed through the interatedi

nodes as shown in Figure 20. During each step ef tl

traversal a reverse path towards node A is iregaliin each

node which processes the RREQ. When the packehesac

the node D, which is the destination node a nurobactions
occur which include:

Private IP address allocation for nod¢28.0.0.2)

IP table rule for outgoing packets for the respecti
private IP address

An IP versus ID entry in the host configuratior fil
IPtable rule for the outgoing packet is added totwe the
packet with destination address 20.0.0.2 in the QQNET
core application and make it compatible to ID bapadket
for further transmission. The last action of maygpin the
host configuration files, allows running all IP kds
applications as ID based applications.

Now node D initiates a RREP message towards node
During the traversal each node sends unicast RRFRerahe

Crezat= or updat= Routs entry for ) m network table;
Aszzign private IP address to node Q;

Set an iptables rule for the private IP address;
Initialize I to ID mapping i hosts configuration;

Figure 18. RREP processing algorithm

5.2 Application execution process flows

5.21  |P application process flow

After the path has been established between the@einds it

is possible to run conventional IP based or ID Base
applications between the peers. Due to the preseinid® to
ID binding in the hosts configuration file a usenddirectly
use the identifier of the peer to run conventiolalbased
applications. The IP packet generated is capturngdhb
IDHOCNET by making of Libnetfilter queue and
Libnfnetlink [43]. Further the IP address is usedresolving

the identifier associated with the private IP addrand the

constructed ID based packet is sent through thkepaocket



26
International Journal of Communication Networks &mfdrmation Security (IJCNIS) Vol. 7, No. 1, April 2015

interface. Figure 21 and 22 show the process floWwPo OLSR and 802.11s were used for comparing the dietes f
based application between node A and node D. of IDHOCNET with standard IP based environmentdotal

In Figure 21 at stepl user A issues PING commarid tiwe 06 in number machines were used to build a multiestbed
identifier of node D. The private IP address of edd is as shown in Figure 25. Number of hops were iregdane
resolved by gethostbyname() call embedded in tHeGPI by one and data was send by using one of the fdimgr
application at step 2. After the resolution of lReaddress at mechanism as discussed above. Packet data wastedlle
step 3 the IP address is available in the PING liggon. using Wireshark tool [46] for further analysis.

The application socket sends the data to the pobgiack at
step 4. Due to the IPtable rule for the outgoingkea
IDHOCNET captures the IP packet at step 5. The hegt
identifier for node D is resolved at step 6 and MENET
transmits the packet for Node D. Two Hops
The packet is received after the routing by intelize

nodes by Node D. In Figure 22 the wireless interfatNode

One Hop

_@l
n

n
n
n

D receives the packet at step 1. The private IPremdd three Hops - w -

configured for node A is acquired from the netwdakle. : - == ==

IDHOCNET injects the packet to the protocol stack i

step 2. After the injection an outgoing PING reply

generated by the system. Due to the configuredl@tale

the IP packet is captured by IDHOCNET at step 3e Tt ,

nexthop |dent|f|e_r is determ!ned for npde A at ste@nd  Five Hops g \ﬁg @g \g g 45
packet is transmitted for routing by the interméeliaodes.

After the packet reaches Node A as shown in Figdte the Figure 25. Multihop testbed

private IP address for node D is found from thewoek table 6.2 |P based applications execution
at step 7. IP packet is constructed and injected to the ” bp -
TCP/IP stack at step 8. The packet iarious IP based application were executed on the

received by the PING application at step 9. IDHOCNET platform. Due to the feature of directlging
o the node identifier of the remote peer it is pdsstb run all
5.2.2 1D Application Process Flow the IP based applications using the identifier.

ID based application is a novel paradigm and offer 621 Pin
alternative to IP based applications. Figure 23 2dadhows - 9 _
an identifier based PING application. Throughoet pocess 'PHOCNET was used for running an IP based PING
flow there is no requirement to refer IP addressradver application. Identifiers ware configured on the thasd
TCP/IP protocol stack is not involved in ID basggplication PING command was issued after the path establishmen
provisioning. In Figure 23 at step 1 node A sendsila Detween the peers. Figure 26 shows the succestf P
based ping to node D by using an ID based appicathe OPeration. It can be seen that identifier is usgddnning the
data is received by IDHOCNET at step 2. Networketds PING application.
referred to see the next hop address at tep 3 ID based shahrukhgshahrukh:~$ ping 4220106958841 -c 1
packet is sent through the wireless interface e gt The PING 4220106958841 (10.0.0.2) 56(84) bytes of data. _
packet is traversed through the intermediate noaled 64 bytes from 4220106958841 (10.0.0.2): icmp_req=1 ttl=64 time=3.52
reaches node D. As shown in Figure 24, node D vesdhe --- 42k20106958841 prmE;j statisticsd——— )

P 1 packets transmitted, 1 received, 0% packet loss, time 8ms
Er?((;\ll(vetﬂ‘?et SI;EZ)F()I 1501[-)h?d2ﬁ2¢il(e):kf(t)arblneozjse rfer;%d;asa(zl& rtt min/avg/max/mdev = 3.522/3.522/3.522/0.000 ms
analyzed by IDHOCNET as ID based ping request. Bn | Figure 26. Ping application using ID of the peer
based ping reply is sent at step 2. The ID bagegl reply 6.2.2 Hosted Web Application
reaches back to node A as shown in Figure 23 at

: . In another configuration setting a Client Serversdih
step 5. IDHOCNET sends the ping reply to the respe . .
application step 6. scenario was tested using IDHOCNET. In one of the

IDHOCNET node with identifier 4220106958841 an
6. Experimentation and evaluations APACHE HTTP [47] server was installed. An applioat
with functionality to tell the current temperatudd the
surrounding was hosted on the server.

An experimental setup was prepared to run variowBifferent clients connected with the host. An apgtion run
experiments. On each node Ubuntu 12.04 LTS[44] wdsom one of the client browser is depicted in Feg@7. The
install as operating system. In order to providexotly server service is requested using its identifiet dre default
similar protocol stack the operating system wadallesi application sent the current temperature.

using an image built by Remastersys [45]. Each noge — 0y
supported three types of operating and forwardine @ aomemsse

mechanisms or protocols which include:

* IDHOCNET - Identifier based forwarding

* OLSR - Layer3 (IP based forwarding)

e 802.11s — Layer2 (Link Layer based forwarding)

6.1  Experimental settings

Welcome to the temperature update centre
The current temperature of the sorrounding is 31 Degree Centigrade

Figure 27. Accessing a hosted application by using browser
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6.3 1D based applications execution

Novel ID based applications were implemented on tr
IDHOCNET nodes. Such applications do not requieeubke
of IP based protocol stack. It can be seen thatqgivalent
ID based applications can be designed.

6.3.1 1D based chat application

An ID based chat application has been successfu
developed as per the proposed design. After thd pe
establishment phase a peer can send the data ¢thigreend
as shown in Figure 28. The sent data is receiveédeabther
end as shown in Figure 29.

"020 Terminal

3

Send Message to 4220186958842 Type Message and Enter:This is the test message fr
om IDHOCNET.

I |
Figure 28. Sending data to multihop peer using ID based
application

| OO A Terminal

got message: from 4220106958841 This is the test message from IDHOCNET.

Figure 29. Receiving data from the remote peer

6.3.2 1D based PING application

An IP based equivalent application for PING wasigtesd

and implemented with the name IDPING. The applarati
execution if shown in Figure 30. A ping request \wast for

the respective identifier. After the ping reply hasen

received status of the received bytes is visiblén¢ouser.

shahrukh@shahrukh:~3s
IDPING 4220186958841
64 bytes received successfully from

Figure 30. IDPing application execution

./idping 4220106958841 -c 1

4220106958841

6.4 Overhead comparison for | P based applications

Table 2 shows the size of frames in Bytes requii@d
forwarding a 20 byte IP packet with 30 bytes of Ipag.
Figure 31 shows the graphical plot of the same. ddta size
of the frames used by IDHOCNET requires least nunathe
bytes to transmit the required IP packet. Moredvés also
possible to not send the source and destinatiod IP
addresses (frame at d) to save another 8 bytes.option is
possible due to the implementation of private IBradses.

Table 2. Comparison of protocol overhead

. MAC IP Data
Mechanism | Types (Bytes) (Bytes) | (Bytes) Total

2. Link Layer 64 20 30 114

b.IP Layer 52 20 30 102
c. IDHOCNET 46 20 30 06
d. IDHOCNET

5

(No src.des IP) 46 12 30 88
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120
100
80

60

Data Packe Size (Bytes)

20

Protocol Types

Figure 31. Size of different forwarding mechanisms

6.5 Analysisof Vol P Application

Voice over IP application are very popular in Inktr The
core frame structure of VolP application is compmsind

1 comprises of RTP, UDP and IP frames. An experiment

analyze the behaviour of RTP/UDP/IP was conductethe
multihop testbed. Three types of forwarding mecsasi
were used which include IDHOCNET, OLSR and 802.11s.
For each configuration number of hops was increasedby
one and data was gathered by using Wireshark ot
RTP/UDP/IP stream was generated by using RTPTdgjls[4
As shown In Figure 32 the delay jitter of the IDHRET is
found to be lower than OLSR and 802.11s. The nfagtors
which affect delay jitter include routing table @pels, packet
processing at the forwarding nodes and congestiothé
network.

Jitter (msec)

2 Hop 3 Hop 4 Hop 5 Hop

Mo of Hops
== |DHOCNET

—4— OLSR
802.115

Figure 32. Delay Jitter in different forwarding mechanisms

Packet Loss ratio is also calculated for all thewérding
mechanisms in different hop configuration as shown
Figure 33. The packet loss ratio of 802.11s is miban
OLSR and IDHOCNET mechanisms. The packet loss odtio
IDHOCNET and OLSR is almost similar.
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0.8
0.7
0.6
0.5
0.4
0.3

Packet Loss Ratio (%)

01

0="

1 Hop 2 Hop 3 Hop 4 Hop 5 Hop

No of Hops === |DHOCNET
== OLSR

802.11S
Figure 33. Packet Loss Ration in different mechanisms

7. Conclusions

(11]

(12]

(13]

(14]

(15]

(16]

An ID based Ad hoc Network (IDHOCNET) framework has

been designed as an aim to solve number of liritatof IP
based ad hoc networks. A prototype of the propeystem
has been implemented in Linux platform. A novelbBsed
application paradigm has been implemented, where
contemporary IP based application can also be ¢x@dn

the proposed system. In the proposed frameworkis it
possible to use identifier while running the IP duhs

application. Future work may include development aof
Kernel module for the implemented features of IDHET

(17]

as
(18]

(19]

which is expected to improve the system performance

Security provision is an important aspect for ad hetworks

future work may include security implementation for[

IDHOCNET framework.
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Office Scenario

Park/Public Place Scenario

Country Scenario

Figure 7. Different realms for ad hoc network settings

Table 1. Comparison of IP based ad hoc networks and IDHOCNE

Aspect IP Centric ID Centric
End point Identification Uses IP zddresses Uses rezl world identifiers
Aute-configuration Beguires Auto-configuration service Mot Required
Bealm support No concept of realm exists Supports formation of different rezlms
531D, Aute configuration, IP address, IP .. . e
Network configuration Add:é; s particular series , Naming and name ?e{qtiﬁ-:il only pre configured identifiers are
reseluticn
Identifiets i 2 packet MAC Address and IP addresses Only identifiers are transmitted
Fouting basiz IP addreszes Identifiers
Naming & MName Fesolution | Feguires naming and name resclution Mot requited
Multi-homing Dipes not support Supports multthom mg
Mohbility Issue Complex to handle Smple to handle
Bacloward Compatibility Supports only IP based services Supports ID and IP services
. . Different nodes assume roles to support All nodes are truly peers and assume similar
Uniformity mechanizms like Aute confisuration, nams N
i rezolution, etc. - role.
Complexity Complex software stack due to multiple Simple identifier based soffware stack

configuration and servics requirsments

IP 2ddress variation

Wariations are expectad due to dynzmic
Environment

No variations due to private address mapping

Connectivity support to
1D/ Loc split architectures

Mot adaptzble

Easily zd aptzhle

Application Supportt

IP based applications

IP based applications and novel ID based
applic ations

Node Identifier

ID based applications

IDx

TCP/UDP
Socket

TCP/IP Protocol Stack

Netlink
Socket

IDHOCNET Core

Local namespace
Socket

monitor mode <<<

interface

L

Wifi Interface

Packet
Socket

Figure 14. Sockets API interactions of IDHOCNET

Global'World Scenario
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and t0e? o @

Figure 16. ID based application design and interaction iR@CNET

Update the
Send Netw ork Table
RREQ to
IDHOCNET

Connect with D (1)

Sends the
Connected with D

Get status of
RREP
(7)

Receives the
RREP Packet
(3)

add an entry to
host.config file

(6)

add an iptable rule
for outgoing packets

(5)

add a priavte IP
Address and
Netw ork alia (4)

Figure 19. Communication establishment betweenspeer
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Private IP

Initalizes 8 RREQ. [ D [ NH [ PrivatelP |[ D | NH | PrivatelP | [ D | NH |
node 126 [ 123 [ 123 ] ][ 123 | 124 | | [ 123 [ 125 [ 20.0.0.2 |
el >\\\\ =TT T~ - TTTT T~ Upon reception of RREQ:
- AN Pid N Pid N 1. Private IP address initialized for 123
, N e AN 7 AN 2. IPTable rule assigned for the private IP address
/ AN S AN ’ N 3.IPVsID mapping in the hosts.
// /y\\
/ /o

\\ A N/
AN ID=123 N
N 7 \
N e N
Upon reception of RREP:
1. Private IP address initialized for 126
2. IPTable rule assigned for the private IP address
3.IP Vs ID mapping initialized in the hosts i
ID NH Private IP ID NH Private IP
[ [ NH [ Privatelp | | 123 | 123 123 | 124
[ 126 | 124 | 10.0.02 || 126 125 126 126
Figure 20. Flow of RREQ and RREP between IDHOCNETas
IDx Next Hop ID IPx
Netw ork Table
126 124 10.0.0.2

(4

(1)

send command to ,
the IP application 9
N
$ ping 126 g?f
© &$ §
- PPN 5\ >
Application receives &5 ¢

rgsponse

TCP/UDP Socket Send

Src Destination
10.0.0.1 10.0.0.2

S0

TS5

Figure 21. Data exchange between IDHOCNET and #edapplication
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IDx Next Hop ID IPx
123 125 20.0.0.2

(4

(2
Inject packet using
raw socket to
TCP/IP protocol
stack

(3)
IP table rule exists for
dest 20.0.0.2 outgoing
packet & captured by
IDHOCNET

Figure 22. Remote peer view of IP based application

1D« Next Hop ID Px

126 124 10.0.0.2

Q)

L OX)

1) (2)
send command to send command to
the ID application the ID application

$ idping 126

Figure 23. Data exchange between IDHOCNET and iedapplication

Next Hop ID

Figure 24. Remote peer view for ID based applicati



